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	Standard VIII—Confidentiality (42 CFR §438.224)

	Requirement
	Supporting Documentation
	Score

	[bookmark: _Hlk507154517]General Rule

	[bookmark: _Hlk507156005]The CCO develops, implements, and adheres to written policies and procedures for maintaining the privacy and security of records and authorizing the use and disclosure of records, as required by the Health Insurance Portability and Accountability Act (HIPAA) in 45 CFR parts 160 and 164, subparts A and E, as applicable. 

42 CFR §438.224
45 CFR Parts 160 and 164, Subparts A and E
Contract: Exhibit E (6)
	HSAG Suggested Documents:
Policies addressing the following:
Types of member information to be safeguarded
Member privacy rights and confidentiality, including:
· Member’s right to request privacy protection for PHI
· Member’s right to access PHI
· Member’s right to amend PHI
· Member’s right to receive an accounting of disclosures
Minimum necessary for use and disclosure of PHI
Uses and disclosures of protected health information (PHI) that require and do not require authorization
	☐ Met
☐ Partially Met
☐ Not Met


	1. 
	Evidence as Submitted by the CCO:

	

	HSAG Findings:    

	Required Actions:    

	The CCO complies and requires all subcontractors to comply with HIPAA, including:
a. Protecting individually identifiable health information about specific individuals from unauthorized use or disclosure consistent with the requirements of HIPAA.
b. Exchanging individually identifiable health information relating to specific individuals between the CCO and OHA for purposes directly related to the provisions in the contract.
c. Ensuring disclosures of individually identifiable health information relating to specific individuals does not violate HIPAA Privacy Rules in 45 CFR Parts 160 and 164, OHA Privacy Rules, OAR Chapter 407 Division 014, or OHA Notice of Privacy Practices, if done by OHA.

42 CFR §438.224
Contract: Exhibit E (6)(a)
	HSAG Suggested Documents:
Notice of privacy practices
Business associate agreement
Provider agreement 
Provider manual
Authorization for use and disclosure form
Member request form for privacy protection
Member request form to access PHI
Member request form for accounting of disclosures of PHI
Tracking member requests for PHI
Tracking member requests for accounting of disclosures
Screenshots of website showing HIPAA disclosure information 
	☐ Met
☐ Partially Met
☐ Not Met


	2. 
	Evidence as Submitted by the CCO:

	

	HSAG Findings:    

	Required Actions:     

	The CCO and subcontractors adopt and employ reasonable administrative safeguards consistent with the security rules in 45 CFR Part 164 to ensure member information is used or disclosed in a manner consistent with applicable State and federal laws and the terms and conditions in the CCO contract.

42 CFR §438.224
Contract: Exhibit E (6)(b)
	HSAG Suggested Documents:
Policies and procedures addressing safeguards used to protect the privacy of PHI from unauthorized use and disclosure, including:
Administrative – Security management processes for preventing, detecting, containing, and correcting security violations
Physical – Facility access controls that restrict physical access to electronic information systems and the facilities in which they are housed as well as workstation security
Technical – Access controls to limit access to electronic information systems that maintain PHI 
Confidentiality and privacy practices training program description, including subcontractors (if different from health plan)
Evidence of oversight of subcontractor training
Risk analysis assessment/tool
Evidence of risk management 
Evidence of information system activity reviews (e.g., audit logs, access reports, and security incident tracking reports)
	☐ Met
☐ Partially Met
☐ Not Met


	3. 
	Evidence as Submitted by the CCO:
· 
	

	HSAG Findings:    

	Required Actions:     

	The CCO and subcontractors comply with HIPAA standards for electronic transactions.

42 CFR §438.224
Contract: Exhibit E (6)(c)
	HSAG Suggested Documents:
Policies for conducting electronic transactions
Policies addressing standardized formats for electronic transactions of health care data (e.g., payment and remittance advice, claim status, eligibility, coordination of benefits, claims and encounters, etc.)
	☐ Met
☐ Partially Met
☐ Not Met


	4. 
	Evidence as Submitted by the CCO:

	

	HSAG Findings:    

	Required Actions:     



	Standard VIII—Confidentiality 

	Met
	=
	#
	X
	1.0
	=
	#

	Partially Met
	=
	#
	X
	0.5
	=
	#

	Not Met
	=
	#
	X
	0.0
	=
	#

	Total Applicable
	=
	4
	Total Score
	=
	#

	Total Score  Total Applicable
	=
	#%
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