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Revision History:

January 5, 2010

Original Version

March 15, 2010

(Overview)
Deletion:

(Footnote 1)
Revision: A minor #fraetion; inadvertent violation of local or CPHP security policies such
as;-tike forgetting to lock a file drawer that policy requires be locked when not in use

containing sensitive-infoermation(evenif-inside-a-seeure-area), constitutes a breach of security

protocol as compared with a breach of confidentiality.

(Section 5.A.)
Addition Subsection Header: Public Health Users
Correction: Ceitrix
Correction: of program
Addition Subsections 3-5:
3. Exporting data from Orpheus for analysis, or short- or long-term storage
a. Exporting data from Orpheus and short- or long-term storage shall be
explicitly approved by the Orpheus ORP or LPHA ORP or designee.
4. Data storage, access and transfer of data shall be consistent with all related
policies herein. (6.A.—C.)
5. Cross-jurisdictional sharing
a. Orpheus is designed with both person and case-centric functionality.
Most permanent attributes of a unique individual are recorded within a
single “person record” in Orpheus. Ideally, Orpheus contains only one
person record for each unique individual recorded. Records for a
particular instance of a case of a reportable disease (''case records')
contain attributes specific to that instance of a specific disease for a
unique person. All case records relate to one and only one person record.
Each person record may have zero, one, or multiple related case records
of reportable disease.
b. Access to Orpheus case records will be considered according to two
attributes of each record: disease group, and county of residence.
¢. The LPHA ORP or designee authorizes, delimits, and supervises and
renews case record access for local users.
d. State ORP or designee authorizes, delimits, and supervises and renews
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case record access for all state users.

e. Local users may be granted case record access to one or more disease
groups by the local ORP or designee. The local ORP shall limit case
record access to those disease groups necessary for the user to complete
her public health responsibilities.

f. State users may be granted case record access to one or more disease
groups by the state ORP or designee. The state ORP shall limit case
record access to those disease groups necessary for the user to complete
her public health responsibilities.

g. Local users are limited by the Orpheus software to accessing case records
within disease groups to which they have been granted access where case
residence at diagnosis is within the jurisdiction in which they work except
for certain diseases and circumstances listed below.

h. State users are permitted by the Orpheus software to access case records
for all jurisdictions within disease groups to which they have been
granted access.

i. When the State ORP determines that the public health benefit of case
record access for a specific disease group across jurisdictions exceeds the
risk of loss of confidentiality, she may allow access to case records for that
disease across jurisdiction by all state and local users. (An example of
such a disease might be Hepatitis C.)

j-  When two or more local jurisdictions need to collaborate on a case
investigation or treatment, a user from the county of residence at
diagnosis of the case with access to the disease group in which the case
falls can grant access to that case record to all users from the
collaborating jurisdiction/s who already have access to the same disease
group within their own jurisdiction. (An example of a circumstance
where this might become necessary would be when a tuberculosis case-
patient moves to another county before completion of therapy, also
known as a "transfer.")

k. All state and local users authorized to access case records are permitted
by the Orpheus software to access all person records (as distinguished
from case records) contained in Orpheus regardless of location of
residence. This is necessary to avoid creation of duplicate person records
when a person record has already been created in Orpheus for an
individual upon the occurrence of a reported disease when that person
was a resident of another local jurisdiction. Orpheus does not reveal the
occurrence of the disease nor details of the case via the person record
when the user does not have privileges to access that disease group or the
person resided in another jurisdiction at the time of diagnosis.

l. Any LPHA may elect to share all of its cases with any other LPHA upon
written request to the Orpheus ORP from both LPHA’s. However, access
to cases of specific diseases by users of the cooperating LPHA’s still
requires that the individual user have been granted access to the specific
disease group.

m. Sometimes a local user will be in receipt of a report of a case or suspect
case of a reportable disease and discover that the person with the
suspected case has already been recorded in Orpheus. Sometimes, the
case to which this report refers will not be visible if the case was initially
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investigated in another jurisdiction. Before entering a new case for the
person, local public health staff should contact the Public Health Division
to determine whether the case has already been entered by another
LPHA. If the case has already been entered, state or local staff should
contact the investigating LPHA and ask that the case be made visible
(“transferred”) to the new LPHA. Subsequently, the case will be visible to
both LPHA’s.

(Section 5.C.)
Deletion Subsection 2: A

Renumbered Subsection “3” to Subsection “2”
Added Subsection 3: Authorized staff may provide aggregate data to anyone upon request
without prior approval of ORP, provided the data release complies with all aggregate data
release guidelines (Appendix 2).

Added Subsection 4: Authorized staff should consult with the LPHA or Orpheus ORP if
they are uncertain that the proposed release is compliant with program policy.

(Section 6.A.)
Revise Subsection 2.c: If feasible, Kkeys

(Section 6.B.)

Revise Subsection 1.d: When an authorized user leaves their position the Orpheus ORP (CPHP
staff) or LPHA ORP (LPHA staff) or designee shall be informed by the supervisor of the
departing staff member and will request that the DHS Service Desk suspend access (log-in
ability) to the workstations and remote servers immediately.

Revise Subsection 2: Storage or viewing of record-level data surveillance data on laptop
computers or other portable devices, or external storage devices.

Revise Subsection 2.f.: Unless explicitly authorized by the Orpheus ORP, LPHA ORP or their
designee for completion of surveillance, case investigation and other public health
responsibilities, record-level data shall not be stored on computer workstations that-are with
simultaneous connections to the internet or local wide-area networks that-unless those
connections i-the-opion-of the DPHS Information-Security Office-are not-properly-secured:
comply completely with local or state information policies and procedures on security of record-
level data.

Revise Subsection 4.a.: Each workstation from which Orpheus data are accessed shall revert to
screen-saver mode no more than 105 minutes after last activity, and require a password to
resume activity.

July 15, 2010
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(Section 5.A.)

Addition: The State ORP or designee shall not revoke Orpheus access of an authorized
LPHA user without the request of the LPHA ORP or designee or prior notification of the
LPHA ORP.

(Section 6.B.)

Revise Subsection 3.d. When an authorized user leaves their position the Orpheus ORP (CPHP
staff) or LPHA ORP (LPHA staff) or designee shall be informed by the LPHA ORP or
designee (e.g., supervisor of the departing staff member) and will request that the DHS Service
Desk suspend access (log-in ability) to the workstations and remote servers immediately.

(Overview)
Addition: All surveillance data contained within Orpheus are owned jointly by the LPHA of
the county where the case is diagnosed and CPHP.

(Title page; Overview)
Replace: OregonDepartment-of Human-Serviees with Oregon Health Authority

(Overview; Section 2.A, Subsection 3; Sections 3.C and E; Section 4.B, Subsection 1; Section
5.A. (twice); Subsection 5.b., Subsection 1.f.; Section 6.B, Subsections 1.d. and 2.c.)
Replace: BHS-with OHA

(Section 5.A.)

Addition of Subsection 6:

Changes to data

Changes to Orpheus data are automatically captured in two logs: the Case Log and the
Audit Log. All authorized Orpheus users have access to both logs. All record modifications
are logged with the name and user number of the user who makes the modification, the
time and date of the modification, and the specific change made. Whenever a record is
viewed by a user who does not make a modification to the record, this event is also
recorded in the log. In addition, Orpheus users are automatically notified within Orpheus
when the following fields are changed to cases for which they have been assigned primary
state or local responsibility: Case Status (includes deletion of cases or assignment of “no
cases” status when a suspect case has been “ruled-out;” Deceased (i.e., a case is designated
as died), Disease, and County (includes County of contacts of cases). Any authorized user
may suggest additions or revisions to the list of “notifiable” changes. Any non-controversial
revisions or additions to the list shall be made by OHA. Decisions on disputed or
controversial revisions or additions to the list shall be made by the State Epidemiologist
after considering opinions expressed.

Addition of Subsection 7:

Resolution of Disputes about person and case attributes and other Orpheus field values

If LPHA and CPHP disagree on data entered on specific cases, especially as new
information comes to light during the course of an investigation, the parties to the dispute
will meet informally and attempt to come to agreement on the data of record to be retained
within Orpheus. If an agreement is not reached by the parties to the dispute, the LPHA
ORP or designee (such as the Health Officer) for the county where the case-patient resides
at diagnosis will work with the State Epidemiologist or designee to come to a resolution,
with the understanding that the LPHA representative opinion shall be given substantial
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weight; however, to ensure consistency of case definitions across Oregon counties, the State
retains the final authority to determine case Status (confirmed, probable, suspect, or non-
case)."

September 3, 2010
(Section 6)

Addition: Added the fields indicating “Hospitalized,”” and “Associated with an Outbreak’ to
the list of fields, that when modified, will trigger a notification to the appropriated LHD.

October 26, 2010

(Section 6 B 4 a)
Data change: no more than 15 minutes from 10 minutes.

4. Other practices related to computer workstations, laptops and other electronic storage media
used to store, view or analyze record-level data.

a. Each workstation from which Orpheus data are accessed shall revert to screen-saver mode no
more than +6-15 minutes after last activity, and require a password to resume activity.

(Section 6 C)

Addition: Paper and other hard copies of data originating from Orpheus

(Section 6 C 2)

Addition: “if feasible”

Any piece of paper or other hard copy containing confidential information must be shredded
using a shredder with a cross-cutting feature if feasible, after it is no longer needed.

December 12, 2010

(Section B )

Addition: Added the following: (#6): Exercise their right to implement local security policies
that are more stringent than these statewide Orpheus security policies and procedures.

(Section 3 F) Staff Responsibilities and Requirements
Addition: performed by authorized OHA staff
All authorized users will be subject to periodic random audits of Orpheus logs performed by

authorized OHA staff.

(Section 4 A 1) Breaches of Confidentiality
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Revised: Anyone who becomes aware of a breach of security protocol without breach of

confidentiality shall report this to CPHP-er EPHA-ORP-or-their-designee- LPHA ORP or
designee, or to the STATE ORP;

(Section 4 B 1) Breaches of Confidentiality
Revised: All must be reported #nmediately within one working day to the STATE ORP, the
who will be responsible for reporting to OHA ISO and to CDC.

(Section 4 B 2) Breaches of Confidentiality
Addition: Employee(s) responsible for any breach may face disciplinary action, up to and
including termination of employment as determined by the employer.

(Section 5 A 2 ¢) Data Access and Use
Addition: Added the following disease groups:
Xx.  Pertussis
xi.  CIN (cervical intraepithelial neoplasia)

(Section 5 B 1 k) Data Access and Use

Revision: Any publication or re-disclosure of summary data based on released confidential
information must be consistent with the Oregon Public Health Division policy on release of
aggregate or summary level data (Appendix2 available from CPHP upon request) and
reviewed by the LPHA ORP for publications involving residents of a single LPHA or the
Orpheus ORP or their designee for publications involving more than one LPHA prior to
publication.

(Section 5 C 2) Data Access and Use
Revision: Release of aggregate data shall be compliant with all aggregate data release guidelines
(Appendix2 available from CPHP upon request).

(Section 5 C 3 ) Data Access and Use

Revision: Authorized staff may provide aggregate data to anyone upon request without prior
approval of ORP, provided the data release complies with all aggregate data release guidelines
(Appendix2 available from CPHP upon request).

(Section 5 A 7) Data Access and Use

Adition: time of diagnosis: If an agreement is not reached by the parties to the dispute, the
LPHA ORP or designee (such as the Health Officer) for the county where the case-patient
resides at time of diagnosis will work with the State Epidemiologist or designee to come to a
resolution, with the understanding that the LPHA representative opinion shall be given
substantial weight; however, to ensure consistency of case definitions across Oregon counties,
the State retains the final authority to determine case Status (confirmed, probable, suspect, or
non-case)."

(Section 6 B 1 d) Data Security
Revision: When-an-authorized-use

The LPHA ORP or designee must notify the STATE ORP within 14 days after an
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authorized user leaves their position. The STATE ORP will be responsible for contacting
the OHA Service Desk to immediately suspend Orpheus access for that user.

April 13, 2011

(Section 6)

Added “County/counties of jurisdiction” to Overall Responsible Party signature block

July 7, 2011

(Section 5 A 2 ¢) Data Access and Use
Addition: Added the following disease group:
xii.  Syphilis

May 29, 2012

(Section 5 A 2 ¢) Data Access and Use
Addition: Added the following disease group:
xiii. LTBI

July 17, 2012

Changed “Office of Disease Prevention and Epidemiology (ODPE) to Center for Public Health
Practice (CPHP)

December 27, 2012

Addition: First sentence to the Overview

Information obtained by the Oregon Health Authority or a local public health administrator in the
course of an investigation of a reportable disease or disease outbreak is confidential (ORS
433.008(1)(a); http://www.leg.state.or.us/ors/433.html).

December 24, 2013

Formatting: Moved the Revision Section from beginning of the document to the end of the
document.

Addition: Created a Definition section.
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http://www.leg.state.or.us/ors/433.html

(Overview)
Addition: Added web link to (ORS 433.008(1)(a); http://www.leg.state.or.us/ors/433.html
Change (from public health “professionals” to public health “officials™)

Overview

Information obtained bv the Oregon Health Authoritv or a local public health administrator in the
course of an mvestigation of a reportable disease or disease outbreak 1z confidential (ORS

| 433.008(1)(a); jattp: www leg state or us'ors433 himl) Public health surveillance data must be
handled properlv to prevent inappropriate disclosure and maintain confidentiality. This document
prescribes policies and procedures by which public health emplovees in Oregon safeguard the
security and confidentiality of public health data collectsd by public health professionals and
maintained by Local Public Health Authorities, the Center for Public Health Practice and the
Oregon Department of Administrative Services Enterprise Technology Services (ETS)]f contains
security and confidentiality standards, expectations, practices, and corrective procedures.

T sy LY e m e ———— . mm m mm——— ——— ————

O'rphﬂuz. de:.jgnﬂd fnr pub'jt hﬂa'th use 1':. a pub'ic hﬂa'th surv ﬂi"antﬂ app'icatinn intended fl.'.II'

Drﬂgnn 5 rﬂpnrtab u:h:.ea:m:. fnr the ov ﬂrarthmg purpu:m of rﬂdumng mnrbjdjt} and mortality.

(Policies|Written Policies and Procedures)
Changed web link: B.

B. A master copv of this document shall be kept up-to-date and stored on Oregon’s
LEA swebsite, ...
http:/ ‘public.health oregon. gov/ DISEASESCONDITIONS CD‘\E\IL_\"IC —";BLEDI‘:.E
—":.‘::E LDC ALHEALTHDEPARTAENTS Pages Orpheus.aspx B

C Removed the word, hard. No need to require a hard copy; electronic copy suffices.

C. Atleast one up-to-date hard-copy
and each LPHA ORP.

(Policies|Overall Responsible Party|2A)
Change:

2) [DVERALL RESPONSIBLE PARTY |

fn:: P111: ic Health Pr al: ice .-"Ld_m 11:“":1 ot : LI-.—a—:—}a

‘ A. The Overall Responsible Party (ORP) for the security nf Orpheu: data is the Center

Th= DRP or de:.jgnee bhﬂ

(Addition 5 (a-c), 7, 8 d -11)
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http://www.leg.state.or.us/ors/433.html

3. —LLma Iy F::ﬂwﬂ" sz pol 1|:1 s and procedures with all au:“irﬂ CPHP smpievesas
: HOrphens nsers data-and answer any questions
thn:.L "ﬂ'.lp ovees mjght ha‘. e abnut thess policizs and prucedtm:._ Users will be
de-activated if ORPs or their designess fail to venfy (read. signed. and return to
CPHP) the following within two months after receipt of user-specific annual
security audits and folleemg forms;,
a. Drpheus Security Policies and Procedures (this document). -
b. User-specific Security Audit produced bw CPHP
1. L';'.E“s: secure data export locatien(sy - -
1. Users’ countv and disease-ggoup settmgs
1. Users’ OHA-specific security and confidentiality

olicies,
c. User-specific Orpheus Confidentiality Starement (User Oath) -

Ensulvf that state Orpheus users take responsibility for 1) implementing OHA s
data securitv policy and procedures. 2) for protecting the securitv of anv device in
their possession on which personallv identifiable information (PII) from Ormheus
is stored. and 3) for reporting suspected securitv breaches. These responsibilities
include but are not limitedto:,
a. Protecting kevs. passwords. and codes that would facilitate
unauthorized access to PII
b. Taking appropriate action to avoid infecting computer systems with
viruses and other malware
c. Appropriate use of personal computers and storage devices
d. Appropriate removal of data from secure facilities

8. %&Mﬁh@_@?_r}zpl?_t_l?ﬂ.@f_Pﬁr_lﬂd}P__r?_i}si_@tl_l_@H@}ts_@f_p_s_@g_l_qcr_s_?Li}.cl_ ____________
investigation of any irregular use patterns, and maintain records of the outcomes
of these audits, _Ensure thatall Orpheus users:

—Ha. fFully implement OHA’s data security policv and procedures; +

—=b.3pProtect the security of any device in their possession on which
personally identifiable information (PII) from Orpheus is stored:

~and3c. Rreport suspected security breaches:

= 4d. SSafeguardins kevys, passwords, and codes that would facilitate

unauthorized access to PIL;

e. Takeaﬂg a‘omonnate action to avoid infecting computer svstems with =

sta.ndatd of the de‘oat‘cmﬁ'nt c.g . using “Zsecurez” in the subject lme.__
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(Policies|Overall Responsible Party|2B)

'J'l

—"m.nuallx Rreview these policies and procedures with all active LPHA emplovess «
&&Ehet&ed—fe—&eee&a—reee&é—%&el—ﬂrpheus users dataand answer any questions
those employees might have about these policies and procedures. Users will be
de-activated if ORPs or their designees fail to verify (read. signed. and return to
CPHP) the following within two months after receipt of user-specific annual
securitv audits and following forms:

a. Orpheus Security Policies and Procedures (this document] - >
b, User-specific Securitv Audit produced bv CPHP
i. Users® secure data export location(s) “

1. Users’ countv and disease-group privileges
i1i. Users’ jurisdiction-specific securitv and confidentialitv
policies
c. User-specific Orpheus Confidentialitv Statement (User Qath) =

=4

of these audits.
& Ensure that all Orpheus users
——1ia fFullv implement OHA s data security policv and procedures; -
—b 1 gProtect the securitv of anv device in their possession on which
personallyv identifiable information (PIT) from Orpheus is stored;
-and 3¢ Ereport suspected security breaches;
L 4d. SSafeguarding kevs, passwords, and codes that would facilitate
unauthorized access to PII;
. Ta.kem—g auumunate action to avold infecting computer svstems with
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5d.
6. Exercise theirright to implement local security policies that are more stringent
than these statewide Orpheus security policies and procedures.

a. Ensure that all Orpheus users take responsibility for1)
implementing their local data securitv policv and procedures.
2) for protecting the securitv of anv device in their possession
on which personallv identifiable information (PII) from
Orpheus is stored. and 3) for reporting suspected security
breaches. These responsibilities include but are not limited to;

b. Protecting kevs. passwords. and codes that would facilitate

-encn"ptmn sta.ndaxd of the LPHA. e.o.. using* —secuxe—' in the sub1ect
Lne.,
&—Ensure that Orpheus Users (undertheir purview ) meet at least annually
with their ORP (or desionee) to review their Orpheus Securitv Audit
Report. including but not limited to. the current Orpheus Securitv Policies
and Procedures document. their Assumance of Confidentialitv (User Oath).
their current user access privileges. their Orpheus data export location(s).
and agency-specific security policies,

Staff Responsibilities And Requirements
(Addition 3c e, f)
Addition:
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C. Eachperson authorized to access record-level Orpheus data assumes individual
responsibility for challenging any unauthorized individual who is observed attempting
to access Orpheus data: and to report immediately any suspected security breaches: to
the ORP or designee. accorchng to the OHA Privacy and Information Security Incident
Response Policy (http://www.dhs state.or.us/policy/admin/security/090_005_01.htm).

D. Each person authorized to access Orpheus data assumes individual responsibility for
protecting from theft or unauthorized disclosure their own workstation, laptop, and
other devices associated with Orpheus data. This responsibility includes protecting
kevs. passwords, codes. or tokens that would allow access to confidential information
or data. Staff must take care to protect their workstations. laptops and other devices
from computer viruses and other damaging causes. such as extreme heat or cold.

E. Confidentiality training of non-surveillance staff must also include review of these
policies and reporting of suspected security breaches to the ORP and in accordance
with th-: OHA Privacy and Information Security Incident Response Policy
(http://www.dhs.state.or.us/policy/admin/security/090 005 .htm).

F. Allauthorized users will be subject to periodic random audits of Orpheus logs
performed by authorized OHA staft. Irregular use pattems will be investigated. Users
found responsible for breaches of security protocol or confidentiality may loses or
suffer reduced access (e.g.. constraining their privilege set] to confidential data and

may face disciplinary actmn up to and including termination.

S5 DATA ACCESS AND USE

Correctlon
OHA remote access form to th-: Orpheus Team at OPHD (Orpl 1-511~«EPH-PDDPE
Tech@state.orns 0r 971-673-1100), Withina week they will receive a Citrix ID

A2c (Privilege sets-Disease Groups)
Addition: Pertussis, CJD, ABC, Lead, MDRO

A3 (Exporting)
Addition:
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HIV qisease group sertng in acadition 1o tne separate H1v user setng.
3. Exporting data from Orpheus for analysis. or short- or long-term storage

user qhallannualh 1der1t1ﬁ ORP-approved location(s) for storing all PII-

eus Security Policy and Procedures, Page 15 December 244, 20132

r:c'rltaiﬂin'J data exported from Omheuq

01:1 leﬂ[ncted access Dubhc health agency netw Otlﬁ behind agency firewalls. or
password protected local hard drives or other media on which data are
etlcn'med when not itl use.

he ﬂhe rdmll obtam prior approval from ORP

6 Changes to Data
Subtraction):
6. Changes to data
Changes to Orpheus data are automatically captured in +vologsthe Caselogs
a&d—%ﬂe—&&éﬂ—]:eﬂthe Orpheus Log ﬂle all aH-EHGH-Z@d—OIphE‘IJS users have access

e e e e e e e T L L

R [ SRS U, N [ SR, DR - = 1__.__£".1_____ IR, R [P

Comment: We are using only one audit log instead of 2 logs; we’ve discontinued use of
FMDataGuard due to performance issues with FMDataGuard and FileMaker 12’s ability to do
progressive back-ups

Subtraction: AH Record modifications are logged with the name and user number of the user
who makes the modification, the time and date of the modification, and the specific change
made.

Comment: Not all record modifications are captured. We stopped using FMDataGuard in Spring
of 2012 due to performance issues; Orpheus Log file was separated from the Orpheus Data file to
increase performance and reliability. (Personal communication: Matt Navarre, MSN Media, Inc.
(mattn@msnmedia.com) December 24, 2013.

B: Record-level access: Addition
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B. Record-levelaccess — all others. The following are subject to ORS 433.008

(http://www.oregonlegislature.cov/bills laws/lawsstatutes/2013ors433.html).
1. Forpublichealth or human subjects research purposes.

B. Electronic data storage. access and transfer
1. The Orpheus application
Orpheus is beinsbuiltusinsa FileMaker Pro® application: it is a relational

public health case report data for all cases of reportable communicable disease in
Oregon.
C: Aggregate-level access: Addition

C. Aggregate-level access — evervons
1. Anvperson mav obtain summary of aggregate de-identified data upon request, as
mav be allowsd under ORS 433.003
(http:/www. oregonlegislature gov hills lawslawsstatutes 201 3orsd3 3 himl). -

Palanra Af ammramatra Aafa chall hia cramanliant oeith Al acmramatra Aafa ralanca

VY

Data Security (6 b 1 a)
Correction:
the same or another reportable disease.

Data Security (6 b2 ¢ & f & 3d)
Addition:

secure areas shall be locked in a secure cabinet when not in use.

c. DHS Office of Information Technology staff shall use ISO-approved
software. e.g.. Acronis. to re-image computers. ensuring that all data are
wiped clean. Computers sent to surplus shall be phvsically destrovedbv an
[SO-approved vendor. assuring that all data areinaccessible or destroved in

the process. Record-level data shall be deleted from laptops computers,

1
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f.  Unless explicitly authorized by the Orpheus ORP, LPHA ORP or their
designee for completion of surveillance, case investigation and other public
health responsibilities, record-level data shall not be stored on computer
workstations unless the workstation is up-to-date with current patching. anti-

virus and anv r:rther designated securitv software and also complies with w=th

theseconnectionscomplveompletelwith local or stateinformation policies
and procedures on security of record-level data. |

Cad Thata ctnvrad An martahla Aarricrac crah ae larntan Acasamnitare rarmatralla iaed

IES LIV dUUEsd LU ICCULU-IEVEL Udld LU dU LIV LASU WSS S,
d. Indefinite storage of confidential surveillance data if necessary for public

purposes.
i. [torage, e.g.. of exported data. -mustbe approved by the State or LPHA
ORP. |

C. Paper and other hard copies of data originating from Orpheus
Addition:

Overall Responsible Party’s Printed Name
Overall Responsible Party Signature
Date

ORP De:ionee P1'i11red Naime

e e e e R e -

Date

ORP Designee Printed Name
ORP Designee Signature
Date

County{eountesrofiJurisdiction

Date
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April 23, 2014

5 DATA ACCESS AND USE
Correctlon.

T AL RALRA BAAR T ML W M A A A R WA LM LD d e MU A% T Wd WA MR LA L Ll T TT A RALdd LAAdd

organization, and their public health responsibilities. The State ORP or designee shall
notrevoke Orpheus access of an authorized LPHA user without the request ef+he
EPHA-ORPordesignee-or prior notification of the LPHA ORP or designee. Fhe
assignmentofpProgram area and jurisdiction rights to a user will be performed
assigned by one of the Orpheus Team members at the-OPHD based on the programs
and jurisdictions approved by the State or LPHA ORP., as appropriate.

1

access for all stateusers.

e. Localusers maybe granted case-record access to one or more disease groups
bv the local ORP or designee. The local ORP shall limit case-record access to
those disease groups necessary for the user to complete their public health
responsibilities.

e-f Local users are further restricted bv the Orpheus software to accessing case
records for which case residence at diagnosis is within the jurisdiction in
which thev work except for certain diseases and circumstances listed below,

o, Stateusers mayv be granted case--record access to one or more disease groups
by the state ORP or designee. The state ORP shall limit case--record access to
those disease groups necessary for the user to complete their public health
responsibilities.

h. Statensers are nermitted hv the Ornhens software to access case records for
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June 2, 2015

Overview

Information obtained by the Oregon Health Authorityor a local public health administrator in the
course of an investigation of a reportable disease or disease outbreak is confidential (ORS
433, OOS(IKa} https:/fwww. meoonlecqslatme gov/bills laws; lawsstatutes/2013ors433.html)

Orpheus, designed for publichealth use, is a public health surveillance application intended for
stateand local public health officials to investigate, analvze, and report on cases of Oregon’s
reportable diseases for the overarching purpose of reducing morbidity and mortality.

|

Orpheus is also linked to “Outbreaks.”“Case Log.” “Napoli.” “Shotegun” and “Shiver” — disease
surveillance databases thathouse confidential. outbreak-specific information — this policv also
pertains to users who access these databases.

Policies

1) WRITTEN POLICIES AND PROCEDURES
A.  Operating policies and procedures for Orpheus are specified in this document.

B. A master copy of this document shall be keptup-to-date and stored on OHA"s
website:
hitp://public.health.oregon.gov/DiseasesConditions/CommunicableDisease/Reporting
CommunicableDisease/Documents/Orpheus/OrpheusSecurity/SurvPoliciesPro Orphe

us.pdf

C. Atleast one up-to-date copy of this document shall be kept by thk Orpheus ORP and
each LPHA ORP.
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Overall Responsible Party

e e e = T

2. Authorizethe assignment of all Orpheususers to one of three roles, or ‘privilege
sets,” within Orpheus (Full Access User. —StateData Entry User, Power User (i.e.
Higher-level user). Outbreak Only User. Script Learner. All Records. All Records
& Scripts. or County Data Entry User. See Section 5.A.1.) that constrain the
user’s ability to enter and edit data and revise, make design changes to Orpheus,
and revise the roles or privileges of other authorized users;

3. Conduct an annual review of security practices for Orphens CPHRP ORPin

certitication ot comphiance with CDC Program Requirements;

4. Keep a current list of authorized CPHP users and roles and retain the current copy
the of signed confidentiality statement for each authorized user;

5. Annually review these policies and procedures with all active CPHP Orpheus
users and answer any questions those employees might have about these policies
andprocedures.,

5.6 Deactivate Husers, will be de-activated ifor ORPs ertheir designeeswho fail to
read, sign, and return to CPHP their agreements to the following within two
months afterof receipt of user-specific annual security -audits:

a. Orpheus Security Policies and Procedures (this document).
b. User-specific Security Audit produced by CPHP, which includes:
i. User’s*secure dataexport location(s)

pheus Security Policy and Procedures, Page 2 April 23, 2014

ii. User®
iii. User’

s county and disease-group settings

s2 OHA-specific security and confidentiality policies, i.e.. the
090 and 100 series found at
http/’www.dhs.state.or.us/policy/

¢. User-specific Orpheus Confidentiality Statement (User Oath);
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6-7.Ensure that State of Oregon information technology staff and others who might
have incidental access or exposure to Orpheus data, including any persons with
access to servers, workstations, or backup devices adhere in substance to this

policy}

8. Ensure that state Orpheus users take-assume responsibihity for,
1. B implementing OHA’s data security policy and procedures,, +

2. 2ferprotecting the security of any device in their possession on

which personally identifiable information (PII) from Orpheus is

stored,and3y,
3. forreporting suspected security breaches.,
* These responsibilities include but are not limited to: -

a. Protecting keys, passwords, and codes that would facilitate unauthorized
access to PII; and

b. Taking appropriate action to avoid infecting computer systems with
viruses and other malware; and

c. Apprepraate-Limiting use of personal computers and storage devices to
activities directly related to CPHP work in a manner consistent with all
OHA and CDPH work and with common sense; and

d. Apprepraate-Limiting removal of data from secure facilities_to
circumstances that have been explicitly approved by a supervisor, ORP, or
a designee and are otherwise consistent with this policy and with OHA

policy.

€:10. Ensure that all state Orpheus users: -

a. Fully implement OHA’s data security policyies and procedures;
b. Pretect-Safeguard the security of any OHA device in their possession on
which personally identifiable information (PII) from Orpheus is stored;
c. Report suspected security breaches;
d. Safeguard keys. passwords, and codes that would facilitate unauthorized
access to PII;
¢. Take appropriateactiontoExercise reasonable judgement in use of
technology avoid infecting OHA computer systems with viruses and other
malware;
f. Protect mobile devices and storage media from loss and theft; and
g. Obtain authorization prior to removal of data from secure facilities.

911. —Ensure that any PII sent from Orpheus in an e-mail is sent using the encryption +

standard of the department, e-gi.e.. = using “#secure#” in the subject line.

12. 19-Ensure that 2-factor authentication tokens are distributed to validated Orpheus «

users)
11. State ORP will send proof of annual review to independent OHA reviewer, €.g.,
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the Performance Management Program.

B. Each Local Public Health Authority (LPHA) shall appoint an ORP|for the security of

Orpheus data within its agency. The LPHA ORP or their designee shall;

1. Authorize access for each LPHA-level staff person or affiliate newly requesting
access within their jurisdiction to record-level Orpheus data;

2. Ensure that their agencies comply with the requirements of this document,
including all future updates;

3. Keep a current list of authorized Orpheus users and roles in their jurisdiction and
retain a current copy of the signed confidentiality statement for each authorized
user;

4. Certify LPHA adherence to the security policies and procedures in this document
upon request of CPHP ORP;

5. Annually review these policies and procedures with all active LPHA Orpheus
users and answer any questions those employees might have about these policies
and procedures.

and procedures.

5.6.Users-will be deDe-activated users or #ORPs ertheir-designeeswho fail to read.
sign, and return to CPHP their agreements to the following within two months
after-of receipt of user-specific annual security audits:
a. Orpheus Security Policies and Procedures (this document)
b. User-specific Security Audit produced by CPHP, which includes
1. User’ss’ secure data export location(s)
ii. User’s’ county and disease-group privileges
1. User’s’ jurisdiction-specific security and confidentiality policies

c. User-specific Orpheus Confidentiality Statement (User Oath)
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&-7.Exercise their right to implement local security policies that are more stringent
than these statewide Orpheus security policies and procedures. Local security
policy may include:

a. Ensuring that all Orpheus users take responsibility for
1. B-implementing theirlocal data security policy and procedures.2  +
ii. Herprotecting the security of any device in their possession on
which personally identifiable mformation (PII) from Orpheus is
stored. and-31for
aiil. reporting suspected security breaches. These responsibilities include
but are not limited to:
b. Protecting keys, passwords, and codes that could facilitate unauthorized
access to PII
c. Taking appropriate action to avoid infecting computer systems with
viruses or malware
. Appropriate use of personal computers and storage devices
€. Appropriate removal of data from secure facilities

7.8.  Ensure that any PII sent from Orpheus in an e-mail is sent securely using «
the encryption standard of the L PHA—e-gusing—#seeure# inthe subjeet line..
g9. Ensure that Orpheus Users (uaderwithin their purview) meet at least

annually with theirthe ORP (or designee) to review their Orpheus Security Audit
Report, including but not limited to, the current Orpheus Security Policies and
Procedures document, their Assurance of Confidentiality (User Oath), their

current user access privileges, their Orpheus data export location(s), and agency-
specific security policies.

Staff Responsibilities and Requirements (re-numbered)
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3) STAFF RESPONSIBILITIES AND REQUIREMENTS

| A. FEach state and local public health professional authorized to access record-level -
Orpheus data shall be knowledgeable aboutand abide by the information security
policies and procedures in this document.

B. Each person authorized by the ORP to access record-level information shall review
these policies and sion a confidentialitv oath (Appendix 1) before being granted
access and annually thereafter. Access to Orpheus will be denied to persons who fail
to complete the initial or annual review and sign the confidentiality cath

C. Each person authorized to access record-level Orpheus data assumes individual
responsibility for challengine anvone who attempts unauthorized access to Orpheus
data: and for reportingimmediately anv suspected security breaches to the ORP or
designee. according to the OHA Privacy and Information Security Incident Response
Policy (090 and 100 series found at http://www.dhs.state.or.us/policy/)

D. Each person authorized to access Omheus data assumes individual responsibility for
protecting from theft or unauthorized disclosure their own workstation. laptop. and
other devices used to view or access Orpheusdata. This responsibility includes
protecting kevs. passwords. codes. or tokens that would allow access to confidential
information or data. Staff must take care to protect their workstations. laptops and
other devices from computer viruses and other damage. such as that caused by
extreme heat or cold.

E. Confidentiality trainine of non-surveillance staff must also include review of these
policies and reporting suspected security breaches to the ORP in accordance with the
OHA Privacv and Information Security Incident Eesponse Policy
(http:/www.oregon.gov/oha/ Admin/infosec/pages/incdnt resp.aspx).

A-F.  All authorized users will be subject to periodic random audits of Ompheus logs
performed by authorized OHA staff. Irregular use pattems will be investigated. Users
found responsible for breaches of security protocol or confidentialitv mav lose or
suffer reduced access (e.g.. constraining their privilege set) to confidentialdata and
mav face disciplinary action up to and including ternﬁnation[

Data Access and Use
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5) DATA ACCESS AND USE

A.  Public Health Users
Record-level access without special approval shall be restricted to public healthusers

authorized by CPHP or LPHA ORP. Once an individual has read these policies and
| procedures and signed the confidentiality oath, thes-the userreturns the signed oath

Orpheus Security Policy and Procedures, Page 6 April 23, 2014

and the OHA remote access form to the Orpheus Team at OPHD (Orpheus ODPE-
Tech(@state.orus or 971-673-1100). Within a week theythe userwill receive a Citrix
ID number assigned by the OHA Service Ddesk, and obtain access to the Orpheus
application from the Orpheus Team at OPHD. Orpheus has been designed such that
users are restricted to specific actions that they can perform and records that they can
view or edit. This is accomplished employing the tools of ‘privilege sets’ and
individual user settings available in the FileMaker® software. The LPHA. -or state
ORP. -or designee authorizes the assignment of each user to one of several roles
based on whether they-arethe useris a LPHA or state user, their level of authority
within their organization, and their public health responsibilities. The State ORP or|
designee shall not revoke Orpheusaccess of an authorized LPHA user without the
reguestorprior notification of the LPHA ORP or designee. Program area and
jurisdiction rights to a user will be assigned by one of the Orpheus Team members at
OPHD based on the programs and jurisdictions approved by the State or LPHA ORP,
as appropriate.

Security Breaches (minor edit)
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4) SECURITY BREACHES

A.  Breaches of security protocol without breaches of confidentiality:
1. Anvyone who becomes aware of a breach of security protocol without breach of
confidentiality shall report this to their LPHA ORP or designee, or to the CPHP

1o

ORP:

ORP shall enst all reports are logged and investigated and oversee the

maintenance of a brefich log thatincludes date of breach, date breach was

reported, description of breach, severity, person(s) investigating, conclusions, and

disposition or corrective action prescribed.

3. ORP or their designeeswill review the breach of security protocol log at least
twice annually to look for recurring patterns and individual incidents that may
require corrective action.

B. Breaches of confidentiality that result in improper disclosure of confidential data can
occur inadvertently, through employee miscalculation, or intentionally. as in acts of
sabotage.

1. All mustbe reported within one working day to the CPHP ORP, who will be

responsible for reporting to the OHA Information Security Office (ISO) and to
CDC.

2. Emplovee(s) responsible for any breach may face disciplinary action, up to and
including termination of employment as determined by the employer.

3. Inevent of an intentional breach, the ORP should consult with appropriate legal
counsel to determine whether reporting to law enforcement agencies is warranted.

Data Access and Use

5) DATA ACCESS ANDUSE

A.  Public Health Users
Record-level access without special approval shall be restricted to public healthusers
authorized by CPHP or LPHA ORP. Once an individual has read these policies and
| procedures and signed the confidentiality oath, thes-the userreturns the signed oath

| Orpheus Security Policy and Procedures, Page 6 Apr3 2044 June 2, 2015
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hnd the OHA remote access form to the Orpheus Team at OPHD (Orpheus. ODPE-
Tech(@state.or.us or 971-673-1100). Within a week they-the user will receive a Citrix
ID number assigned by the OHA Service Ddesk, and obtain access to the Orpheus
application from the Orpheus Team at OPHD. Orpheus has been designed such that
users are restricted to specific actions that they can perform and records that they can
view or edit. This is accomplished employing the tools of ‘privilege sets’ and
individual user settings available in the FileMaker® software. The LPHA. -or state
ORP. -or designee authorizes the assignment of each user to one of several roles
based on whether theyaretheuser is a LPHA or state user, their level of authority
within their organization, and their public health responsibilities. The State ORP or
designee shall not revoke Orpheus access of an authorized LPHA user without the
reguestorprior notification of the LPHA ORP or designee. Program area and
jurisdiction rights to a user will be assigned by one of the Orpheus Team members at
OPHD based on the programs and jurisdictions approved by the State or LPHA ORP,
as appropriate.

1. Roles (privilege sets):

a. The Full Access role allows the user to view all records, manage privilege sets
(including creating new accounts), edit data tables. create new fields, etc.
MeryfewAbout 26 users — mostlv Orpheus Tech Team members and other
administrators have full access; all are state-level users or MSN Media
contractors;

b. The State Data Entry role allows stateusers to enter and edit data. run
individual-level reports on information other than cases and people such as
laboratory results: most State users have this role.

¢. The County Data Entryrole allows county users to enter and edit data about
cases, providers and facilities, and run pre-formatted reports. All County users
have this role.

d. The Power User role allows higher level use and editine of sraphics. release
notes. tool tips. global fields. plugins. etc. About seven Stateusers belong to
this role.

e. The Outbreak Onlv role is for managing the Qutbreak database onlv. Onlv one
Stateuser has this role.

f.  The Script Learner role is for learning script writing: onlv 2 users — both State
users — have this privilege set.

g. The All Records role is mainlv for State STD workers to efficientlv manage
case records within Orpheus — Only three State STD workers have this role.

h. The All Records + Scripts role is onlv for one State Lead Surveillance worker.
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2. User Settings

.

The User Administrator Setting allows modification of security settings for
other users including setting the counties of case or person residence and
diseases for which users can see cases or person data. Presently ealva
fewr.about 21 users are designated as User Administrators, and all of these are
state-level users;

The County User setting restricts records that can be viewed and edited to
records for persons or cases who are residents of a specific county or counties;
Disease Group settings limit therecords that can be viewed by disease group.

Currently available disease groups include:

us Security Policy and Procedures, Page 7

April 232014 June 2, 2015

Alphabetized disease groups

i.

ABC (Active Bacterial Core urveillance))

ii. Animal disease reports:
iii. CIN (cervical intraepithelial neoplasia):
iv. CJID (Creutzteldt-Jakob Disease) and Other Prion Diseases:
v.  Enteric diseases:
vi.  Hepatitis:
vii. HIV:
viii. Lead
ix. LTBI (Latent TB Infection)
X. MDRO (Multi-Drug Resistance Organisms)
Xi.  Miscellaneous communicable diseases:
Xil.  Pertussis:
Xili.  STD (Gonorrhea & Chlamydia)|
Xiv. Svphilis:
xv. TB (Tuberculosis):

SeT DY any user AQMInIsIrator. 10 View HIV cases, Tne user mustpe grantea
the HIV disease group setting in addition to the separate HIV User setting.

3. Exporting data from Orpheus for analysis, or short- or long-term storage

4. Datastorage, access and transfer of data shall be ¢d 3

Every user shall annually identify ORP-approved location(s) for storing all
PIl-containing data exported from Orpheus.

Locations that ORPs should consider approving include those that are found
on restricted access public health agency networks behind agency firewalls, or
password-protected local hard drives or other media on which data are
automatically encrypted when not in use.

Users who are unsure of appropriate storage locations should consult with
their supervisor.
If a user wishes to store or transfer dafd Aooare,
he/she must obtain prior approval from OR -/
with all related

ot already approved,

| Orpheus Security Policy and Procedures, Page 8
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Cross-jurisdictional sharing
policies herem. (6.A.—C.)

5. Cross-jurisdictional sharing

a. Orpheus is designed with both person-and case-centric functionality. Most
permanent attributes of a unique individual are recorded within a single
“personrecord” in Orpheus. Ideally, Orpheus contains only one person record
for each unique individual recorded. Records for a particular instanceof a
case of a reportable disease ("case records") contain attributes specific to that
instance of a specific disease for a unique person. All case records relate to
one and only one person record. Each person record may have zero, one. or
multiple related case records of reportable disease.

b. Access to Orpheus case records will be considered according to two attributes
of each record: disease group. and county of residence.

c. The LPHA ORP or designee authorizes, delimipewises._—and renews

Record Level Access

B. Record-level access —all others. The following are subjecttoconsistentwith ORS
433.008 (http//www.oregonlegislature.gov/bills laws/lawsstatutes/20130rs433. html).
1. For public health or human subjects research purposes.
available to a LPHA ORP seeking consultation on proposed data release.

g. Data access or release for purposes defined as human subjects research by the
Orpheus ORP or the PRT—orthe LPHA ORP in the case of requests for data
involving residents of a single LPHA—or the investigator must be approved
by the Institutional Review Board for Oregon Public Health Division.

h. Requests for data access or release must include signed confidentiality
statements that address rules of access and final dispositionofthe data.

1. Each investigator must sign a statement indicating that he/she understands the
penalties for unauthorized disclosure, assures that the data will be stored ina
secured area, and agrees to sanitize-ordestroy-anyadhere to any commitments
to sanitize hard drives or other storage devicescomputerhard drives orother
sterage devices that contained the data set when the project is completed. |

j. Confidential information may not be re-disclosed to a third party not
authorized to view the information bv ORP approval-

k. Any publication or re-disclosure of summary data based on released
confidential information must be consistent with the Oregon Public Health
Division policy on release of aggregate or summary data (available from
CPHP uponrequest) and reviewed by the LPHA ORP for publications
involving residents of a single LPHA or the Orpheus State ORP or their
designee for publications involving more than one LPHA priorto publication.

1. All data storage and transfer methods shall be entirely consistent with these
nolicies and nrocednres
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B. Electronic data storage, access and transfer
1. The Orpheusapplication
Orpheus is a FileMaker Pro® application; it is a relational database spensered
developed and maintained by CPHP. Orpheus houses public health data for all
cases of reportable communicable disease in Oregon; it also houses bloodlead
data_related to reportable blood lead levels. as well as reportable animal bite data.

the process. Record-level data shall be deleted from lapt@omputem
removable hard drives, and other external storage devices after use, and

storage media sanitized (i.e., made unreadable)using software, -¢.g..
w@appmved by Oregon OHA ISO.

A L, W PSR, [V [ Sy [ [ SR [ [P R [ R

Electronic data storage, access and transfer

A. Public Health Users
Record-level access without special approval shall be restricted to public health users
authorized by CPHP or LPHA ORP. Once an individual has read these policies and
procedures and signed the confidentiality oath, the user returns the signed oath and
the OHA remote access form to the Orpheus Team at OPHD (Orpheus. ODPE-
Tech(@state.orusor 971-673-1100). Within a week the user will receive a Citrix ID
number assigned by the OHA-Serviee DeskOrpheus Tech Team| and obtain access to

AT TT
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by authorized users using desktop computers located within the Portland State
Office Building occurs over private, high-speed transmission lines behind a
DHS firewall. The FileMaker Pro® application automatically encrypts these
data for transfer at the 128-bitlevel. User privileges and password controls
builtin to Orpheus restrict access to record-level data to authorized users.
Whenever feasible, transfer of record-level data should be limited to a limited-
access, physically secure surveillance area.

c. Record-level publichealth surveillance data transfer to and from Orpheus by
authorized public health users from outside of Portland State Office Building
and users inside the buildingwho lack the FilemakerFileMaker Pro®
application installed on their desktop computer occurs via an encrypted
Citrix® connection with two-factor authentication usinga password and a
random number from a security token| User privileges and password controls
builtinto Orpheus restrict access to record-level data to authorized users.

d. Indefinitestorage of confidential surveillance data if necessary for public
purposes.

1. Storage of exported data, e.g.. to H:\Orpheus exports\ must be approved
by the State or LPHA ORP.

ii. Storage musteceuron computer servers or workstations is approved by
ORP that are not conveniently portable.

iii. Computer servers or workstations storing confidential data must be

| Orpheus Security Policy and Procedures, Page 14 April 23 2014June 2, 2015

physically and electronically protected in a manner completely consistent
with these policies.

iv. If feasible. Bdata mmst-should be be encrypted using FIPS-197-compliant
encryption when not in use and during transfer.
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Data Access and Use

A. Public Health Users
Record-level access without special approval shall be restricted to public health users
authorized by CPHP or LPHA ORP. Once an individual has read these policies and
procedures and signed the confidentiality oath, the user returns the signed oath and
the OHA remote access form to the Orpheus Team at OPHD (Orpheus. ODPE-
Tech@state.or.usor 971-673-1100). Within a week the user will receive a Citrix ID
number assigned by the OHA Service DeskOrpheus Tech Team| and obtain access to

T T

June 23, 2015

Definitions

Breach: A breach is an infraction or violation of a standard, obligation, or law. A breach in data
security would include any unauthorized use of data, even data without names. A breach, in its
| broadest sense, may be caused by an-act of Goda natural disaster, a person, or an

asmmlinntinm /oxrotama amd samasr lha smalininnc dm mahiies Asmnealtrnmintandad Aa avananala ~fa

August 15, 2015

Overview (page 1)

maintain confidentiality. This document prescribes policies and procedures by which public
health employees in Oregon safeguard the seeurity-andlconfidentiality of public health data
collected by public health professionals and maintained by Local Public Health Authorities,
Center for Public Health Practice and the Oregon Department of Administrative Services
Enterprise Technology Services (ETS). It contains security and confidentiality standards,

maintain confidentiality. This document prescribes policies and procedures by which public
health employees in Oregon safeguard the confidentiality of public health data collected by
public health professionals and maintained by Local Public Health Authorities, the Center for
Public Health Practice and the Oregon Department of Administrative Services/Oregon Health
Authority Enterprise Technology Services (ETS). It contains security and confidentiality
standards, expectations, practices, and corrective procedures.
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Orpheus 1s also linked to “Outbreaks,” “Case Log,” “Napol1,” “Shotgun” and “Shiver” — disease
surveillance databases that house confidential, eutbreal—specific-informationpersonally

identifiable information related to communicable disease control — this policy also pertains to
users who access these databases.

Policies, 1) Written Policies and Procedures (page 2)
Policies

1)  WRITTEN POLICIES AND PROCEDURES
A. Operating policies and procedures for securing Orpheus data jare specified in this
document.

Policies, 2) Overall Responsible Party (page 2)

2) OVERALL RESPONSIBLE PARTY

A. The Overall Responsible Party (ORP) for the security of Orpheus data is the Center
for Public Health Practice Administrator, (FemEversole- DVM - MSCollette Young

PhD) 1n the Oregon Public Health Division. The state ORP or designee shall:

Policies, 2) Overall Responsible Party (page 3)
8. Ensure that all state Orpheus users assume responsibility for:
a. fully implementing OHA’s data security policies and procedures,
b. safeguarding the security of any OHA device in their possession on which
personally 1dentifiable information (PII) from Orpheus 1s stored,
c. reporting suspected security breaches.

These responsibilitiesinelude but-are-netlimited toSteps users can take to fufill

these responsibilities include but are not limited tok:

—

T~
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8. Ensure that all state Orpheus users assume responsibility for:
a. folly implementing OHAs data security policiess and procedures,
b. pretectnssafepuarding the security of any OHA device in their
possession on which personally identifiable information (PII) from
Orpheus iz stored,
c. reporting suspected security breaches.
These responsibilities include but are not limited to:

a. Protecting keys, passwords, and codes that would facilitate unauthorized
access to PII; :md

merge %—E&E&S—ﬂﬂd—ﬂﬂ&&?ﬂlﬂlﬁ-ﬂf&fﬁﬂfﬂlﬁﬂﬂ reasonable 1udgement in the use of

8 &10 technology to avoid infecting OHA computer svstems with vimuses and
correct other malware; and
subsequent |Limiting use of personal computers and storage devices to activities
numbering directly related to CPHP work in a manner consistent with all OHA and

CDPH work and with common sense; and
4. Limiting removal of data from secure facilities to circumstances that have
been explicitly approved by a supervisor, ORP, or a designee and are
otherwise consistent with this policy and with OHA policy.
e. protecting mobile devices and storage media from loss and theft; and
éf. obtaining authorization prior to removal of data from secure facilities.
9. Ensure the completion of periodic random avdits of user logs, investigation of any
irregular use patterns, and maintenance records of the outcomes of these audits.

110, Enbure that any PII zent from Drpheus in an e- m:ul is sent using the
encryption standard of the department, i e using “#secure#” in the subject line.

1211, Ensure that 2-factor authentication tokens are distributed to validated
Orpheus users.

1312, State ORP will send proof of annual review to independent OHA
reviewer, e.g., the Performance Management Program.

12. State ORPwill sSknd proof of annual review to independent OHA reviewer. e.g.,
the Performance Management Program.

B. Each Local Public Health Authority (LPHA) shall appoint an ORP for the security of
Orpheus data within its agency. The LPHA ORP or their designee shall;
1. Authorize access for each LPHA-level staff person or affiliate newly requesting
access within their jurisdiction to record-level Orpheus data;
2. Ensure that their agencyies complyies| with the requirements of this document,
including all future updates:

6. Direct the state ORP or designee to Ddg-activate users or ORPs who fail to read,

Orpheus Security Policy and Procedures, Page 3 June 24, 2015
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7. Exercise then right to unplement local se-:lu ity policies that are mme stringent
than these statewide Orpheus security policies and procedures. Lecal security

peleymavinelude]
Policies, 2) Overall Responsible Party (page 4)

7. Exercise their right to implement local security policies that are more stringent
than these statewide Orpheus security policies and procedures.
a. Ensurmg that all Orpheus users take responsibility for
i, fully implementing local data security policy and procedures
ii. preteetinesafeguarding the security of any device in their possessmn
on which personally identifiable information (PII) from Orpheus is
stored,
iii. reporting suspected security breaches.
These responsibilities include but are not limited to:
b. Pprotecting keys, passwords, and codes that could facilitate unauthorized
access to PII; and
c. exercising reasonable judeement in the use of technology to avoid
infectine LPHA computer systems with viruses and other malware: and
d. limitine use of personal computers and storage devices to activities
directly related to LPHA work in a manner consistent with all LPHA
work and with common sense: and
e. limitine removal of data from secure facilities to circumstances that have
been explicitly approved by an LPHA supervisor. LPHA ORP or a LPHA
ORP desionee and are otherwise consistent with this policy and with
LPHA policy.
f. protectine mobile devices and storace from loss and theft: and
b.g.obtaining authorization prior to removal from secure LPHA facilities.

8. iEnsure that any PII sent fmm Orpheus in an e-maﬂ is sent securely using the
encryption standard of the LPHA.

9. Ensure that Orpheus Users (within their purview) meet at least annually with the
ORP (or designee) to review their Orpheus Security Audit Report, including but
not limited to, the current Orpheus Security Policies and Procedures document,
their Assurance of Confidentiality (User Qath), their current user access
privileges, their Orpheus data export location(s), and agency-specific security
policies.

9.10. The LPHA ORP or designee must notify the Orpheus Tech Team
(Orpheus.ODPE-Tech(@state.or.us) within 14 days after an authorized user leaves

their position.
Policies, 2) Staff Responsibilities and Requirements page 5

E. Confidentiality training of non-surveillance staff, e.g., system administrators, must
also include review of these policies and reporting suspected security breaches to the
ORP in accordance with the OHA Privacy and Information Security Incident
Response Policy
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Policies, 4) Security Breaches page 5

B. Breaches of confidentiality that result in improper disclosure of confidential data can
occur inadvertently, through employee miscalculation, or intentionally, as in acts of
sabotage.

1. All must be reported within one working day to the CPHP ORP, who will be
responsible for reporting to the OHA Information Security and Privacy Office
(ISPO) and to CDC.

Policies, 5) Data Access and Use page 6

5) DATA ACCESS AND USE

A.  Public Health Users
Record-level access without special approval shall be restricted to public health users
authorized by CPHP or LPHA ORP. Once an individual has read these policies and
procedures and signed the confidentiality oath, the user returns the signed oath and
the OHA remote access form to the Orpheus Team at OPHD (Orpheus. ODPE-
Tech(@state.or.us or 971-673-1100). Within a week the user will receive a Citrix ID
number assigned by the Orpheus Tech Team, and obtain access to the Orpheus
application from the Orpheus Team at OPHD. Orpheus has been designed such that
users are restricted to specific actions that they can perform and records that they can
view or edit. This is accomplished employing the tools of “privilege sets” and
individual user settings available in the FileMaker® software. The LPHA, or state
ORP, or designee authorizes the assignment of each user to one of several roles based
on whether the user is a LPHA or state user, their level of authority within their
organization, and their public health responsibilities. The State ORP or designee shall
not revoke Orpheus access of an authorized LPHA user without prior notification of
the LPHA ORP or designee. Program area and jurisdiction rights to a user will be
assigned by one of the Orpheus Team members at OPHD based on the programs and
jurisdictions approved by the State or LPHA ORP, as appropriate. ORPs are
automatically notified of any changes to their users’ access priviliges. |

page 7
ii.  Animal disease reports;
.  CIN (cervical intraepithelial neoplasia);
iv.  CJD (Creutzteldt-Jakob Disease) and Other Prion Diseases;
v.  Enteric discascs;
vi.  Env Exp (Environmental Exposures, e.g., cadmium)
vii.  Hepatitis;

page 8
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1.  When the State ORP determines that the public health benefit of case-record
access for a specific disease group across jurisdictions exceeds the risk of loss
of confidentiality, the State ORP may allow access to case records for that
disease across jurisdiction by all state and local users. (An example of such a
disease might be Hepatitis C.) Or, the State ORP may authorize Orpheus
programmers to systematically grant a local user who creates a new case
report for a disease to view all existing cases for that person within the same
disease group regardless of residence at onset. (An example of such a disease
might be syphilis, where determination that a new case has occurred often
requires review of laboratory and historical information related to previous
cases. In that example, if a local user is in receipt of information such as a
laboratory test result that suggests a new case but does not offer sufficient
information to define a confirmed or probable case, the user might create a
new case and categorize it as “under-investigation.” or “suspect.” Then, any
other previous cases of syphilis recorded by local health authorities in other
counties would become visible to the local user. The local user then could
revise the category of the case from “Under investigation” or “Suspect” to
“No case” or to presumed or confirmed based on the additional information
and all syphilis cases for that person would remain visible to the local user
even if the permanent status of the local case is changed to “No case.”)

Record-level access — all others. Page 10

g. Data access or release for purposes defined as human subjects research by the
investigator, the Orpheus ORP e+the PRT—or the LPHA ORP in the case of

requests for data involving residents of a single LPHA—e#the-investigater
must be approved by the Oregon Public Health Division’s Institutional

Review Board| for OregonPublic Health Division-

Aggregate-level access — everyone. Page 11

C. Aggregate-level access — everyone
1. Any person may obtain summary or aggregate de-identified data upon request, as
may-befllowed under ORS 433.008

Electronic storage and transfer. Page 12
b. Authorized users external to Enterprise Technical Services (ETS) shall use

two-factor authentication. fdentifyrinedata-must be-enerypted-whennetinuse;
and-durmgtransmissions-between-workstatiensAll data are encrypted during

transmission via secure socket layer (S SL)‘

Merged with
LPHA ORP
Duties
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Electronic storage and transfer. Page 14

d. Indefinite storage of confidential surveillance data if necessary for public
purposes.
1. Storage of exported data, e.g., to H:\Orpheus exports\ must be approved
by the State or LPHA ORP.

e

Hi-l. IComputer servers or workstations storing confidential data must be
physically and electronically protected in a manner completely consistent
with these policies.

Pl If feasible, data should be be encrypted using FIPS-197-compliant
encryption when not in use and during transfer.
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December 7, 2017

Overview, Page 1

Overview

Information obtained by the Oregon Health Authority (OHA) or a local public health
admmistrator in the course of an i.nvestigation of a reportable disease or disease outbreak is

%e&kaﬂeedata must be handled properly to prevent mappropnate dlsclosure and maintain
confidentiality. This document prescribes policies and procedures by which public health
employees in Oreeon safeguard the conﬁdentiality of public health data collected by public

Health Practice (CPHP). the Center for Health Protection (CHP). the Qfe&aH—Hea&h
AntheritrOHA Information Security Office (ISO).-and the Oregon Department of Administrative
Services/Oregon Health Authority Enterprise Technology Services (ETS). It contains security
and confidentiality standards, expectations, practices, and corrective procedures.

|

These policies align wherever possible with requirements, recommendations, and practices
contained in the Centers for Disease Control and Prevention’s (CDC) Data Security and
Confidentiality Guidelines (Atlanta, GA; 2011. Available at
http://’www.cde.gov/nchhstp/programintegration/docs/PCSIDataSecurityGuidelines.pdf.)

The Oregon Public Health Epidemiology User System (Orpheus) application and data are stored
on secure State of Oregon servers in Salem, Oregon and are accessed remotely via secure
Citrix® portal. Orpheus is a comprehensive case reporting database developed by the Center for
Public Health Practice (CPHP), Public Health Division, Oregon Health Authority (OHA). All
surveillance data contained within Orpheus are owned jointly by the Local Public Health
Authority (LPHA) of the county of residence of a case and EPHPOHA.

Orpheus, designed for public health use, is a publie health-surveillaneecomputer application
intended for state and local public health officials to investigate, analyze, and report on cases of

reportable diseases among Oregon residents for the overarching purpose of reducing morbidity
and mortality.

Orpheus is also linked to “Outbreaks.” “Case Log,” “Napoli,” *Shotgun” and “Shiver”—other

disease surveillance databases that house confidential, personally identifiable information (PII)
related to communicable disease control. This policy also pertains to users who access these

Policies 2) Overall Responsible Party. Page 2
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2) OVERALL RESPONSIBLE PARTY

A, The S&verall Responsible Parky fORPS for the security of Orpheus data is the Center
for Public Health Practice Administrator, (Collette Young, PhD) in the Oregon Public

Health Division. The state ORP or designee shall:

1. Authorize access for each state-level staff person or affiliate newly requesting
access to record-level Orpheus data.

2. Authorize the assignment of all Orpheus users to one of three-nine roles, or
‘privilege sets,” within Orpheus (All Records. County Data Entry, County Read-
Only Analyst, Data Entry, Full Access, Read Only. State Data Entry State Power,

&—S@rﬁh—%@m{ﬂl@ﬂ#ﬁ—ﬂnﬁ%ﬂ—h&r S-ee Sectinn 5.A.1. that cnnstrain the

Policies 2) Overall Responsible Party. Page 3
7. 1In collaboration with TSO. eEnsure that State of Oregon information technology
staff and others who might have incidental access or exposure to Orpheus data,
including any persons w:ith access fo servers, workstations, or backup devices

he&s.eéh with the abllltV to access Orpheus data. and the date of their most
recent security or privacy tra,lmng.|

_______________________________________________________________________

to relevant servers.i

- — . . - B e many ~

Policies 2) B (5) Overall Responsible Party. Page 4
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10.

LESETS dlld ATlSWET dlly (JUESLIOTLS LINSS CINPIOYCCs TINEINL OAave dDUUL UICSC POLICICS
and procedures.
5.a. Annually provide a list of LPHA IT personnel who have privileged access ---------

to Orpheus data and their most recent date of LHPA security and privacy
training.

Direct the state ORP or designke to de-activate users or ORPs who fail to read,

sign, and return to CPHP their agreements to the following within two months of

receipt of user-specific annual security audits:

Procedures (this document);
b. User-specific Security Audit produced by CPHP, which includes;
1. User’s secure data export location(s);
1. User’s county and disease-group privileges: and
11, User’s jurisdiction-specific security and confidentiality policies.
¢. User-specific Orpheus Confidentiality Statement (User Oath).
As the need arises. eExercise their right to implement local security policies that
are more stringent than these statewide Orpheus security policies and procedures.
Ensureing that all Orpheus users take responsibility for:
a. fully implementing local data security policy and procedures;
b. safeguarding the security of any device in their possession on which
personally identifiable information (PIT) from Orpheus is stored;
¢. reporting suspected security breaches.
Steps users can take to fufill these responsibilities include but are not limited to:
a. protecting keys, passwords, and codes that could facilitate unauthorized
access to PII; and
b. exercising reasonable judgement in the use of technology to avoid infecting
LPHA computer systems with viruses and other malware; and
¢. limiting use of personal computers and storage devices to activities directly
related to LPHA work in a manner consistent with all LPHA work and with
common sense; and
d. limiting removal of data from secure facilities to circumstances that have
been explicitly approved by an LPHA supervisor, LPHA ORP or a LPHA
ORP designee and are otherwise consistent with this policy and with LPHA
policy.
¢. protecting mobile devices and storage from loss and theft; and
f. obtaining authorization prior to removal from secure LPHA facilities.

. Ensure that any PII sent from Orpheus in an e-mail is sent in encrypted form.

seeurelyusing the encryption standard of the LPHA.

Ensure that Orpheus Users {within their purview) meet at least annually with the
ORP (or designee) to review theircach user’s Orpheus Security Audit Report,
including but not limited to, review of the current Orpheus Security Policies and
Procedures document, theis Assurance of Confidentiality (User Oath), their

current user access privileges, their Orpheus data export location(s), and agency-

Policies 2) B (11) Overall Responsible Party. Page 5
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L;peciﬂc security policies.
11. The LPHA ORP or designee must notify the Orpheus Tech Team
{Orpheus. ODPE-Tech@ state.or.us) within -7 days after an authonized user

leaves their position.

Policies 3) B (11) Overall Responsible Party. Page 5

E. J;eﬂ-ﬁteleﬂﬁal-m—naﬂmg—eﬁﬂeﬂ—sﬁreﬁaﬂee%ﬁtf who are not involved in public
health data collection, case investigation or related activities-staff, e g, system
administrators, must— also sschidereview efthese policies and other policies related
to reporting suspected security breaj:hes to the ORP in accurdance with the OHA

(i:l]:tp /Www_oregon. gov a’nhafAdmmfmesecfpagesa’mndnt resp aspxtll

F. All authorized Orphens users will be subject to periodic random audits of Orpheus
logs performed by other authorized OHA staff. Irregular use patterns will be
investigated. Users found responsible for breaches of securnty protocol or
confidentiality mav lose or suffer reduced access (e g, constraining their privilege
set) to confidential data and may face disciplinary action up to and including
termination.

Staff Responsitilities and Requirements; Security Breaches, Page 5
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E. Cenfi tality-trainingof Hrvet Staff who are not involved in public
llC']l'[h data collection. case inv es‘[lgatlon or related activities-staff, e.g.. system
administrators, must- also ineladereview of-these policies and other policies related

to reporting suspected security breaches to the ORP in accordance with the OHA
Privacy and Information Security Incident Response Policy

(https s’mw dhs state.or. usf’pohcyfadmuﬁsecm 15[;’090 005. pdf

F. A]l authonzed Olpheus users w111 be sub]cc‘r to per 10d1c 1and0m audlts of Orpheus
logs performed by other authorized OHA staff. Irregular use patterns will be
investigated. Users found responsible for breaches of security protocol or
confidentiality may lose or suffer reduced access (e.g.. constraining their privilege
set) to confidential data and may face disciplinary action up to and including
termination.

4) SECURITY BREACHES

A. Breaches of security protocol without breaches of confidentiality.
1. Anyone who becomes aware of a breach of security protocol without breach of

ORP. or to ISO.
2. ORP shall ensure that all reports are logged and investigated and oversee the

Orpheus Security Policies and Procedures, Page 5 , 2017

Security Breaches, Page 6

B. Breaches of confidentiality that result in improper disclosure of confidential data can
occur inadvertently, through employee miscalculation, or intentionally, as in acts of
sabotage.

1. All must be reported within one working day to the CPHP ORP, who will be
responsible for reporting to the OHA Information Security and Privacy Office
(ISPO) and to CDC.

2. Employee(s) responsible for any breach may face disciplinary action, up to and
including termination of employment as determined by the employer.

3. Ineventofa Susptcred n-intentional breach, the ORP should consult with
appropriate legal counsel to determine whether reporting to law enforcement
agencies is warranted.

Data Access and Use, Page 6
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5) DATA ACCESS AND USE

A. Public Health Users
Record-level access without special approval shall be restricted to public health users
authorized by CPHP or LPHA ORP. Once an individual has read these policies and
procedures and signed the confidentiality oath. the user returns the signed oath and
the OHA remote access form to the Orpheus Team (Orpheus. ODPE-Tech@state.or.us
or fax to 971-673-1100). Within a week the user will receive a Citrix ID number
assigned by the Orpheus Tech Team. and obtain access to the Orpheus application
from the Orpheus Team at OPHD. Orpheus has been designed such that users are
restricted to specific actions that they can perform and records that they can view or
edit. This is accomplished employing the tools of “privilege sets™ and individual user
settings available in the FileMaker® software. The LPHA, or state ORP, or designee
authorizes the assignment of each user to one or multiple roles of several available
roles based on whether the user is a LPHA or state user, their level of authority within
their organization, and their public health responsibilities. The State ORP or designee
shall not revoke Orpheus access of an authorized LPHA user without prior
notification of the LPHA ORP or designee. Program area and jurisdiction rights to a
user will be assigned by one of the Orpheus Team members at OPHD based on the
programs and jurisdictions approved by the State or LPHA ORP, as appropriate.
ORPs are automatically notified of any changes to their users’ access priviliges.

Data Access and Use, Roles, Page 7

have this role.

e.d. The Outbreak Only role is for managing the Outbreak database only. Only one

(=

2.e. The All Records role is mainly for State STD workers to efficiently manage
case records within Orpheus—Only two State STD workers have this role.
h.f Two State workers have the All Records+Scripts role..

Data Access and Use, Resolution of Disputes, Page 10

7. EResolution of Disputes about person and case attributes and other Orpheus field
values.
If LPHA and CPHP disagree on data entered on specific cases, especially as
new information comes to light during the course of an investigation, the
parties to the dispute disagreement will meet informally and attempt to come
to agreement on the data of record to be retained within Orpheus. If an

— i e i i e e o Aol L ool as ado L Al al A TMTTA AT -
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Record Level Access — All Others (f) Page 11

consult with other individuals or groups with relevant expertise. These might

include legal counselors, institutional review boards, ethicists and public
health dlrectors Within CPHP, a comnnttee of pubhc health managers, the

regularly to consider such tOplCS. The OHA ISPO is another resource for thls
purpose. These resources shall also be available to a LPHA ORP seeking

PULIGILS A prusus us.
2—Other purposes (e.g., litigation).
2. For purposes other than public health or research, access to, use of, or copies of -~
record-level Orpheus data shall be granted only to the extent required by law.
a. Public record requests will be processed through Orpheus via a “Public

Records Request” button located within the Orpheus Case Record. LPHA

personnel with access to the Orpheus record can initiate and attach a copy of

the request. The State ORP will be responsible for responding to the request

and for attaching a copy the response to the same public record request. A

signed OHA release, authenticated either by a notary public or by the case’s

attorney. is required.

C. Aggregate-level access—everyone.

1. |Any person may obtain summary or aggregate de-identified data upon request, as
allowed under ORS 433008
(https://www.oregonlegislature.cov/bills laws/ors/ors433 htmlhtto:-ewworeconl
egislature sov/bills laws/lawsstatutes/2013ers433 html) | 2 () -

2. Release of aggregate data shall be cemphiant-consistent with the Oregon Public
Health Division’s Guidelines for Reporting Small Numbers to Protect
Confidentiality https://inside.dhsoha.state.or.us/oha/public-health/science-a-
research.html.

3. Authorized staff may provide aggregate data to anyone upon request without prior

Storage or viewing of record level data — Page 13
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2. Storage or viewing of record-level surveillance data on laptop computers or other
portable devices, or external storage devices.

a. [Unless explicitly authorized in advance by the Orpheus ORP or LPHA ORP
or their designee these devices should only be used within designated,

b. [Laptop computels, removable hard drlves or external storage devices
containing confidential data outside of designated limited access, physically
secure areas shall be locked in a secure cabinet when not in use. |
c. DHS Office of Information Technology staff shall use ISPO-approved
software] e-eAerenisT™ to re-image computers, ensuring that all data are
wiped clean. Computers sent to surplus shall be physically destroyed by an
ISPO-approved vendor, e.g, assuring that all data are inaccessible or destroyed

in the process. Record-level data shall be deleted from laptop computers,
removable hard drives, and other external storage devices after use, and

storage media sanitized (i-e-madeunreadable)-using sefbware-e-g
AeronisM approved by Oregon OHAISPOIn accordance with ISO and DAS

policies (http://www.oregon.gov/das/Surplus/Pages/E-waste.aspx)- |

A Thrdn Aatmend me Tasd e amssartaen cmen arrndhla haed deicran Aee Asrtacennl cidacnaca

Paper ...originating from Orpheus — Page 15

C. Paper and other hard copies of data originating from Orpheus

1. Any piece of paper or other hard copy contaming names of cases or potential cases
should be locked in a drawer, an overhead bincontainer, or a file cabinet within a
limited-access, physically secure surveillance area each night.

2. Any piece of paper or other hard copy containing confidential information must be
shredded using a shredder. #with a cross-cutting feature if feasible, after it is no
longer needed.

Re-vamped Signature Page - Page 15
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ameJurisdiction
Overall Responsible Party Printed Name Signature
Overall Responsible Party Signature
Date

ORP Designee Printed Name
ORP Designee Signature
Date

ORP Designee Printed Name
ORP Designee Signature
Date

ORP Designee Printed Name
ORP Designee Signature
Date

ORP Designee Printed Name
ORP Designee Signature

T

Orpheus Security Policies and Procedures, Page 46 21July 2022



December 4, 2018

Title and Overview, Page 1

 Oregon Public Health-Epidemiology User
System
_(Orpheus)_and Orpheus Linked
Databases
Security Policies and Procedures

Oregon Health Authority

Public Health Division
Center for Public Health Practice
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Overview

Information obtamed by the Oregon Health Authority (OHA) or a local public health
administrator in the course of an investigation of a reportable disease or disease outbreak (public
1-;;?1:.1 data) is confidential and n-not subject to public disclosure. and can only be disclosed 1n

ertain circumstances (ORS 433.008-%1-5; available at:

https /wrww.oregonlegislature.cov/bills laws/ors/ors433.html. Public health data must be

handlcd properly to prevent inappropriate disclosure and maintain confidentiality. Theseis
leeument preseribes policies and pmcedurcs scels to bewwlneh publie healtremploveesm

Oregon-cnsure the security and safeguard ccnﬁdentlallty of public health data ¢ contained in

the Oregon Pubh.. Health Epidemiology User System (Orpheus) oper ated and owned by the

‘)rr{T; L.‘t ( }I :l- ‘-11 ]] + LI 1 '- l l] ll ll |].+I.}l 1 l. 5 t- .. Jl J.l(l.l LRI Il TIIC |J.lJ.+I. J.J.ll- Il ]_ ‘- J_l:l Il ?I.-1L lll- T ;Iltl“_
Avitharitias tha Cantar fae Duhlia TTanlih Denat (CPHP) Cantar far anlih Destantis
CRLTOITTLT Fa AT - TIT U1 1 PO L AT LJ.(I.l-lJ. S N N .I. J.ll. J. & J. TG T T T
CHPY the OHA Infor % r (VG SO0 the O i t of
T oo T IS ll‘.l(lll lJ. = l lJ.l . 5 IJ.l & I.l.l L) l-l l J.lJ.-J.lI. L
: Lormeen Olegon Health Authmty (OH A, and the databases linked to Orpheus.
Entarnrica Tashnalag 7 ET'\.. 3 Ti c £ g3l £ latr ool .
LITT *-J.l.'J.J.- £y = 1wy =7 Tr J. '| X B = l .I\J.J.l.'l = L' L J.J. L) mywy l' lJJ.l 4 JJ. J. IJ.J.\ Y J\ J._ =2 IJ. J
r. P P e 1 S : 1
¥ t =] |8 0 B LW T l_'l(l.l-l.l e CHAE Wi .l-l- l J.l.l lJ.h-J

These policies and procedures align wherever possible with requirements, recommendations, and
practices contained in the Centers for Disease Control and Prevention’s (CDC) Dara Security
and Confidentiality Guidelines (Atlanta, GA: 2011. Available at

hitp://www.ede.gov/nchhstp/programintegration/docs/PCSIDataSecurityGuidelines. pdf.)

The The Oreson Publie Health Epidemislosy User Systemn {Orpheus} computer application and
its data-are stered-are on secure State of Oregon servers in Salem, Oregon and are accessed
remotely via secure Citrix® portal. Orpheus is a comprehmswe case reporting database
developed by the OHA. Oregon Public Health Division (OPHD), Center for Public Health

Practice (CPHP)—Pﬂb}w—HealtkrBtﬂﬁwﬂ—Qﬁgeﬂ—Heal{h%t&ﬂ&eﬂtf@&A} All -smvelllance data
contained within Orpheus are owned jeintlby the Lee:

Title and Overview, Page 2

surb-ofresidenceofaeaseand OHA
SUOTHITY U TNed It LB W ¢ LR e ) CELTCE .

Orpheus -desizned for public health-use—1s acomputer apphieatton-intended for use by state, -and

local and tribal public health officials to investigate, analyze. and report on disease outbreaks in
Oregon and cases of reportable diseases among Oregon residents for the overarching purpose of
reducing morbidity and mortality.

Orpheus is also linked to “Outbreaks,” “Case Log.” “Napoli,” “Shotgun™ and “Shiver"—other
disease surveillance databases that house confidential, personally identifiable information (PII)
related to communicable disease control. Theseis policics and proceduresy also pertains to
authorized users who access these linked databases.
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Policies 1) WRITTEN POLICIES AND PROCEDURES, Page 2

Policies

kﬂ WRITTEN POLICTES AND PROCEDURES

B-A. A master copy of this document shall be kept up-to-date and stored on OHA’s
website:
http://public.health.oregon.gov/DiseasesConditions/CommunicableDisease/Reporting
CommunicableDisease/Documents/Orpheus/OrpheusSecurity/SurvPoliciesPro_Orphe
us.pdf.

B. At least one up-to-date copy of this document shall be kept by the Orpheus overall

responsible party (|ORPD and each approved entity (AE) ORP| e.g. local public health

Policies 2) OVERALL RESPONSIBLE PARTY Page 2

N2) STATE OVERALL RESPONSIBLE PARTY|

A. The state ORP for the security of Orpheus data is the CPHPenter for Public Health
Practiee Administrator, (Cellette ¥eung;- PhbP-in the Oregon Public Health Division.
The state ORP or designee shall:

1. Authorize access for each state-level staff person or affiliate newly requesting
access to record-level Orpheus data.

Fprivilege sets,” within Orpheus (All Records, County Data Entry, County Read-
Only Analyst, Data Entry, Full Access, Read Only, State Data Enfry, State Power,
State Power STD| See Section 5.A.1.) that constrain the user’s ability to enter and
edit data and revise, make design changes to Orpheus, and revise the roles or
privileges of other authorized users.
3. Conduct an annual review of security practices in consultation with OHA

Information Security and Privacy Office (ISPO) to include:

a. Review of evolving technology to ensure that data remain secure and that

policies are consistent with the technology in use; and
b. A written report of the annual review of security practices to accompany

Orpheus Security Policies and Procedures, Page 2 7 December 201

Policies 2) OVERALL RESPONSIBLE PARTY Page 3

Orpheus Security Policies and Procedures, Page 49 21July 2022



certification of compliance with CDC Program Requirements.
4. Keep a current list of authorized CPHP users and roles and retain the current copy
the of signed confidentiality statement for each authorized user.
3. Annually review these policies and procedures with all active authorized CRHP
Qspheus-users and answer any questions those usersempleyess might have about

CPHP their agreements to the following within two months of receipt of user-
specific annual security audits:
a. Orpheus Security Policies and Procedures (this document).
b. User-specific Security Audit produced by CPHP, which mncludes:
1. user s secure data export location(s);
1. user s county and disease-group settings;
1. uvser's OHA-specific security and confidentiality policies, 1.2, the
090 and 100 series found at
hitp:/"www.oregon. gov/oha/0IS5/1spo/Pages/policies. aspx.
c. User-specific Orpheus Confidentiality Statement (User Oath).

7. In collaboration with ISPO, ensure that State of Oregon information technology
staff and others who might have incidental access or exposure to Orpheus data,
including any persons with access to servers, workstations, or backup devices
adhere 1n substance to this policy.
a. Provide and maintain a list of all personnel at ETS or other co-located
sites), with the ability to access Orpheus data, and the date of their most
recent security or privacy trawming.
b. Review at least annually with OIS, all users with privileged access [PA) to
relevant servers.

8. Ensure that all state Orpheus users assume responsibility for:

a__ fully implementing OHA s data security policies and procedures__

including but not liitedte-
i protecting kevs, passwords, and codes that would facilitate -

unauthonzed access to PII; and

11. exercising reasonable judgement in the use of technologv to avoud
infecting OHA computer systems with viruses and other malware; and

111 limiting use of personal computers and storage devices to activities
directly relaied to CPHP work 1n a manner consistent with all OHA and CDPH
work and with common sense; and

v limiting removal of data from secure facilities to circumstances
that have been explicitly approved by a supervisor, ORP. or a designee and are
otherwise consistent with this policy and with OHA policy.

V. protecting mobile devices and storage media from loss and theft;
and
Vi obtaining authorization prior to removal of datafrom @ --—---------
secure facilities.
a—:

El

b. safeguarding the secunty of any OHA device in their possession on which
personally identifiable information (PII) from Orpheus is stored;
c. reporting suspected security breaches.
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Policies 2) OVERALL RESPONSIBLE PARTY Page 4

9. Ensure the completion of periodic random audits of user logs, investigation of any
irregular use patterns, and maintenance of records of the outcomes of these audits.
10. Ensure that any PII sent from Orpheus in an e-mail is sent using the encryption
standard of the depastmentOHA | 1e | using “#secure®” in the subject line.
11. Ensure that 2-factor authentication tokens are distributed to validated Orpheus
users.

designee khall- |

1. Authorize access for each AE LPHA level staff person or affiliate newly
requesting access within their jurisdiction to record-level Orpheus data.

2. Ensure that their agency complies with the requirements of this document,
including all future updates.

3. Keep a current list of authorized Orpheus users and roles in their jurisdiction and
retain a current copy of the signed confidentiality statement for each authorized
user.

4. Certify AE LPHA adherence to the securnity policies and procedures in this
document upon request of the state CPHPORP.

5. Annually review these policies and procedures with all active ERHAAE Orpheus
users within the AE’s jurisdiction and answer any questions those empleyees

e

access to Orpheus data pnd their most recent date of AE EHPA security and
privacy training.

fail to read—sign: and retumn to CPHP the followingis agreements fo-the followins |
within two months of receipt of a user-specific annual security audits:
a. User acknowledgement of familiarity with Orpheus Security Policies and
Procedures (this docoment);
b. User-specific Security Audit produced by CPHP, which includes:
1. User's secure data export location(s);
i1.  User’s county and disease-group privileges; and
iii. User’s jurisdiction-specific security and confidentiality policies |

Jrpheus Security Policies and Procedures, Page 4 7 December 201

Orpheus Security Policies and Procedures, Page 51 21July 2022



Policies 2) OVERALL RESPONSIBLE PARTY Page S

c. User-specific Orpheus Confidentiality Statement (User Oath).

E? As the need arises, exercise their right to implement leeal-security policies that
apply to users under its jurisdiction that are more stringent than these statewide
Orpheus security policies and procedures.

8. Ensure that all Orpheus users under the AE s jurisdiction take responsibility for:

a. fully inplementing local data security policy and procedures;
b. safeguarding the security of any device in their possession on which
personally identifiable information (PIT) from Orpheus is stored;

e o B B o o B e o e . . e .

Steps users can take to fufill these responsibilities include but are not limited to:
a. protecting kevs, passwords, and codes that could facilitate unauthorized
access to PII; and
b. exercising reasonable judgement in the use of technology to avoid infecting
AE LPHA computer systems with viruses and other malware; and
c. limiting use of personal computers and storage devices to activities directly
related to AE LPEA work in a manner consistent with all AE EPHA work
and with common sense; and
d. limiting removal of data from secure facilities to circumstances that have
been explicitly approved by an AE LPHA supervisor, AE LPHA ORP ora
AE EPHA-ORP designee and are otherwise consistent with this policy and
with AE TPHA policy.
e. protecting mobile devices and storage from loss and theft; and
f obtaining authorization prior to removal from secure EREAAE facilities. |
9 Ensure that any PII sent from Orpheus in an e-mail 1s sent in encrypted form,
using the encryption standard of the AEERHA:

10. Ensure that Orpheus Users within the AF s jurisdiction i pusview-meet at least
annually with the ORP (or designee) to review each user’s Orpheus Security
Audit Report, including but not limited to, review of the current Orpheus Security
Policies and Procedures document, Assurance of Confidentiality (User Oath),
current user access privileges, Orpheus data export location(s), and agency-
specific security policies.

11. The AE ERHA-ORP or designee must notify the Orpheus Tech Team
(Orpheus ODPE-Tech@state.or.us) within seven days after an authorized user
leaves their position.

Policies 3) Responsibilities And Requirements Page 5

A Each state and local public health professionaluser authorized|to access record-level
Orpheus data| shall be knowledgeable about and abide by the information security

B. Each person authorized by the ORP fo access record-level information shall review
these policies and sign a confidentiality oath (Appendix 1) before being granted
access, -and annually thereafter Access to Orpheus will be denied to persons who fail

__________________________________________________________________________________________

responsibility for challenging anyone who attempts unauthorized access to Orpheus
data; and for reporting immediately any suspected security breaches to the ORP or
designee, according to the OHA Privacy and Information Security Incident Response
Policy (090 and 100 series found at

Orpheus Security Policies and Procedures, Page 5 7 December 201
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Policies 3) Responsibilities And Requirements Page 6

http://www_oregon.sov/oha/OIS/1spo/Pages/policies aspx)

. Each pessesuser authorized to access Orpheus data assumes individual responsibility
for protecting from theft or unauthonized disclosure their own workstation, laptop,
and other devices used to view or access Orpheus data. This responsibility includes
protecting keys, passwords, codes, or tokens that would allow access to confidential
information or data. Staff must take care to protect their workstations, laptops and
other devices from computer viruses and other damage, such as that caused by
extreme heat or cold.

cnllectmn case investigation of re D (Ctrl) = [V ities, b—g—sys%ml—&drfﬁtﬂﬁtﬂtefs—hmst

also review these policies and other policies related to reporting
suspected security breaches to the ORP in accordance with the OHA Privacy and
Information Secunty Incident Response Policy
(https-//www.dhs. state or.us/policv/admin/secunty/090 005.pdf.

F. All authorized Orpheus users will be subject to periodic random audits of Orpheus
logs performed by other authorized OHA staff. Irregular use patterns will be
investigated. Users found responsible for breaches of secunty protocol or
confidentiality mayv lose or suffer reduced access (e.g_, constraining their privilege
set) to confidential data and may face disciplinary action up to and including
termination.

4) SECURITY BREACHES Page 6

% A Breaches of security protocol without breaches of confidentiality.
1. Anyone who becomes aware of a breach of secunty protocol without breach of
conﬁdentlahty shall report this to theu' LP%%AE ORP or des1gnee of to the

2. IORP|shall ensure that all reports are logged and investigated and shall oversee the
maintenance of a breach log that includes date of breach, date breach was
reported description of brcach sex‘erin person(s) investigating, conclusions, and

3. ORP|or their élle's,ﬂg}iéé'{{ ill review the breach of security protocol log at least
twice annually to look for recurring patterns and individual incidents that may
require corrective action.

B. Breaches of confidentiality that result in unlawful or improper disclosure of
confidential data can occur inadvertently, through emplovee miscalculation, or
intentionally, as in acts of sabotage.

1. All breaches t}.lat fall into one of the categories in B above must be Iepoﬂed

to-the OHELY l&fem&aﬂan—%eaa&%el—?m—&w@-ﬁﬁe&HSPO} and to [CDC|
2. Emplo}ee(s} responsﬂ:ole for a.n} breach may face disciplinary action, up to and

3. Inevent ofa suspected mtentmn.al breach, the JORP should consult w1th
appropriate legal counsel to determine whether reporting to law enforcement
agencies is warranted.

5) DATA ACCESS AND USE Page 7
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A PublicHealthUsers)
Record-level access [wﬂhout special apprm a.IJ shall be restricted to
sers huthorized by the state ORP CPHP or an LRHAAE ORP. Once the state
ORP or an AE ORP has identified an indrvidual that requires access to Orpheus, the
individual must be provided with Oaceansadidual hasreadthese policies and

procedures and the individual must read these policies and procedures, signed the

confidentiality oath, andtheuser returns the signed oath and the OHA remote access
form to the Orpheus Team (Orpheus ODPE-Techifstate or us or fax to 971-673-
1100). If the user 1s apprm‘ed Wwithin a week the user will recerve a Citrix ID

‘bnvﬂege set]” that the state ORP or AE ORP has authorized for an indiv 1dual user
based on the individual’s role within their organization. Pm. 1lege sets Jae—speeﬁ:te

¢ & i Do ets—and mdn 1dua1 user settings ar
av a1lahle i the Flle]!'u{ake:rl@ soﬂ:v. are. The LPH—.%‘-‘::E—er—state OFP or AE OEP, or
designees assign avtherizes the ascionment of each user to one or moremultple roles
of sevveral avatlableroles-based on whether the user is a ERPHAAE authorized user or
a state authorized user, their level of authority within their organization, and their
public health responsibilities. The State ORP or designee shall not revoke Orpheus
access of an asthonzed LPHAAF authorized user without prior notification toef the
ERHAAFE ORP or designee. An authonized user’s pProgram area and junisdiction
rights arcte-auserwill be assigned by one of the Orpheus Team members at OPHD
based on the programs and jurisdictions approved by the State or LRHAAE ORP, as
appropriate. The state ORP or an AE ORP iss-are automatically notified of any
changes to itsthesr users’ access priviliges.

1. Roles (privilege sets):
The Full Access role allows the user to view all records, manage privilege sets
(including creating new accounts), edit data tables, create new fields, etc.

b. The State Data Entry role allows state users to enter and edit data, run
individual-level reports on information other than cases and people such as
laboratory results; most State users havethasrole.

c. The bom:rtyl Data Entry role allows county users to enter and edit data about
cases, providers and facilities, and run pre-formatted reports. All County users
have this role.

d. The Outbreak Only role is for managing the Outbreak database only. Oalbrene
e e

e. The All Records role 1s mainly for State STD workers to efficiently manage
case records within Orpheus—Oalybve-State 3 TD workers have thisrole-

f The Power User role Only Trwve-State weoskers 15 for higher-level users able to
execute scripts view lavouts, and modify value lists.aresrven have the All
BecordetSennts rola -

£o_The All Records + Scripts role allows for creating, editing and deleting of
records, and modification of layvouts, value lists, and scripts.

security Policies and Procedures, Page 7 7 December 201
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3. Expo%ting data from Orpheus for analysis, or short- or long-term storage.
a. Every AU shall annually identify an ORP-approved location(s) for storing all
PII-containing data exported from Orpheus. All AUs shall identify a secure
export location(s) on their Oath.
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5) DATA ACCESS AND USE Page 8

User Settings

a. The User Administrator Setting allows modification of security settings for
other users including setting the counties of case or person residence and

diseases for which users can see cases or person data. Presently 14 userc are

5) DATA ACCESS AND USE Page 9

c. The ERHAAFE ORP or designee authorizes, delimits, supervises, and renews
case record access for local users.

d. State ORP or designee authorizes, delimits, supervises, and renews case-
record access for all state users.

e. Authorized Lecalnon-5State users may be granted case-record access to one or

more disease groups by the local AE ORP or designee. The lseal AE OEP

shall limit case-record access to those disease groups necessary for the user to

f |Authorized non-State Localusers are further restricted by the Orpheus
software to accessing case records for which case residence at diagnosis 1s
within the jurisdiction in which they work except for certain diseases and
circumstances listed below.

g. |Authorized State users may be granted case-record access to one or more
disease groups by the state ORP or designee. The state ORP shall limit case-

record access to those disease groups necessary for the user to complete their

public health responsibilities.
h. Authonized State users are permitted by the Orpheus software to access case

recnrdz for all mnedictinneg wnthin digeaze oroamne tno wharh theyr hatve hean

5) DATA ACCESS AND USE Page 10

1. Any EPHAAE may eleetrequest to share all of 1ts cases with any other
LRHAAFE upon written request to the Orpheus State ORP from both
LPHAAFs (Appendix 2, Cross-jurisdictional agreement). However, access to
cases of specific diseases by users of the cooperating EEHAAES still requires
that the individual user have been granted access to the specific disease group.

m. When an LPHA approved user has a legitimate public-health need to view a
case in another jurisdiction (e.g.. contact tracing). the user may request
transfer of the case from that jurisdiction. 3

Fﬁaﬂﬁfﬁfed—}—ﬁe—the—ﬁe%—% bsequently, the case will be visible to

both ERHAAE s |

__________<-.'. -
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B) Authorized uses and disclosures Page 11

B. I: |Authorized uses and disclosures|

Authonized users mav only use data in Orpheus and 1ts linked databases 1n accordance with OES
433.008. other applicable laws and these Policies and Procedures.

1. Indrvidual’s request for their Orpheus data

If an individual or an individual’s authorized representative requests a copy of their own -—---
record in Orpheus, for example | disease outbreakform|or a lab result, the

Orpheus Security Policies and Procedures, Page 11 7 December 201
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B) Authorized uses and disclosures Page 12

— ey -

3. Public recerd requests will be processed through Orpheus via a “Public Eecords
Request” button located within the Orpheus Case Record. An auhorized user
LPHAAE perseanelwith access to the Orpheus record can initiate and attach a
copy of the request. The State OFP will be responsible for responding to the
request and for attaching a copy the response to the same public record request.

attorney, is required.
2 If an AFE receives a public records request (PRE) for Orpheus data underthe ™ —--------
state’s Public Becords Act (PEA). that request must be provided by the AFE to the state OEP
immediately. If the AE has its own records, outside of Orpheus that are responsive to the PRE,
the AE should respond in accordance with the PRA . as appropriate but should inform the
requestor that OHA is the entity to which the PRE must be made in order to request Orpheus

data.

3. If an AFE receives a subpoena or court order for Orpheus data the subpoena or

Orpheus Security Policies and Procedures, Page 12 7 December 201

Orpheus Security Policies and Procedures, Page 58 21July 2022



B) Authorized uses and disclosures Page 13

court order must be provided by the AF to the state ORP immediately.

I}, — 4. OHA or a Local Public Health Authority mav publish statistical
compilations and reports relating to reportable disease investigations if the compilations and
reports do not identify individual cases or sources of information in accordance with QRS

433.008. R

2— Eelease of any report or information must asgregate datashall be consistent with the

Oregon Public Health Division’s Guidelines for Reporting Small Numbers to Protect
Confidentiality hitps-//inside dhsoha state or.us/cha/public-health/science-a-research html An
authorized user

idelines, available & ~prp _
+ Antherized staff should consult with the ERHAAFE ORP or the OrphensSstate ORP if —---
they are uncertain whether a the requested release is compliant with state law and this presrams

policy and procedures.

6) DATA SECURITY

A Physical barriers
1. Unless otherwise necessary for surveillance, case investigation or other public

health responsibilities, access to and use of record-level data shall be restricted to

authorized users within limited-access, physically secure surveillance areas. If

access to or use of record-level data should become necessary outside of locked

and physically secure surveillance areas, the user shall take all necessary

precautions to ensure that data are not visible or accessible to others not

authorized to access these data. Such precautions might include using screen

privacy filters, closing data files when they might be visible to others, viewing

data only in physically isolated or private areas, and refraining from accessing

data in public settings. Regular or recurring access to data outside of limited-

access, physically secure areas shall be approved by the state or AE ORP or their

designees.

2. A limited-access, physically secure surveillance area shall be available aad

maintained brto authorized Orphens vsers. This area must always be kept secure.

a. Keys, codes or other entry control devices shall be provided only to those
persons authorized by ©@FRDAS.

b. The state or AE ORP or designees shall maintain a current list of all persons
authorized to enter the surveillance area unaccompanied.

c. If feasible, kevs, codes or other entry-control devices should be changed at
least annually and upon cessation of employment of authorized staff

d. Unaccompanied access may be granted only to public health employees and
building security staff.

e Access to any limited-access, physically secure surveillance area by
unavthorized individuals may be granted only when authorized surveillance or

Orpheus Security Policies and Procedures, Page 13 7 December 201
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6) DATA SECURITY page 13

6) DATA SECURITY

Iﬁ. Physical barriers
1. Unless otherwise necessary for surveillance, case investigation or other public

health responsibilities, access to and vse of record-level data shall be restricted to

authorized users within limited-access, physically secure surveillance areas. If

access to or use of record-level data should become necessary cutside of locked

and physically secure surveillance areas, the user shall take all necessary

precautions to ensure that data are not visible or accessible to others not

authorized to access these data. Such precautions might include using screen

privacy filters, closing data files when they might be visible to others, viewing

data only in physically isolated or private areas, and refraining from accessing

data in public settings. Regular or recurring access to data outside of limited-

access, physically secure areas shall be approved by the state or AE ORP or their

designees.

2. A limited-access, physically secure surveillance area shall be available and

mantained brio authorized Orpheus vsers. This area must always be kept secure.

a. Keys, codes or other entry control devices shall be provided only to those
persons authorized by GERDAS.

b. The state or AE ORP or designees shall maintain a current list of all persons
authorized to enter the surveillance area unaccompanied.

c. If feasible, keys, codes or other entry-control devices should be changed at
least annually and upon cessation of employment of authorized staff.

d. Unaccompanied access may be granted only to public health employees and
building security staff.

e. Access to any limited-access, physically secure surveillance area by
unauthorized individuals may be granted only when authorized surveillance or

Orpheus Security Policies and Procedures, Page 13 7 December 201

6) DATA SECURITY page 14

IT personnel are available for escort or under conditions where the data are
protected by security measures specified in a specific written policy that has

L\\) been approved by the stateOsphens ORP in the case of state-level surveillance
areas or the EREHAAF ORP in the case of surveillance areas overseen at the
LRPEAAF level

f Entry for cleaning by custodial staff should ideally occur during daytime

when at least one authorized staff member is present; otherwize, all
confidential materials must be stored in a locked location when cleaning staff
are present.

2. storage or Viewing ol record-level survetllance data on laptop computers of other
portable devices, or external storage devices.

a. Unless explicitly authorized in advance by the state Oephens-ORP or
LEPHAAE ORP or their designee, these devices should only be used within
designated, limited-access, physically secure areas.

b. Laptop computers, removable hard drives or external storage devices
containing confidential data outside of designated limited access, physically
secure areas shall be locked in a secure cabinet when not in use.

c. DHS Office of Information Technology staff shall use ISPO-approved

vendor, g | assuring that all data are inaccessible or destroved in the process.

curity Policies and Procedures, Page 14 ¥ December 201
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6) DATA SECURITY page 15

designee for completmn of surveillance, case mvcsugatmn n and other public
health responsibilities, record-level data shall not be stored on computer
workstations unless the workstation is up-to-date with current patching, anti-
virus and any other designated security software and also complies with local
or state information policies and procedures on security of record-level data.
Data stored on portable devices such as laptop computers, removable hard
drives and external storage devices must include only the minimum amount of
information necessary to accomplish assigned tasks as determined by the

Orpheus ORP for DHS personnel or affiliates or the LEEAAE ORP for
EPEAAFE personnel or affiliates or their designees.

UL
'

RRTARERIY s AL AT l.nlll_']' Dl\.rﬂ_LJ._"\ll O LEL G DU VIS A .
c. Record-level public health surveillance data transfer to and from Orpheus by
authorized public health vsers from outside of Portland State Office Building
L} and vsers inside the building who lack the FileMaker Pro® application
installed on their desktop computer occurs via an encrypted Citrix®
connection with two-factor authentication using a password and a random
number from a security token_fwhen possiblel User privileges and password
controls built into Orpheus restrict access to record-level data to authorized
USErs.
d. Indefinite storage of confidential surveillance data if necessary for public
purposes.
1. Storage of exported data, e.g., to H:'\Orpheus exports’ must be approved
by the State or ERPHAAE ORP.
ii. Computer servers or workstations storing confidential data must be
physically and electronically protected in a manner completely consistent

rity Policies and Procedures, Page 15 T December 201

Definitions page 16

User changed to authorized user (see below)

Definitions

Authorized Entity (AE): An Authorized Entity is an entity, e.g., local public health authority,
tribal jurisdiction, ete., allowed by the State overall responsible party (ORP) to access Orpheus
and its linked databases, provided they have an ORP for the entity, and that their uzers are
authorized users (AUs).

Authorized User (AU): An individual approved by the state ORP or an AE OFP to access
Orphews and its linked databases to the extent permitted by the authorized access level
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Orvverall Responsible Party (ORP): An overall reanﬂsible party (OFP) iz an individual of an
authorized entity (AE) who iz responsible for assuring that Orpheuns users within their purview
are compliant with Orpheus Policies and Procedures.

Perzonally identifiable information (PII): The term “PII” refers to information that can be used to
distinguish or trace an individual’s identsty, either alone or when combined with other personal
or identifying information that 1= linked or linkable to a specific individual. The definition of PII
iz not anchored to any single category of information or technology. Rather, it requires a case-
by-case aszeszment of the specific risk that an individual can be identified. In performing this
assessment, it is important for an agency to recognize that non-PII can become PII whenever
additional information is made publicly available—in anv medium and from anv source—that,
when combined with other available information, could be used to identify an individual

: ‘'portal/content/104256).
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Appendix - Disaster Recovery

Nightly Baclkups - Enterprize Tec@nlug_v Services (ETS) uses commvanlt® software for nightly
back-up (and restore, if necessary) processes; Secure, encrypted copies of Orpheus are stored off
zite by Montana®s State Information Technology Services Office
sfited mt gov/defanlt. mepx. personal commumication, Brian Swick, ET5, July, 2013).

Furthermore, Orphevs leverages native FileMaker Pro® progressive backup processes
throughout the day (every 30-60 minutes) to minimize loss of data. Additionally, the Orpheus
Filehdaker Pro® Server has the following back up schedule in place:

o Weelly - 54 copies retained. Starts 6/6/2015

o  Monthly (30-day) - &5 copies retained. Starts 6/3/2015

o Quarterly (120-day) - 43 copies retained. Starts 6/3/2015

o  Annual (365-day) - 20 copies retamned. Starts 12/31/2013
Recovery Point Objective (RPO) — 20 60ninutes. Orpheus leverages FileMalker Server 12
technology and automatically conducts a progressive baclkup every 30 minutes.

July 4, 2020

(Overview)

Removed Citrix refrence based on ISPO recommendation.

The Orpheus computer application and its data are on secure State of Oregon servers in Salem,
Oregon and are accessed remotely via secure Citrix® portal.brpheus is a comprehensive case

reporting database developed by the OHA, Oregon Public Health Division (OPHD), Center for

Public Health Practice (CPHP). All surveillance data contained within Orpheus are owned by

OHA.
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(Data Use and Access, A (2) (C))

ii.

4 iii.
iv.
vi.
Vii.
Viii.

XVii.

1w, CJp (LreurZreldar-Jakob Lisease) ana uther Prion 1yseases,

v. Emerging (e.g., vaping associated lung injury)
vi. Enteric diseases;

vii. Env Exp (Environmental Exposures, e.g., cadmium);
viii. HAI (Healthcare Associated Infections, e.g., C. difficile)
ix. Hepatitis;
X. HIV;
Xi. Lead;
xii. LTBI (Latent TB Infection);
xiii. MDRO (Multi-Drug Resistance Organisms);
xiv. Miscellaneous communicable diseases;

xv. Opera (e.g., COVID-19)|
xvi. Pertussis;
STD (Gonorrhea & Chlamydia):

July 26, 2021

ABC (Active Bacterial Core surveillance);

Animal disease reports;

CIN (cervical intraepithelial neoplasia);

CJD (Creutzfeldt-Jakob Disease) and Other Prion Diseases;
Emerging (e.g., vaping associated lung injury)

Enteric diseases;

Env Exp (Environmental Exposures, e.g., cadmium);
HAI (Healthcare Associated Infections, e.g., C. difficile)
Hepatitis;

HIV;

Lead;

LTBI (Latent TB Infection);

MDRO (Multi-Drug Resistance Organisms);
Miscellaneous communicable diseases;

Opera (e.g., COVID-19, jspun off into new database on 7/9/2020)

Pertussis;
STD (Gonorrhea & Chlamydia);

[ o PN, N5 BN
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Nightly Backups - Enterprise Technology Services (ETS) uses commvault® software for nightly
back-up (and restore, if necessary) processes; Secure, encrypted copies of Orpheus/Opera suite
of databases are stored off site by Montana’s State Information Technology Services Office
(http //itsd.mt. gov/default mepx, persana] communication, Brian Sw:ck ETS, Ju]y, 2013).

A/ dd1t10nally, the Orpheus/ pera

FlleMaker Pr0® Servers haves the followmg back up Schedule in place:

¢ Weekly - 4 copies retained. Starts 6/6/2015

¢ Monthly (30-day) - 5 copies retained. Starts 6/3/2015

¢ Quarterly (120-day) - 3 copies retained. Starts 6/3/2015

e Annual (365-day) - 20 copies retained. Starts 12/31/2015
Recovery Point Objective (RPO) — 60 minutes. Orpheus/Opera leveragess FileMaker Server 12
18 technology and automatically conducts a progressive backup every 30 minutes.

Recovery Time Objective (RTO) - Our current recovery time objective, which is the maximum
time allowed between unexpected failure or disaster and the resumption of normal operations, is
3 business days.

August 10, 2021

1. Roles (privilege sets):
4 3. The Citrix — Orpheus: Standard non-state user (access restricted by jurisdiction and

1sea:se group;FuMeeeSHe}eﬂﬂews—theq%U%e—weﬁkaﬂ—feeeﬁds—maﬂage

b. Citrix — Orpheus State: Standard state user (access restricted by disease sroup)
¢. Citrix — ()rpheus All Data: Enhanced state user (110 restriction by dlsease group)

e—Citrix — Orpheus Super User: Tech Team state user (enhanced system

funct1onahty) JEh&@fpheﬂsﬁHJBata—fele—aﬂews—s{ateﬂ%Us—t&de—ad%ﬂeed

f. Citrix — Dude. which is an application launcher will automatically pr0v1des access

to the appropriate outbreaks databases, such as Outbreaks, and Opera Outbreaks.
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July 21, 2022

Added Orthopox disease group.

Addendum — Disaster Recovery

Nightly Backups - Enterprise Technology Services (ETS) uses commvault® software for nightly
back-up (and restore, if necessary) processes; Secure, encrypted copies of Orpheus/Opera suite
of databases are stored off site by Montana’s State Information Technology Services Office

ttp //itsd.mt. gov/default mcpx, persona] communrcatron Brian Swrck ETS, July, 2013).

thf&&%@ﬂ%ﬂ&&dﬂﬁ%ﬂ@ﬂ%é@—ﬁﬂﬂﬂ%ﬁ}%ﬂﬂfmmﬂaﬁeﬁda{a—Addltmnally, the Orpheus /Opera
FileMaker Pro® Servers haves the following back up schedule in place:

Weekly - 4 copies retained. Starts 6/6/2015

Monthly (30-day) - 5 copies retained. Starts 6/3/2015
Quarterly (120-day) - 3 copies retained. Starts 6/3/2015
Annual (365-day) - 20 copies retained. Starts 12/31/2015

Recovery Point Objectlve (RPO) 60 minutes. prhe&sJ[evef&ge‘*rFﬂeMaker—Sewer—l%

Recovery Time Objective (RTO) - Our current recovery time objective, which is the maximum
time allowed between unexpected failure or disaster and the resumption of normal operations, is
3 business days.
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	Deletion Subsection 2: Authorized staff providing access to, use of, or copies of the requested data shall consult with the LPHA ORP or their designee prior to release of summary or aggregate data involving the residents of a single LPHA or the Orpheu...
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