


(insert AGENCY name)
Policy and Procedure for Confidentiality and HIPAA
Purpose
This is a sample policy for RHCare agencies to use to ensure compliance with RHCare Certification Requirements. This policy provides guidance on Confidentiality and HIPAA compliance.
Policy
(insert AGENCY name) will follow all rules and regulations regarding client confidentiality including telehealth in accordance with State and Federal Rules including:
HIPAA (Health Insurance Portability and Accountability Act)
FERPA (Family Educational Rights and Privacy Act)
HITECH (Health Information Technology for Economic and Clinical Health)
Oregon Administrative Rules ORS 179.505, ORS 192.525, ORS 192.553 and 45 CFR parts 150 and 164.
RHCare Certification Requirements – Section C. Clients’ Rights and Safety
Definitions
HIPAA: The Health Insurance Portability and Accountability Act is a U.S. law enacted in 1996 that establishes federal standards to protect sensitive information from disclosure without a patient’s consent. It governs how healthcare entities handle Protected Health Information (PHI), ensuring the privacy and security of patient data.
FERPA: The Family Educational Rights and Privacy Act, a federal law that protects the privacy of student education records and grants rights to students and parents regarding these records.
HITECH: The Health Information Technology for Economic and Clinical Health, a U.S. federal law promoting the adoption and meaningful use of electronic health records.
Procedure
Confidentiality - Client’s Rights and Safety
1. (insert AGENCY name) will ensure that safeguards are in place to protect confidentiality, and to protect clients’ privacy and dignity throughout the clinic space, during clinic interactions, and in record keeping.
2. (insert AGENCY name) staff will not disclose information without written consent, except as required by law or as is necessary to provide services to the client. 
3. (insert AGENCY name) will ensure all aspects of service provision are compliant with HIPAA, FERPA, and HITECH.
4. A copy of the client’s bill of rights will be posted in the public area of the clinic in the languages most commonly used by clients.
5. (insert AGENCY name) staff are prohibited from requiring written consent from a parent or guardian for the provision of reproductive health services to minors.
6. (insert AGENCY name) staff may not notify a parent or guardian before or after a minor has requested and/or received reproductive health services
7. For services provided via telehealth, staff will comply with HIPAA, Privacy Rules, and Oregon Health Authority security protections for the client in connection with telemedicine technology, communication, and related records.
8. Services will comply with legislative mandates to encourage family participation in the decision of minors to seek reproductive health services. Staff will encourage, but not require, the inclusion of parents/guardians/adults in their decision to access reproductive health services.
9. (insert AGENCY name) staff will inform clients if an observer, learner, or student is involved in their care, and clients will have the opportunity to decline the presence of an observer/student/learner. Clinic observers who are not employees of the agency will sign and adhere to a confidentiality agreement and gain approval from the agency and client.
Staff Training and Responsibilities
1. (insert AGENCY name) staff will be trained in the laws of confidentiality at date of hire and at least annually thereafter. Training will include HIPAA requirements and any additional laws that pertain to reproductive health.
1. Staff will sign the (insert AGENCY name) confidentiality statement at hire and annually thereafter.
1. The confidentiality statement will be filed in the employees working file at (insert AGENCY name).
1. (insert AGENCY name) staff and volunteers who violate (insert AGENCY name) confidentiality policy and procedures will be subject to disciplinary action by (insert AGENCY name) up to and including immediate dismissal from employment.
1. (insert AGENCY name) staff who knowingly and willfully violate State and Federal laws for improper use or disclosure of an individual’s information are subject to criminal investigation and prosecution or civil monetary penalties.
Workplace Practices: Paper
1. (insert AGENCY name) employees must be aware of the risks regarding how paper documents are used and handled and take all necessary precautions to safeguard confidential information. Staff must take special care to ensure the protection and safeguarding of, and the minimum necessary access to, paper documents containing confidential information that are located on desks, copy machines, computer printers, and common areas.
1. (insert AGENCY name) staff will store files and documents in lockable desks, cabinets, file rooms, or the medical records storage area.
1. (insert AGENCY name) staff will ensure that files and documents awaiting disposal or destruction in desk-site containers, storage rooms, or centralized waste/shred bins, are appropriately labeled, are disposed of on a regular basis, and that all reasonable measures are taken to minimize access.
1. (insert AGENCY name) staff will ensure that storage rooms are locked after business hours and when authorized staff are not present.
1. (insert AGENCY name) staff will ensure that all confidential materials for disposal are placed in a designated waste/shred bin in a lockable storage room.
1. (insert AGENCY name) staff at workplaces that do not have lockable storage rooms or centralized waste/shred bins will implement reasonable procedures to minimize access to confidential information.
1. (insert AGENCY name) staff will ensure that shredding of files and documents is performed on a timely basis, consistent with record retention requirements.
1. (insert AGENCY name) will ensure that outside contractors are under a written contract that requires safeguarding of confidential information throughout the destruction process.
Workplace Practices: Verbal
1. (insert AGENCY name) staff will take reasonable steps to protect the privacy of all verbal exchanges or discussion of confidential information, regardless of where the discussion occurs and at all times. For example, staff will not call a client’s full name, date of birth, or reason for visit in the public waiting room.
1. (insert AGENCY name) staff will make enclosed offices, exam rooms, and/or interview rooms available for the verbal exchange of confidential information.
1. (insert AGENCY name) workplace will foster employee awareness of the potential for inadvertent verbal disclosure of confidential information.
Workplace Practices: Visual
1. (insert AGENCY name) staff will ensure that observable confidential information is adequately shielded from unauthorized disclosure on computer screens and paper documents.
1. (insert AGENCY name) staff will make every effort to ensure that confidential information on computer screens is not visible to unauthorized persons.
27. Suggested means for ensuring visual protection include:
Use of polarized screens or other computer overlay devices.
Placement of computers out of the visual range of persons other than the authorized user.
Clearing information from the screen when not actually being used.
Locking-down computer workstations when not in use. 
Require that individual’s sign-out of their computer screens when not present or have their office door closed and locked.
1. It is against policy to let anyone use your computer system unless it is a fellow employee with (insert AGENCY name) privileges and they must sign in with their own authorized password. Staff will not give their computer password to another individual.
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