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ARIAS Confidentiality Statement Explainer 
 
ARIAS (At Risk Identification Alerting System) is the database that is used for Oregon COVID-19 
contact tracers. As an ARIAS user, you will have access to personal and private information of 
people who have been exposed to COVID-19. This information is protected by law. You are not 
allowed to use or share protected information with anyone that the law does not allow. You 
may also have access to protected information received by email or in paper forms. You are 
responsible for protecting all the personal and private information accessible to you. When you 
sign the ARIAS Confidentiality Statement, you are agreeing to everything on the statement. This 
includes the following: 
 

You will have access to many types of protected information. You should treat all 
information about an individual as protected information. Protected information might include 
names, addresses, telephone numbers, health-related issues, finances, living arrangements, 
religious beliefs, and information about who the person has spent time with. 

 
You will access information only for your contact tracing job. You will only access the 

information you need to do your job. 
 
You will not give or talk about any of the protected information with anyone who is not 

allowed to know, view, or use it. 
 
You will protect the information by locking your computer and closing protected 

information on your computer when you are not using it, like when you leave your desk. 
 
You will send protected information only to those who are allowed to see it, and you 

will make sure to send the information securely. Your organization should provide information 
about how to send information securely. 
 

You will follow OHA rules for shredding paper documents and deleting electronic files 
that have protected information. Check with your organization to learn about OHA rules around 
protected information. 
 

If you think that any of the protected information has been seen or sent to anyone who 
should not see it, you will tell your supervisor and report it to this website immediately: 
https://www.oregon.gov/oha/FOD/OIS-ISPO/Pages/Contact-Us.aspx 
 

You will not share your password or codes with anyone and will tell your supervisor 
immediately if you think that someone else has access to your password. 
 

https://www.oregon.gov/oha/FOD/OIS-ISPO/Pages/Contact-Us.aspx
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You understand that you are responsible for any use or misuse of ARIAS through your 
account. You are responsible for the use or misuse of protected information you access. 
 

You will not use another person’s password to access ARIAS or protected information. 
 

You understand that OHA may check on your use of the ARIAS system and OHA will look 
into any use that is unusual. 

 
You understand that if you break this agreement, your employment or services 

arrangement may be ended, and DHS or OHA may take legal action directly against you to 
protect the information and for any damages caused to DHS or OHA, or any of their programs 
or clients. Actions taken against me may include ending my employment, contract or other 
business agreement, and civil and/or criminal charges and penalties. 
 

You understand that this agreement lasts even after your relationship with DHS and 
OHA ends. You will not keep or transfer any Protected Information unless approved in writing 
by the OHA/DHS Privacy and Compliance Manager. 
 
 


