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STATE OF OREGON
INFORMATION TECHNOLOGY SERVICES CONTRACT

This Information Technology Services Contract (“Contract”) is entered into by and between the
State of Oregon (State) acting by and through its Housing and Community Services Agency
(“Agency” or “OHCS”), and Benevate, Inc., doing business as “Neighborly Software”, as registered
with Oregon Secretary of State, a Delaware corporation (“Contractor”) and is effective as of the
Effective Date (defined below).

RECITALS

1. The Disaster Relief Supplemental Appropriations Act, 2022 (Pub. L. 117-43), approved
September 30, 2021 (the “Appropriations Act”), makes available Community Block Grant
Disaster Recovery (CDBG-DR) funds. Agency received a direct federal allocation in CDBG-DR
funds from the Appropriations Act of $422 million from the Department of Housing and Urban
Development (“HUD") to assist in long term recover from disasters occurring in 2020.

2. Agency desires to engage a Contractor to provide a Software as a Service solution that
administers a federal Community Development Block Grant for Disaster Recovery (CDBG-DR)
including its programs and management of grant funds, to serve as a “System of Record”
(“SOR” or “System”) and related services (the “Services” as defined below) to enable Agency to
achieve specific business and Agency mission objectives defined in this Contract. To that end,
Agency issued RFQ# 7322 pursuant to Emergency Declaration dated February 8, 2022, as
amended.

3. Contractor is the successful Offeror to the RFQ and Agency desires Contractor to provide the
System and perform the Services.

4. Contractor desires to perform the Services for Agency.
AGREEMENT
In consideration of the foregoing recitals and the mutual terms and conditions set forth below,
Agency and Contractor agree as follows:
1. DEFINITIONS.

“Acceptance” or “Accepted” means written confirmation by Agency that Contractor has
completed a Deliverable according to the Acceptance Criteria and the Deliverable is accepted for
purposes of interim payment. These terms are distinct from “Final Acceptance.”

“Acceptance Criteria” means the criteria for accepting Deliverables under this Contract, including
but not limited to Requirements, specifications for a specific Deliverable set forth in the applicable
Statement of Work, and the Performance Warranties set forth in Section 11.2.

“Acceptance Tests" means those tests which are intended to determine compliance of
Deliverables and the Services with the Acceptance Criteria of this Contract.
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“Agency Data” means information created and information stored by Agency through the
Services, and information created and collected by Contractor regarding Agency and its clients
during the course of providing the Services, including Personal Information.

“Agency Intellectual Property” means any intellectual property that is owned by Agency, including
Agency Data. Agency Intellectual Property includes any derivative works and compilations of any
Agency Intellectual Property.

“Agency Project Manager” means the person representing Agency who serves as Contractor’s
primary point of contact for the Services.

“Authorized Representative” means a person representing a party to this Contract who is
authorized to make commitments and decisions on behalf of the party regarding the performance
of this Contract. Contractor’s Authorized Representative is the person so identified in Exhibit E.
Agency’s Authorized Representative is the person so identified in Exhibit F.

“Business Days” means Monday through Friday, 8:00 a.m. to 5:00 p.m., Pacific Time, excluding
State of Oregon holidays and business closure days.

“Calendar Days” means contiguous days.

“Change Order” means a form of Contract amendment pursuant to Section 7 that makes changes
to a Statement of Work or Exhibit B within the scope of this Contract.

“Configuration” means activating, arranging, or adjusting out-of-the-box functionality to best
meet the needs and preferences of the Agency.

“Contractor Intellectual Property” means any intellectual property that is owned by Contractor
and contained in or necessary for the use of the Deliverables or Services. Contractor Intellectual
Property includes System owned by Contractor, including but not limited to the application as

described herein, and derivative works and compilations of any Contractor Intellectual Property.

“Customization” means the creation of a feature, extension, or modification specifically for the
Agency that is not available to other clients of the Contractor.

“Data Error” means errors in data or results caused by failures in data conversion or failures
caused by the Services. Data entry errors are not Data Errors.

“Defect” means a reproducible failure of the Subscription Services to operate in accordance with
Requirements and with specifications in the applicable Statement of Work, and as required under
a Service Level Agreement, despite the proper use of the Subscription Services. A Defect may be
due to a Data Error, or a problem with the Subscription Services, Documentation, or both. Prior to
Final Acceptance, a Defect may be due to a missed, missing, or misinterpreted Requirement.

“Deliverables” means all items, including Work Product, that Contractor is required to provide to
Agency under this Contract.

“Delivery Schedule” means the attributes of the applicable Statement of Work setting forth the
completion date of each Milestone, the delivery date for each Deliverable, and other dates for
delivery of Services.
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“Documentation” means all documents, including documents that are Deliverables described in a
Statement of Work, and which may include operator’s and user’s manuals, training materials,
guides, commentary, listings, requirements traceability matrices and other materials for use in
conjunction with and for the operation of the Services. Documentation includes documents in
hard copy or electronic form.

“Effective Date” means the date specified in Section 2 or the date on which this Contract is fully
executed and approved according to applicable laws, rules and regulations, whichever is later.

“Enhancements” means improvements to or additional components of the Services that add
functionality.

“Go-Live” means the Milestone date identified in a Statement of Work, Change Order, or
applicable Accepted Deliverable, on which the Subscription Services will be available for Agency
and its users in a Production Environment for the processing of transactions in accordance with
Requirements and Service Level Agreements. A Go-Live date may be associated with the initial
Implementation of the Services, a specific phase or Enhancement under a Statement of Work, a
Change Order, or an Enhancement Order.

“Help Desk Services” means all necessary activities to assist the users to effectively and efficiently
use the Subscription Services. Support will be negotiated with the successful Offeror, but is
anticipated to include the support described in Exhibit B, Service Level Agreements.

“Implementation” or “Implement” means the process of Contractor preparing and configuring
the System or a component of the Subscription Services to the stated Agency use. Implementation
includes all Services required to provide complete and functioning Subscription Services, and to
prepare Agency to use it effectively.

“Key Persons” means Contractor’s Authorized Representative, the Project Manager, and all other
Contractor personnel designated as Key Persons in Exhibit E.

“Milestone” means the completion date for a specific group of Tasks or Deliverables identified as
a Milestone in a Statement of Work.

“Production Environment” means the hardware, System, including operating system software,
and the system architecture and firmware necessary for the Subscription Services to operate.

“Project” means the effort associated with Implementation of the Subscription Services, a well-
defined sequence of events with an identifiable beginning and ending which purpose is to achieve
an identifiable goal, i.e., the configuration, integration, development, implementation, testing,
training, operations and maintenance of the Subscription Services under the Contract.

“Project Manager” means Contractor’s representative who manages the processes and
coordinates the Services with Agency’s Authorized Representative to ensure delivery of the
Deliverables and completion of Milestones. Contractor’s Project Manager is the person so
identified in Exhibit E.

“Requirements” are the functions and elements required for the Subscription Services.
Requirements are in Exhibit J, and will be managed via Deliverables identified in the Statement of
Work.
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“Schedule of Deliverables” means the attributes of a Statement of Work that describe each Task,
Deliverable, measurable attributes of each Deliverable and Milestone with identification of the
Services that are associated with them, and a completion date for each Milestone and Deliverable.

“Scheduled Downtime” means any period of time during which the System or Services are
unavailable due to the Contractor’s planned maintenance and support of the System or Services.
Scheduled Downtime and are excluded from the 99.5% Service Availability calculation.

“Support Services” means technical support assistance provided by Contractor’s personnel to
Agency’s designated administrators for problem resolution, bug reporting, and/or technical
assistance.

“Services” means all effort to be expended by Contractor under the Contract, including
installation, configuration, implementation, maintenance and support of the SaaS, completion of
Tasks, and development and delivery of Deliverables and Work Product.

“Service Level Agreement” or “SLA” means an agreement that defines specific elements of the
Subscription Services and the Services, periods of time for completing the defined Services,
measurable conditions for determining successful completion or performance of the Subscription
Services or Services, and consequences for not meeting the SLA. The SLA may contain conditions
for starting, stopping, and pausing the measurement of the relevant time period. SLAs are in
Exhibit B.

“State” means the State of Oregon.

“Statement of Work” or “SOW” means one or more of the documents within this Contract that
describes the Services to be provided by Contractor, including the Tasks, Deliverables and
Milestones, the attributes (including requirements and specifications) of each Deliverable,
identification of the Deliverables and Services that are associated with each Task, and a
completion date for each Milestone and Deliverable, and any other items as agreed by the parties
and attached hereto as a Statement of Work, including as amended pursuant to Section 7. As used
in this Contract, except where otherwise expressly identified as being applicable only to a specific
SOW, a reference to “Exhibit A,” “SOW” or “Statement of Work” means the applicable Exhibit A
(e.g., Exhibit A-1, Exhibit A-2, etc.) individually.

“System” means the SaaS solution that Contractor will provide Agency access to to administer a
federal Community Development Block Grant for Disaster Recovery (CDBG-DR) including its
programs and management of grant funds and to serve as Agency’s “System of Record”.

“Software” means any computer programs, routines, or subroutines, including operating
software, programming aids, application programs, and software products.

“Task” means a segment of the Services to be provided by Contractor under this Contract.

“Third Party Intellectual Property” means any intellectual property owned by parties other than
State or Contractor. Third Party Intellectual Property includes Software owned by Third Parties,
and derivative works and compilations of any Third-Party Intellectual Property.

“Unscheduled Downtime” means any time the System is not available due to an event or
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circumstance excluding Scheduled Downtime or Force Majeure and the amount of time required by
Contractor to resolve or provide a work around for the failure of any documented feature required
to complete a primary function of the System in accordance with the Documentation.

“Update” means any error correction, bug fix, patch, enhancement, improvement, , update, new
version, release, revision or other modification to the System or Services provided or made available
by the Contractor pursuant to the Contract, including, without limitation, any update designed,
intended, or necessary to make the System, Services, or Agency’s use thereof compliant with
applicable law.

2. TERM.

The Effective Date of this Contract is the date on which this Contract is fully executed and
approved according to applicable laws, rules and regulations, whichever is later. This Contract
terminates two years from date of execution, unless otherwise terminated or extended in
accordance with its terms.

3. SCOPE OF SERVICES.
3.1. Performance and Delivery.

3.1.1. Responsibilities of Contractor. Contractor shall deliver the Subscription Services
and perform the Services as set forth in the applicable Statement of Work and Service
Level Agreements, and in accordance with the applicable current, Accepted Project
Implementation Plan and Schedule and the standards and methodologies set forth in
this Contract. Contractor shall provide the Subscription Services and perform the
Services:

3.1.1.1. Employing a methodology that conforms to the standards established by
the Project Management Institute (PMI) as described in the Project Management
Body of Knowledge (PMBOK), Sixth Edition or more current (PMBOK Guide,
ANSI/PMI 99-001-2017, or as updated), supplemented by standards set forth in
ISO 12207; and

3.1.1.2.  In compliance with information technology standards established by
Enterprise Information Services (EIS), found at:
https://www.oregon.gov/das/Pages/policies.aspx#|T and which may be updated
from time to time.

3.1.2. Contractor shall cooperate with Agency and its designated third parties, including
its Quality Assurance contractor, by providing access and information on the
Subscription Services’ architecture, design, operating environment, security,
interfaces, and operating parameters as required for all oversight activities and
Agency-identified third-party services.

3.1.3. If Contractor provides equipment or hardware to Agency, Contractor shall deliver it
to Agency F.0.B. destination, to the destination specified by Agency, according to the
delivery schedule approved by Agency, and bear all risk of loss of, or damage to, the

OHCS Contract No. 7322, CDBG-DR SOR CK
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3.2.

3.3.

equipment or hardware unless and until title passes to Agency. Lease or purchase
terms will be negotiated with the Contractor.

Responsibilities of Agency. If a Statement of Work requires Agency to provide any
resources, and Agency fails to provide the requisite quality or quantity of such resources, or
fails to provide such resources in a timely manner for a period that does not exceed twenty
(20) Business Days, Contractor’s sole remedy is an extension of the applicable delivery dates
corresponding to the delay. If Agency’s failure to provide such resources exceeds twenty
(20) Business Days, and Contractor can show to the reasonable satisfaction of Agency; that
the Agency's failure has resulted in an unavoidable increase in the cost of the Services
required for the Statement of Work then Contractor will be entitled to recover from Agency
the reasonable amount of such increased costs. Contractor's right to delay applicable
delivery dates or recover for increased costs may be exercised only if Contractor provides
Agency with reasonable notice of Agency's failure and Contractor uses commercially
reasonable efforts to perform notwithstanding Agency's failure to perform.

Delivery and Review of Deliverables

3.3.1. Contractor shall perform the Tasks and deliver Deliverables as set forth in the
Statement of Work attached hereto as Exhibit A or the then current, Accepted Project
Implementation Plan and Schedule, by no later than the date or dates set for delivery
in the Statement of Work or the then current, Accepted Project Implementation Plan
and Schedule. Delivery dates are set forth in the applicable Statement of Work and
are subject to Agency performing its responsibilities in a timely manner.

3.3.2. Contractor shall provide written notice to Agency upon delivery of a completed
Deliverable to Agency. By no later than (i) fifteen (15) Business Days after receipt of
such notice, or (ii) the date set forth for Agency’s review in the current Accepted
Project Implementation Plan and Schedule, Agency will determine whether the
Deliverable meets Acceptance Criteria set forth in the Contract. The Status Reports
deliverable is an exception to the fifteen (15) Business Days and the Agency will
determine if that deliverable meets Acceptance Criteria no later than five (5) Business
Days after receipt. Acceptance Criteria includes all requirements for a Deliverable
and associated Services described in the Statement of Work, and the Performance
Warranties in Section 11.2. With respect to any Deliverables that are susceptible to
Acceptance Testing, Agency will conduct Acceptance Testing as set forth in Section
3.4. If Agency determines that the Deliverable meets, in all material respects,
Acceptance Criteria, Agency will notify Contractor of Agency’s Acceptance in writing.

3.3.3. If Agency determines that a Deliverable does not meet the Acceptance Criteria in all
material respects, Agency will notify Contractor in writing of Agency’s rejection of the
Deliverable and describe in reasonable detail in such notice Agency’s basis for
rejection of the Deliverable. Upon receipt of notice of non-acceptance, Contractor
shall, within a fifteen (15) Business Day period, modify or improve the Deliverable at
Contractor’s sole expense so that the Deliverable meets, in all material respects, the
Acceptance Criteria, and notify Agency in writing that it has completed such
modifications or improvements and re-tender the Deliverable to Agency. Agency will

OHCS Contract No. 7322, CDBG-DR SOR
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thereafter review the modified or improved Deliverable within fifteen (15) Business
Days of receipt of the Contractor's delivery of the Deliverable. Failure of the
Deliverable to meet the Acceptance Criteria in all material respects after the second
submission will constitute a default by Contractor. In the event of such default,
Agency may either (i) notify Contractor of such default or instruct Contractor to
modify or improve the Deliverables as set forth in this section, or (ii) notify Contractor
of such default and pursue its remedies for default under Section 15 of this Contract.

3.3.4. Go-Live. The Contractor shall complete Implementation of each Program in
accordance with Exhibit A, Statement of Work; Exhibit J, Requirements; and the
current Accepted Project Implementation Plan and Schedule. Upon Agency’s notice to
proceed with the Go-Live Implementation Task, Contractor shall implement the
Subscription Services in the Production Environment and complete the “Go-Live”
activities described in the current Accepted Project Implementation Plan. The
Subscription Services will be used to validate they are functioning in the Production
Environment, validate the Implementation methodology, validate user and other
preparedness activities, and to determine if the Subscription Services are in material
conformance with Requirements set forth herein., .

3.4. Stabilization Period. After Go-Live, Agency will use the Subscription Services for processing

of data in a statewide live Production Environment for a period of thirty (30) Calendar Days
(“Stabilization Period”).

3.4.1. Atthe end of the Stabilization Period, if any Defects discovered during the
Stabilization Period remain uncorrected, Agency will grant Contractor one additional
five (5) Business Day period from the end of the Stabilization Period to correct and
retest such Defects. If the Defects are not corrected during that period, unless Agency
in its discretion allows additional time for correction, Agency may declare a material
breach of this Contract by Contractor.

3.4.2. Completion of the Stabilization Period for the final phase of Implementation will
mark the end of the Implementation Task.

3.5. Final Acceptance. “Final Acceptance” of the Implementation of the Subscription Services
will occur when the following events have occurred, or conditions exist:

3.5.1. Agency has notified Contractor that the Services meet all Acceptance Criteria, and

all required testing has been successfully completed, including as specified in Section
3.5 and in the applicable Statement of Work;

3.5.2. The Subscription Services are stable, complete, and operating correctly as specified
in Section 3.5 and in the applicable Statement of Work, and without Level 1, Level 2,
or Level 3 Defects;

3.5.3. Agency has notified Contractor that State of Oregon authorizations to Accept the
Services have been received;

OHCS Contract No. 7322, CDBG-DR SOR
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3.5.4. Documentation is updated and complete based on any system changes completed
during stabilization, inventoried, and Accepted by Agency;

3.5.5. Contractor has reconciled all Requirements against the stabilized Subscription
Services to ensure Contractor has clearly and transparently met each Requirement;
and

3.5.6. Contractor has completed and Agency has Accepted Deliverables for User Training
and Technical Training as specified in the applicable Statement of Work.

3.6. Ongoing Services. Following Final Acceptance, Contractor shall provide Agency and its end
users the Subscription Services on an annual basis as set forth in this Contract.

3.6.1. Service Level Agreements and Performance Metrics. Contractor shall meet the
performance metrics and Service Level Agreements established in Contract Exhibit B,
Service Level Agreements, during the Contract term. Contractor shall, at no additional
charge to Agency, furnish such materials and Services necessary to correct any
Defects in the Services that prevent the Subscription Services from meeting their
Acceptance Criteria and otherwise complying with the terms of this Contract.

3.6.2. Updates. Contractor shall furnish Updates to the Subscription Services to Agency
without additional charge when such Updates are made generally available by
Contractor to its customers without additional charge. Contractor will provide release
notes describing each Update, when furnished, and documentation for the
appropriate user manuals.

3.6.3. Enhancements. Contractor shall inform Agency of the availability of Enhancements
for which a separate license fee and license agreement are required. If an
Enhancement is licensed by Agency under an amendment to this Contract completed
in accordance with Section 7, this Contract will apply to such Enhancement. Agency
understands additional fees may apply.

3.6.4. Technology Refresh. It is Contractor’s intent to provide Agency with Subscription
Services which meet or exceed industry standards for the duration of the Contract. As
such, and subject to the terms and conditions of this Contract, Contractor shall use
commercially reasonable efforts to update the Subscription Services to support new
frequencies, technologies, and services during the Contract term consistent with
updates provided to its other customers. Contractor has the right to update the
System or Hardware and implement new technologies to better serve Agency and its
end users in accordance with Exhibit B.

3.6.5. Business Continuity Management and Disaster Recovery. Contractor shall deliver
and maintain Business Continuity Management and Disaster Recovery Plan and
Procedures for the Subscription Services that are acceptable to Agency. In the event
of a disaster, Contractor shall comply with the provisions of and deliver Services
according to the Business Continuity Management and Disaster Recovery Plan and
Procedures.

OHCS Contract No. 7322, CDBG-DR SOR CK
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3.7.

3.8.

3.6.6. Response to Public Records Request for Agency Data. The Subscription Services

are the system of record for Agency Data. Agency, as an executive department agency
of State, must respond to requests for Agency Data and other public records under
Oregon’s Public Records laws, including ORS 192.311 to 192.478, within set
timeframes. Contractor shall support the ability of Agency to respond to public
records requests for Agency Data in accordance with applicable law.

Performance Reporting.
3.7.1. Failure to Perform.

3.7.1.1.  If Contractor fails to meet a performance standard, such as a Service Level

Agreement or a Security and Hosting Requirement, Contractor shall (i)
investigate, assemble and preserve pertinent information with respect to, and
report on the causes of, the failure, including performing a root cause analysis of
the failure; (ii) advise Agency, as and to the extent requested by Agency, of the
status of remedial efforts being undertaken with respect to such failure; (iii)
minimize the impact of and correct the problem and begin meeting the
performance standard; and (iv) take appropriate preventive measures so that
the failure does not recur.

3.7.1.2.  As provided in Section 15.1, Contractor agrees to pay the damages, service

credits, or liquidated damages specified in Exhibit B if Contractor fails to provide
the Services or provide Deliverables or other Services as and when required by
this Contract or fails to meet the performance standards and Service Level
Agreements specified in Exhibit A or Exhibit B. This section does not limit
Agency’s rights with respect to the events upon which Agency may rely as a basis
for Agency’s termination of this Contract for cause.

3.7.2. Measurement and Monitoring Tools. Contractor shall measure and monitor the

performance of the Subscription Services against the applicable Service Level
Agreements and shall use the necessary measurement and monitoring tools and
procedures required to do so. Such measurement and monitoring must permit
reporting at a level of detail sufficient to verify compliance with the Service Level
Agreements, and is subject to audit by Agency. Contractor shall provide Agency with
information and access to such tools and procedures at no additional charge, for
purposes of auditing and verification in accordance with Exhibit B.

Transition Services, Maintenance Portal, and Wind Down. Upon the expiration or
termination of the Contract for any reason, upon request from Agency, Contractor shall
provide: (i) transition services to support a responsible and secure transition of Services
and Agency Data to Agency or to another service provider (any additional costs associated
with transition to another service provider will be the responsibility of the Agency)
(“Transition Services”); or (ii) Agency access to a Maintenance Portal (as described in
Section 3.8.2 below); or (iii) both.

OHCS Contract No. 7322, CDBG-DR SOR CK
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3.8.1. Transition Services. Upon receipt of a notice prior to expiration that Agency will
engage Contractor’s Transition Services, or receipt of notice of termination and
notwithstanding the reason for termination (whether for cause or without cause and
whether by Contractor or Agency, and whether for all or some Services), Contractor
shall continue to provide Services, inclusive of the Subscription Services, and provide
Transition Services as described in the Transition Plan (defined below) for the period
set in the notice and in the subsequent Transition Plan (the “Transition Period”), on
the following conditions:

3.8.1.1.  Agency is up to date with its undisputed payment obligations at the
commencement of the Transition Period, and

3.8.1.2.  Agency pays all undisputed invoices during the Transition Period in
accordance with its obligations referenced in Section 6.

3.8.1.3.  If during the Transition Period Contractor believes Agency is not in
compliance with the foregoing conditions, Contractor shall give Agency written
notice of such noncompliance and Agency will have fifteen (15) Business Days, or
such longer period to which the parties may agree, to correct the noncompliance
before Contractor may end the Transition Period and move to the Wind-Down
Phase described below.

3.8.1.4. Transition Plan. Contractor and Agency will outline a Transition Plan as
defined in deliverable 14 in the Statement of Work, Attachment A, The
Transition Plan may serve as confirmation of a Transition Services Task in the
Statement of Work. The Transition Period will commence on the date set in the
Transition Plan; provided, however, if Contractor does not deliver an acceptable
Transition Plan on or before the Contract termination date, then the parties will
abide by a draft of the plan promulgated by Agency until the Transition Plan is
approved by DOJ. The Transition Plan must address at least:

e The respective Tasks and Deliverables to be completed by each party in
during the Transition Period,

e A schedule pursuant to which such Tasks and Deliverables will be
completed, and

e A schedule identifying which party is responsible for paying the cost (if
any) related to each Task and Deliverable. This schedule may include
Transition Services that will not exceed the current Contract NTE. If the
parties agree Transition Services require new or additional Services that
cause an increase in the Contract NTE, the Transition Plan will be in the
form of a Contract amendment.

3.8.1.5. The parties will cooperate in good faith with each other in connection with
their obligations under this Section 3.8 and will perform their obligations under
the Transition Plan. If the Transition Period extends beyond the Contract term,
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the provisions of this Contract remain in effect for the duration of the Transition
Period.

3.8.1.6.  Contractor shall complete the transition of Agency Data and Services from
Contractor and its subcontractors to Agency and to any providers that Agency
designates, without causing any unnecessary interruption of or adverse impact
on the Services.

Without limiting the generality of the aforementioned obligations, Contractor shall:

3.8.1.6.1. Cooperate with Agency and any Agency-designated provider by
promptly taking all steps required to assist Agency in completing the
Transition Plan.

3.8.1.6.2. Provide Agency and any Agency-designated provider with all
information regarding the Subscription Services, Agency Data, and
Deliverables that these parties will need to complete the Transition Period.
This includes data conversions, data access or transfers, and interface
specifications.

3.8.1.7.  Promptly and orderly conclude all Services as Agency may direct. This
includes the return of property under Section 16.6, documentation of any work
in progress, and other measures.

3.8.2. Maintenance Portal. As set forth in Section 3.8 above, upon the termination of
the Contract or at the end of a Transition Period, at Agency’s option and subject to a
separate license agreement, Contractor shall maintain Agency’s CDBG-DR portal and
all Agency Data and provide Agency with access to Agency’s CDBG-DR portal and all
Agency Data through a “Maintenance Portal” to be maintained by Contractor.
Contractor’s Maintenance Portal provides Agency with access to Agency’s existing
CDBG-DR portal and all Agency Data for a limited number of users (the number of
users to be agreed upon between the parties). The Maintenance Portal includes:

e Hosting/Security in Microsoft FeEdRAMP Data Center (using Microsoft Azure
Commercial Cloud)

e Data Storage, Backup, and Recovery

e Technical Support

e Access to all cases and documents

e Access to CDBG-DR dashboard and reporting

e Access to Report Builder for ad hoc reporting

3.8.2.1. The Maintenance Portal does not include the ability to create new
applications or cases or edit current cases. Pricing for the Maintenance Portal
depends upon the number of records/cases maintained in the portal.

OHCS Contract No. 7322, CDBG-DR SOR
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3.8.3. Wind-Down. Upon the later of (i) the termination of this Contract or (ii) termination
of the Maintenance Portal or the end of the Transition Services, Contractor will: (i)
disable the Subscription Services and (ii) provide the Agency with a final extract of the
Agency Data via the Secure File Transfer Protocol (SFTP), within a reasonable time,
not to exceed thirty (30) Calendar Days from the date of the termination. The
extraction and transfer of the Agency Data will be provided without charge and
without any conditions or contingencies whatsoever (including but not limited to the
payment of any fees due to Contractor. Agency will pay Contractor all amounts
payable to Contractor for Deliverables or Services delivered, and pre-approved
expenses incurred through the end of the Contract or Transition Period; provided,
however, when such termination is due to the breach or bankruptcy of Contractor,
Agency will not be required to pay any amounts claimed by Contractor to be due until
Agency determines what, if any, setoffs are required and the remedies owed to
Agency are either agreed upon by Contractor through a settlement or ordered by a
court of competent authority.

4. CONTRACTOR’S PERSONNEL.

4.1.

Key Persons. Contractor acknowledges and agrees that Agency selected Contractor, and is
entering into this Contract, because of the special qualifications of Contractor's Key Persons
identified in Exhibit E. Contractor's Key Persons shall not delegate performance of their
powers and responsibilities they are required to provide under this Contract to another
Contractor employee(s) without first obtaining the written consent of Agency. Further,
Contractor shall not voluntarily re-assign or transfer a Key Persons to other duties or
positions such that the Key Person is no longer available to provide Agency with the
required expertise, experience, judgment, and personal attention, without first obtaining
Agency's written consent to such re-assignment or transfer, which Agency will not
unreasonably withhold or delay. Contractor agrees that all Key Persons and other staff are
to be located “on shore”, within the continental United States.

Notwithstanding the foregoing, Contractor may replace Key Persons without Agency’s
consent in the event any Key Persons are no longer available due to circumstances beyond
Contractor’s reasonable control, such as death, illness, or termination of employment with
Contractor. In the event Contractor requests that Agency approve a re-assignment or
transfer of the Key Persons, or if Contractor must replace Key Persons, Agency may review
the qualifications of, and approve or reject the proposed replacement(s) for the Key
Persons. Any such replacement must have substantially equivalent or better qualifications
than the Key Person being replaced. Any replacement personnel approved by Agency will
thereafter be deemed a Key Person for purposes of this Contract and Exhibit E deemed
amended to include such Key Person. Agency reserves the right to determine if a
replacement Key Person has acquired the project knowledge and skills necessary to perform
within the twenty-eight (28) Calendar Day period following Agency approval of the
replacement Key Person.

4.1.1. Contractor shall not charge Agency, and Agency will not pay, for a replacement Key
Person while such replacement acquires the project knowledge and skills necessary to
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4.2,

4.3.

4.4.

4.5.

4.6.

perform the Services. Such period of non-charge will be agreed upon by the parties
and will last for a minimum of fourteen (14) Calendar Days but not more than twenty-
eight (28) Calendar Days and will be reflected as an adjustment to a fee for a
Deliverable associated with the replacement Key Person’s Services.

Implementation Lead. Contractor shall designate an Implementation Lead as a Key Person
for the initial Implementation of the Subscription Services. A Client Success Manager (CSM)
will be assigned after the Implementation Period. The Implementation Lead and CSM shall
be familiar with Agency’s business operations and objectives. The Implementation Lead
and/or CSM will participate with Agency in periodic review sessions and will provide at
Agency’s request detailed progress reports that identify completed tasks and the status of
the Services required to deliver Subscription Services that meet Final Acceptance criteria.

Client Success Manager. Contractor shall designate a CSM as a Key Person for the duration
of the Contract. The CSM shall be familiar with Agency’s business operations and objectives.
The CSM will participate with Agency in regular meetings to be held, at least quarterly
unless requested more frequently by Agency, remotely via video conferencing and/or at
Agency’s offices in Salem, Oregon, as requested by the Agency (Agency will incur an
additional fee for required travel). The CSM must:

4.3.1. Provide measurement and monitoring reports in accordance with Exhibit B;

4.3.2. Review the Services and Contractor’s performance throughout the Contract and
discuss possible improvements;

4.3.3. Discuss Updates and Enhancements to the Services or any new technologies that
may be available for Agency;

4.3.4. Discuss any other Agency-raised issues or concerns; and
4.3.5. Provide at Agency’s request such other reports as Agency may request.

Contractor’s Employees and Subcontractors. Contractor shall not use subcontractors to
perform the Services without Agency’s prior written consent. Contractor represents that
any employees assigned to perform the Services, and any subcontractors performing the
Services, will perform the Services in accordance with the warranties set forth in Section 11
of this Contract.

Anti-Discrimination. Contractor certifies that Contractor has a written policy and practice
that meets the requirements described in ORS 279A.212 for preventing sexual harassment,
sexual assault, and discrimination against employees who are members of a protected
class. Contractor agrees, as a material term of this Contract, to maintain such policy and
practice in force during the entire Contract term. Contractor’s failure to maintain such
policy and practice constitutes a breach entitling Agency to terminate this Contract for
cause.

Pay Equity. As required by ORS 279B.235, Contractor shall comply with ORS 652.220 and
not unlawfully discriminate against any of its employees in the payment of wages or other
compensation for work of comparable character on the basis of an employee’s membership
in a protected class. “Protected class” means a group of persons distinguished by race,
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5.

5.1.

5.2.

5.3.

5.4.

5.5.

color, religion, sex, sexual orientation, national origin, marital status, veteran status,
disability, or age. Contractor’s compliance with this section is a material term of this
Contract, and Contractor’s failure to comply constitutes a breach entitling Agency to
terminate this Contract for cause.

4.6.1. Asrequired by ORS 279B.235, Contractor may not prohibit any of its employees
from discussing the employee’s rate of wage, salary, benefits, or other compensation
with another employee or another person. Contractor shall not retaliate against an
employee who discusses the employee’s rate of wage, salary, benefits, or other
compensation with another employee or another person.

INDEPENDENT CONTRACTOR; TAXES AND WITHHOLDING.

Independent Contractor. Contractor shall perform all Services as an independent
contractor. Although Agency reserves the right to evaluate the quality of the completed
performance, Agency cannot and will not control the means or manner of Contractor’s
performance. Contractor is responsible for determining the appropriate means and manner
of performing the Services. Contractor declares and certifies by execution of this Contract
that it is not an “officer,” “employee,” or “agent” of Agency, as those terms are used in ORS
30.265.

No Partnership. This Contract is not intended, and will not be construed, to create a
partnership or joint venture between State and Contractor. Nothing in this Contract will be
construed to make State and Contractor partners or joint venture participants.

Declaration and Certification as to Conflict of Interest. Contractor by execution of this
Contract declares and certifies that (i) its performance of the Services creates no potential
or actual conflict of interest as defined by ORS Chapter 244, for Contractor or any
Contractor personnel or Key Persons who will perform Services under this Contract; (ii) in
the event that Contractor or its personnel are either employed by or performing services
for the federal government, that no rules or regulations of the agency for which Contractor
or its personnel work or are employed prohibit Contractor or its personnel from providing
the Services under this Contract; and ; and (iii) this Contract and the delivery of Services
creates no other violation of ORS Chapter 244 for Contractor, its employees, agents, or
contractors.

Responsible for Taxes. Contractor is responsible for all federal and state taxes applicable to
compensation and other payments paid to Contractor under this Contract and, unless
Contractor is subject to backup withholding, Agency will not withhold from such
compensation and payments any amount to cover Contractor’s federal or state tax
obligations. Contractor is not eligible for any social security, unemployment insurance, or
workers’ compensation benefits from compensation or payments paid to Contractor under
this Contract, except as a self-employed individual.

Compliance with Tax Laws. Contractor shall, throughout the duration of this Contract,
comply with all tax laws of State and all applicable tax laws of any political subdivision of
State. Any violation of this section or of Contractor’s warranty in Section 11.1.7 constitutes
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5.6.

5.7.

a material breach of this Contract. Any violation of this section or Section 11.1.7 entitles
State to terminate this Contract, to pursue and recover damages that arise from the breach
and the termination of this Contract, and to pursue all other remedies available under this
Contract, at law, or in equity.

Foreign Contractor. If Contractor is not domiciled in or registered to do business in the
State of Oregon, Contractor shall promptly provide to the Oregon Department of Revenue
and the Secretary of State, Corporation Division, all information required by those agencies
relative to this Contract. Contractor shall demonstrate its legal capacity to perform the
Services under this Contract in the State of Oregon before entering into this Contract.

Disclosure of Social Security Number. Contractor shall provide Contractor’s Social Security
number unless Contractor provides a federal tax identification number. This number is
requested pursuant to ORS 305.385, OAR 125-246-0330(2)(d), and OAR 150-305.100. Social
Security numbers provided pursuant to this authority will be used for the administration of
state, federal, and local tax laws.

6. COMPENSATION.

6.1.

6.2.

6.3.

6.4.

6.5.

Maximum Compensation. Notwithstanding any other provision of this Contract to the
contrary, the maximum, not-to-exceed compensation that Agency will pay to Contractor is
One Million, Two Hundred Eighty-Three Thousand, and One Hundred Dollars ($1,283,100)
(the “Maximum Not-To-Exceed Compensation”), which includes payment for any allowable
expenses for which Contractor may request reimbursement under this Contract.

Payments. Payments are subject to all provisions of this Section 6. Agency shall make all
payments to Contractor through Agency’s electronic procurement system, currently
OregonBuys. Contractor must register in OregonBuys: https://oregonbuys.gov/bso/

6.2.1. Payment of Fixed Prices. Agency will pay to Contractor the fixed price listed in
Exhibit L for each Deliverable completed, delivered to, and Accepted by Agency.

Retention Amount for Implementation Services. Agency may hold back an amount (the “
Retention Amount”) of not more than fifteen percent (15%) of any amount that is payable
by Agency to Contractor for Implementation or for an Enhancement or Change Order, other
than amounts attributable to the purchase of equipment, hardware, or license of any Third
Party Intellectual Property. Agency will pay the then-accrued Retention Amount to
Contractor within thirty (30) Calendar Days following Final Acceptance.

Expenses. Agency will not pay or reimburse any expenses incurred by Contractor related to
the Subscription Services or during the completion of the Services except as authorized in
the applicable Statement Work and Exhibit L. Any such authorized travel expenses must
comply with the Oregon Travel Policy,
https://www.oregon.gov/das/Financial/Acctng/Documents/40.10.00.pdfincluding as
updated.

Invoices. Agency will pay Contractor not more than once each month upon Contractor’s
submission of a detailed invoice that sets forth the Subscription Services Fee and the fixed
prices due for other Services performed, and Deliverables Accepted by Agency. Such
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6.6.

6.7.

6.8.

invoices must comply with the requirements of this Section 6, identify the Deliverables
completed and Accepted, as applicable, for which Contractor seeks compensation, and
itemize and explain all authorized expenses for which reimbursement is claimed. Contractor
shall submit invoices to Agency’s Authorized Representative (or delegate). Agency will have
the right to review each such invoice for compliance with the requirements of this section
and any other relevant provisions of this Contract. Once Authorized Representative has
reviewed and approved all invoices Agency shall upload all approved invoices into the State
of Oregon’s eprocurement system, currently OregonBuys, for processing pursuant to
Section 6.2 above. All payments to Contractor are subject to ORS 293.462.

Limit on Payments. Contractor shall not submit invoices for, and Agency will not pay, any
amount in excess of the Maximum Not-To-Exceed Compensation. If this maximum amount
is increased by amendment of this Contract, pursuant to Section 7, the amendment must be
fully effective before Contractor performs additional Services or other Services or delivers
goods subject to the amendment. No payment will be made for any Services performed or
goods delivered before the Effective Date or after termination of this Contract.

Funds Available and Authorized. Contractor will not be compensated for Subscription
Services or Services performed under this Contract by any other agency or department of
the State of Oregon. Agency believes it has sufficient funds currently available and
authorized for expenditure to finance the costs of this Contract within Agency’s biennial
appropriation or limitation. Contractor understands and agrees that Agency’s payments
under this Contract are contingent on Agency receiving appropriations, limitations, or other
expenditure authority sufficient to allow Agency, in the exercise of its reasonable
administrative discretion, to continue to make payments under this Contract.

Contractor or Subrecipient Determination.

In accordance with the Oregon State Controller’s Oregon Accounting Manual, policy
30.40.00. 104, Agency’s determination is that:

|:| Recipient is a subrecipient [XIRecipient is a contractor

Catalog of Federal Domestic Assistance (CFDA) #(s) of federal funds to be paid through this
Contract: 14.228 Community Development Block Grant/State’s Program

7. AMENDMENTS.

This Contract may be amended, modified, or supplemented only by a written amendment or
Change Order or Change Request signed by State and Contractor that, if required by applicable
law, has been approved by Agency and for legal sufficiency by the State of Oregon Department of
Justice. Any amendment or Change Order or Change Request that provides for additional
Subscription Services, goods or other Services may only provide for Subscription Services, goods or
Services directly related to the scope of goods and services described in the RFQ, and no
amendment or Change Order or Change Request will be effective until all requisite signatures and
approvals are obtained. Either Agency or Contractor may request a change to this Contract,
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including to any of its exhibits, by submitting a written proposal describing the desired change to
the other party.

7.1.

Change Control. Subject to the conditions above, amendments to Exhibit A, the Statement
of Work; Exhibit B, Service Level Agreements; Exhibit J, Requirements; and related costs
may be managed through an Agency-authorized change control process that reflects at
least the processes described in this section. Either Agency or Contractor may request a
change by submitting a written proposal describing the requested change to the other
party. Agency’s and Contractor’s Authorized Representatives will review the written change
request and either mutually approve it for further analysis or reject it.

7.1.1. Analysis of Change Requests; Change Orders. The parties will analyze each change

request (that has not been rejected) in accordance with the authorized change
control process to determine the effect that the implementation of the change will
have on the applicable Statement of Work, Service Level Agreement, Requirements,
and related costs. If Contractor requests to make changes in its design or
implementation of the Subscription Services to enable the Subscription Services to
meet Requirements, such changes will be made at no cost to Agency, unless such
changes are due to the failure of Agency or its agents to perform their
responsibilities in a timely manner. If the analyzed change request is mutually
approved, the agreed-upon party will prepare a written change order, detailing all
modifications to the applicable Statement of Work, Service Level Agreements,
Requirements, and related costs (the “Change Order”). A Change Order at a
minimum must contain:

7.1.1.1.  The effective date of the Change Order;

7.1.1.2. A detailed description of the Services to be performed under the Change
Order;

7.1.1.3.  The particular specification or matter in the Contract which will be altered,
and the precise scope of that alteration;

7.1.1.4.  Whether the Change Order modifies critical path Deliverables or Milestones;

7.1.1.5.  Whether the changes are to be included in the Subscription Services for Go-
Live;

7.1.1.6.  Any change in the cost of the Services to be performed pursuant to the
Change Order; and

7.1.1.7. The cumulative cost changes of all Change Orders previously issued.

7.1.1.8. A Change Order may alter only that portion of a Statement of Work, Service
Level Agreement, Requirements and related costs to which it expressly relates
and must not otherwise affect the terms and conditions of this Contract. Both
parties must sign the Change Order to authorize the Services described therein
and incorporate the changes into this Contract. No Services may be performed
pursuant to the Change Order and no payment will be made on account of the
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Change Order until the Change Order is fully executed and all required State of
Oregon approvals are received.

7.1.1.8.1. A Change Order may alter only that portion of the Statement of
Work or Service Level Agreement, and related costs to which it expressly
relates and must not otherwise affect the terms and conditions of this
Contract.

7.1.1.8.2. A Change Order will not change Acceptance Criteria for previously
accepted deliverables unless explicitly stated in the Change Order.

7.1.1.8.3. Both parties must sign the Change Order to authorize the Services
described therein and incorporate the changes into this Contract.

7.1.1.8.4. No Services may be performed pursuant to the Change Order and no
payment will be made on account of the Change Order until the Change
Order is fully executed, and all required State of Oregon approvals are
received in writing, including, if applicable, approval by EIS, DAS, or DOJ.

7.1.2. Changes via Electronic Communication. Notwithstanding the foregoing and in
addition to the Change Order provisions above, upon approval from Agency, the
following changes to the Contract may be accomplished by electronic communication
(email acceptable) that document agreement by Contractor and Agency:

7.1.2.1.  Updates to Contractor’s Contract Administrator or Agency’s Contract
Administrator.

7.1.2.2.  Changes to Key Person(s).

7.1.2.3.  Transfers of funding between staff, between labor and other direct costs,
and/or between tasks, provided this does not result in an increase to the overall
Maximum Not-To-Exceed Compensation of the Contract.

7.1.2.4.  Modifications to Exhibit L, Payment Schedule, provided this does not result
in an increase to the overall Maximum Not-To-Exceed Compensation of the
Contract.

7.1.2.5. Modifications to the Project Implementation, provided this does not result
in an increase to the overall NTE of the Contract.

7.2. Payments. Subject to the foregoing provisions of this Section 7 and performance of the
Services, Agency will pay for Services performed pursuant to an Amendment or a Change
Order or Changes via Electronic Communication according to the acceptance and payment
procedures set forth in this Contract.

8. OWNERSHIP AND LICENSES.
8.1. This Contract does not contemplate any Customization, work-for-hire, or code developed

exclusively for Agency. In the event that the Parties agree that Contractor shall provide
such non-standard Professional Services the description of the services and applicable
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8.2.

8.3.

8.4.

8.5.

ownership rights with respect to such Professional Services will be set forth in a separately
executed Professional Services Agreement.

Contractor Intellectual Property. Contractor retains ownership of all Contractor
Intellectual Property that Contractor delivers to Agency pursuant to the Subscription
Services and the Services performed under this Contract. Contractor grants Agency a
license to the Subscription Services as set forth in Exhibit G. In the event that Work Product
is Contractor Intellectual Property, a derivative work developed by Contractor based on
Contractor Intellectual Property, or a compilation that includes Contractor Intellectual
Property, and provided Agency has paid any applicable licensing fee, Contractor grants
Agency a license to the Work Product during the term of this Contract as set forth in
Exhibit G to use, copy, display, distribute, and transmit Contractor Intellectual Property
employed in the Work Product, and to authorize others to do the same on Agency’s behalf.

Agency Data. Agency owns all Agency Data, including data entered into System via use of
the front-end for its designed purposes. Contractor hereby irrevocably assigns to Agency
any and all of its rights, title, and interest in all Agency Data, whether arising from
copyright, patent, trademark, trade secret, or any other state or federal intellectual
property law or doctrine. Upon Agency’s reasonable request, Contractor shall execute such
further documents and instruments to fully vest such rights in Agency.

Agency Intellectual Property. Agency owns all Agency Intellectual Property, including
Agency Data, provided to or collected by Contractor pursuant to this Contract. Agency
grants Contractor a right to use, copy, display, distribute, transmit and prepare derivative
works of Agency Intellectual Property, including Agency Data and Federally Funded
Customizations only to fulfill the purposes of this Contract. Agency’s license to Contractor
is limited by the term of the Contract and the confidentiality and security obligations of this
Contract.

Federally Funded Customizations. To the extent required by 2 CFR 200, HUD CDBG-DR
rules and regulations, Oregon revised Statutes, OHCS policies, and any other applicable
State or Federal law, any Customizations Contractor develops for Agency pursuant to this
Contract is the exclusive property of Agency. Agency has all right, title, and interest
(including ownership of copyright and trademark) to such Customizations as “Federally
Funded Customizations”. The U.S. Housing and Urban Department reserves a royalty-free,
nonexclusive, and irrevocable license to reproduce, publish, or otherwise use, and to
authorize others to use for federal government purposes, such Federally Funded
Customizations.

If for any reason the Federally Funded Customizations are not “work made for hire”
Contractor hereby irrevocably assigns to Agency any and all of its rights, title, and interest
in all Federally Funded Customizations delivered under this Contract, whether arising from
copyright, patent, trademark, trade secret, or any other state or federal intellectual
property law or doctrine. Upon Agency’s reasonable request, Contractor shall execute such
further documents and instruments to fully vest such rights in Agency. Contractor waives
any and all rights relating to Federally Funded Customizations created pursuant to this
Contract, including without limitation any and all rights arising under 17 USC 106A or any
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8.6.

8.7.

8.8.

8.9.

other rights of identification of authorship or rights of approval, restriction, or limitation on

use or subsequent modifications.

8.5.2 Agency grants Contractor a perpetual non-exclusive, irrevocable, royalty-free,
world-wide license to use, copy, execute, perform, modify, display, distribute, and
transmit the Federally Funded Customizations to other governmental entities, and
to prepare derivative works of Federally Funded Work Product, and to authorize
others to do the same on Contractor’s behalf, for other governmental entities.

8.5.3 Contractor shall not charge a development, licensing, or user fee to any state,
federal, or local governmental entity when distributing copies of, and transferring
or sublicensing rights to, the Federally Funded Customizations to such entity.
Contractor may recover costs of transferring or making such Federally Funded
Customizations available from the receiving entity. For purposes of Section 8,
Contractor’s exercise of its right to transfer or sublicense according to this Section
will be considered an activity performed by Contractor under this Contract.

Third Party Intellectual Property. Unless otherwise specified in a Statement of Work that
Agency, on its own, will acquire and obtain a license to Third Party Intellectual Property,
Contractor shall secure on Agency’s behalf, in the name of Agency and subject to Agency’s
approval, a license to Third Party Intellectual Property necessary for Agency to access and
receive the benefit of the Subscription Services. Licenses for Third Party Intellectual
Property are set forth in Exhibit H, and Exhibit H will be deemed to include any additional
licenses for Third Party Intellectual Property approved by Agency. In the event that
Federally Funded Work Product is Third Party Intellectual Property, a derivative work
based on Third Party Intellectual Property, or a compilation that includes Third Party
Intellectual Property, Contractor shall secure on Agency’s behalf and in the name of
Agency an irrevocable, non-exclusive, perpetual, royalty-free license to use, reproduce,
prepare derivative works based upon, distribute copies of, perform and display the Third
Party Intellectual Property and the pre-existing elements of the Third Party Intellectual
Property employed in the Federally Funded Work Product, and to authorize others to do
the same on Agency’s behalf.

Open Source Elements. Contractor represents that there are no open-source elements
connected with the Software or Services.

No Rights. Except as expressly set forth in this Contract, nothing in this Contract may be
construed as granting to or conferring upon Contractor any right, title, or interest in any
intellectual property that is now owned or subsequently owned by Agency. Except as
expressly set forth in this Contract, nothing in this Contract may be construed as granting
to or conferring upon Agency any right, title, or interest in any Contractor Intellectual
Property that is now owned or subsequently owned by Contractor.

No Rights in Marks. Neither party grants the other the right to use its trademarks, trade
names, service marks or other designations in any promotion or publication without prior
written consent. Each party grants only the licenses and rights specified in this Contract.
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8.10.

Competing Services. Subject to the provisions of this Section 8, and Contractor’s
obligations with respect to Confidential Information, including as defined in Section 9,
nothing in this Contract precludes or limits in any way the right of Contractor to: (i) provide
services similar to those contemplated in this Contract, or, consulting or other services of
any kind or nature whatsoever to any individual or entity as Contractor in its sole discretion
deems appropriate, or (ii) develop for Contractor or for others, deliverables or other
materials that are competitive with those produced as a result of the Services provided
hereunder, irrespective of their similarity to the Deliverables. Each party is free to utilize
any concepts, processes, know-how, techniques, improvements or other methods it may
develop during the course of performance under this Contract, free of any use restriction
or payment obligation to the other.

9. CONTRACTOR’S DUTIES OF CONFIDENTIALITY AND NON-DISCLOSURE.

9.1.

9.2.

Confidential Information. Contractor acknowledges that it and its employees, agents, or
subcontractors may, in the course of providing the Subscription Services and performing
the Services under this Contract, be exposed to or acquire information that is confidential
to Agency or Agency’s clients. Any and all information of any form obtained by Contractor
or its employees, subcontractors, or agents in the performance of this Contract, including
Agency Data, is deemed to be confidential information of Agency (“Confidential
Information”). Contractor shall treat any reports or other documents or items (including
data aggregations) that result from the use of the Confidential Information in the same
manner as the Confidential Information. Confidential Information does not to include
information that (i) is or becomes (other than by disclosure by Contractor) publicly known;
(i) is furnished by Agency to others without restrictions similar to those imposed by this
Contract; (iii) is rightfully in Contractor’s possession without the obligation of nondisclosure
prior to the time of its disclosure under this Contract; (iv) is obtained from a source other
than Agency without the obligation of confidentiality, (v) is disclosed with the written
consent of Agency, or; (vi) is independently developed by employees, agents or
subcontractors of Contractor who can be shown to have had no access to the Confidential
Information.

Non-Disclosure. Contractor, its employees, agents, and subcontractors shall hold
Confidential Information in confidence, using the highest standard of care applicable, and
shall not copy, reproduce, sell, assign, license, market, transfer or otherwise dispose of,
give, or disclose Confidential Information to third parties (other than its authorized
subcontractors), or use Confidential Information for any purposes whatsoever other than
the provision of Services to Agency hereunder, and shall advise each of its employees and
agents of their obligations to keep Confidential Information confidential. Contractor shall
assist Agency in identifying and preventing any unauthorized use or disclosure of any
Confidential Information. Without limiting the generality of the foregoing, Contractor shall
advise Agency immediately in the event Contractor learns or has reason to believe that any
person who has had access to Confidential Information has violated or intends to violate
the terms of this Contract, and Contractor will at its expense cooperate with Agency in
seeking injunctive or other equitable relief in the name of Agency or Contractor against any

OHCS Contract No. 7322, CDBG-DR SOR
Page 21 of 77

CK



DocuSign Envelope ID: AA4D2618-6DBA-4C37-AA59-2DB8511239E4

9.3.

9.4.

9.5.

9.6.

9.7.

9.8.

such person. Contractor shall not at any time during or after the term of this Contract,
except as directed by Agency, disclose, directly or indirectly, any Confidential Information to
any person, except in accordance with this Contract, and that upon termination of this
Contract or at Agency’s request, Contractor shall deliver to Agency all documents, papers,
and other matter in Contractor's possession that embody Confidential Information.
Notwithstanding the foregoing and unless otherwise specified in this Contract, Contractor
may keep one copy of such Confidential Information necessary for quality assurance, audits
and evidence of performance of the Services for a period not beyond two years or as
otherwise required by law.

Privacy and Security Requirements. Contractor and its employees, agents, and
subcontractors shall comply with laws, regulations, and policies governing access to and use
of Agency Data, including as required in Exhibit K, Security and Hosting Requirements, as
they are stated elsewhere in this Contract, and as such laws, regulations, and policies are
updated or otherwise made available to Contractor.

Non-Disclosure Agreement. Contractor shall upon Agency’s request provide a written non-
disclosure agreement and obtain such from Contractor’s employees, agents, and
subcontractors performing Services under this Contract.

Background Check. Contractor’s employees, agents and subcontractors that will perform
Services under this Contract must submit to a background check conducted by the State.
Such background check must occur prior to arrival on Agency premises or prior to access of
Agency Confidential Information, whichever occurs first. Background checks will be
performed at Contractor expense. Agency in its sole discretion has the right to reject any
Contractor employee, agent, or subcontractor, or limit any such person’s access to the
Subscription Services or premises based on the results of the background check.

Confidentiality Policies. Contractor shall, upon Agency’s request, provide its policies and
procedures for safeguarding Confidential Information to Agency for Agency’s review and
consent. Such policies must address information conveyed in oral, written, and electronic
format and include procedures for how Contractor will respond when a violation or possible
violation occurs.

Injunctive Relief. Contractor acknowledges that breach of this Section 9, including
disclosure of any Confidential Information, will cause irreparable injury to Agency that is
inadequately compensable in damages. Accordingly, Agency may seek and obtain injunctive
relief against the breach or threatened breach of the foregoing undertakings, in addition to
any other legal remedies that may be available. Contractor acknowledges and agrees that
the covenants contained herein are necessary for the protection of the legitimate business
interests of Agency and are reasonable in scope and content.

Publicity. Contractor agrees that it will not disclose the form, content or existence of this
Contract or any Deliverable in any advertising, press releases or other materials distributed
to prospective customers, or otherwise attempt to obtain publicity from its association with
Agency or the State of Oregon, whether or not such disclosure, publicity or association
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implies an endorsement by Agency or the State of Oregon of Contractor’s services, without
the prior written consent of Agency.

10. CONTRACTOR’S PROPRIETARY INFORMATION; OREGON PUBLIC RECORDS LAWS. Agency will
use reasonable efforts to maintain the confidentiality of any proprietary information received
from Contractor and will not use such proprietary information except to fulfill its obligations
under this Contract and applicable state and federal law. Contractor acknowledges and agrees
that any obligation of Agency to maintain the confidentiality of Contractor’s proprietary
information is conditioned by and subject to Agency’s obligations under the Oregon Public
Records Laws, including ORS 192.311 to 192.478, which may require disclosure of proprietary
information as a “public record” unless exempt under ORS 192.345 or ORS 192.355, and the
provisions for the custody and maintenance of public records, ORS 192.005 to 192.170. If
Agency receives a public records request for Contractor’s Proprietary Information, unless
otherwise prohibited by law, Agency shall notify Contractor of the receipt of the request and
Agency’s intention to disclose Contractor’s Proprietary Information pursuant to the public
records request, as soon as practicable, but in any event prior to the disclosure of Contractor’s
Proprietary Information pursuant to the public records request.

10.1. Agency may disclose Contractor proprietary information to its third party Quality
Assurance contractor, and to State and federal oversight authorities only to the extent

required to make required reports, to comply with requests for information, or to comply
with an audit.

10.2. The confidentiality obligations imposed by this Section 10 do not apply to: (i) information
that becomes part of the public domain through lawful means and without breach of any
confidentiality obligation by the recipient; (ii) information subsequently and rightfully
received from third parties who have the necessary rights to transfer the information
without any obligation of confidentiality; (iii) information known to the recipient prior to
the effective date of this Contract without obligation of confidentiality; (iv) information
independently developed by recipient and documented in writing without use of, or
reference to, any Contractor proprietary information; or (v) information required to be
disclosed by compulsory judicial or administrative process or by law or regulation; provided
that if Agency is required to disclose Contractor proprietary information under clause (v),
Agency will first give Contractor notice and provide such information as may reasonably be
necessary to enable Contractor to take action to protect its interests.

10.3. Injunctive Relief. Agency acknowledges that Agency’s use and disclosure of Contractor’s
proprietary information not in accordance with this Section 10 will cause irreparable injury
to Contractor that is inadequately compensable in damages. Accordingly, Contractor may
seek and obtain injunctive relief against the breach or threatened breach of this Section
10. Agency acknowledges and agrees that the covenants contained herein are necessary
for the protection of the legitimate business interests of Contractor and are reasonable in
scope and content.

11. CONTRACTOR’S REPRESENTATIONS AND WARRANTIES.
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11.1. Contractor’s General Representations and Warranties. Contractor represents and warrants
to Agency that:

11.1.1. Contractor has the power and authority to enter into and perform this Contract.

11.1.2. This Contract, when executed and delivered, will be a valid and binding obligation
of Contractor enforceable according to its terms.

11.1.3. Contractor will, at all times during the term of this Contract, be qualified to do
business in the State of Oregon, professionally competent and duly licensed to
perform the Services.

11.1.4. Contractor is not in violation of, charged with nor, to the best of Contractor’s
knowledge, under any investigation with respect to violation of, any provision of any
federal, state or local law, ordinance or regulation or any other requirement or order
of any governmental or regulatory body or court or arbitrator applicable to provision
of the Services, and Contractor’s provision of the Subscription Services or other
Services will not violate any such law, ordinance, regulation or order.

11.1.5. Contractor’s performance under this Contract to the best of Contractor's
knowledge creates no potential or actual conflict of interest, as defined by ORS 244,
for either Contractor or any Contractor personnel or Key Persons that will perform
Services under this Contract and creates no other violation of ORS Chapter 244 for
Contractor, its agents, or contractors.

11.1.6. The Certification Statement For Independent Contractor in the form attached
hereto as Exhibit D, is true and accurate as of the Effective Date, and Contractor will
notify Agency in writing if the information or certification changes during the term of
this Contract such that the attached Exhibit D is no longer true and accurate.

11.1.7. To the best of Contractor’s knowledge, after due inquiry, for a period of no fewer
than six (6) calendar years preceding the Effective Date, faithfully has complied with:

11.1.7.1. All tax laws of State, including but not limited to ORS 305.380(4), ORS
305.620 and ORS chapters 316, 317, and 318;

11.1.7.2. Any tax provisions imposed by a political subdivision of State that applied to
Contractor, to Contractor’s property, operations, receipts, or income, or to
Contractor’s performance of or compensation for any work performed by
Contractor;

11.1.7.3. Any tax provisions imposed by a political subdivision of State that applied or
apply to Contractor, or to goods, services, or property, whether tangible or
intangible, provided by Contractor; and

11.1.7.4. Any rules, regulations, charter provisions, or ordinances that implemented
or enforced any of the foregoing tax laws or provisions.

11.1.8. Contractor has no undisclosed liquidated and delinquent debt owed to State or any
department or agency of State.
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11.2. Contractor’s Performance Warranties. Contractor represents and warrants to Agency that:

11.2.1. Contractor has the skill and knowledge possessed by well-informed members of its
trade or profession and Contractor will apply that skill and knowledge with care and
diligence, so Contractor and Contractor’s employees and any authorized
subcontractors perform the Services described in this Contract in accordance with the
highest standards prevalent in the industry or business most closely involved in
providing the Services that Contractor is providing to Agency pursuant to this
Contract.

11.2.2. Commencing at Final Acceptance, the Documentation sufficiently describes
features, functionality, and operation of the System as applicable; (b) the System, as
applicable, conforms to the Documentation and is free from defects in material and
workmanship; (c) the System does not contain any viruses or other malicious threats,
programs, features, or devices (“Viruses”) that could harm Agency, and Contractor
uses commercially reasonable efforts to prevent and eradicate such Viruses.
Contractor shall maintain the System in a manner which minimizes errors and
interruptions and shall perform the Services in a professional and workmanlike
manner. Notwithstanding the foregoing, the System may be temporarily unavailable
for scheduled maintenance or for unscheduled emergency maintenance, or because
of other causes beyond Contractor’s reasonable control, but Contractor shall use
reasonable efforts to provide advance notice by e-mail of any scheduled service
disruption.

11.2.3. Contractor shall comply with the standards established by the Project Management
Institute (PMI) as described in the Project Management Body of Knowledge (PMBOK),
sixth or more current edition, the Software Engineering Institute supplemented by
standards set forth in ISO 12207, as well as standards established by DAS for quality
assurance services.

11.2.4. Contractor shall comply with the applicable requirements set forth in DAS Oregon
Statewide IT and Information Security Policies, found at
https://www.oregon.gov/das/Pages/policies.aspx#IT as those policies are amended
from time to time. In the event of a DAS IT Policy amendment that impacts the
Services, the required change will be managed according to the Change Control
process in Section 7.1 of this Contract.

11.2.5. Except as otherwise provided in this Contract, Contractor shall transfer all
Deliverables to Agency free and clear of any and all restrictions on or conditions of
transfer, modification, licensing, sublicensing, direct or indirect distribution, or
assignment, and free and clear of any and all liens, claims, mortgages, security
interests, liabilities, and encumbrances of any kind.

11.2.6. Except as otherwise set forth in this Contract, any subcontractors performing work
for Contractor under this Contract have assigned all of their rights in the Deliverables
to Contractor or Agency and no third party has any right, title or interest in any
Deliverables supplied to Agency under this Contract.
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11.3.

11.2.7. Contractor will maintain, operate and enforce, prior to the receipt of, and during
the period in which Contractor has possession of or access to, any Personal
Information, an active and effective information security program that at minimum
complies with the requirements of the Oregon Consumer Information Protection Act
(ORS 646A.600 et. seq.) to preserve the security and confidentiality of all Personal
Information that is contained in any document, record, compilation of information or
other item to which Contractor receives access, possession, custody or control.

11.2.8. The Subscription Services are free of what are commonly defined as viruses,
backdoors, worms, spyware, malware and other malicious code that hampers
performance of the System, unlawfully collects information on users, or prevent the
System from performing as required under the terms and conditions of this Contract.
Notwithstanding the foregoing, this representation and warranty does not include a
disabling device that limits, suspends or ends use of the Subscription Services
expressly permitted by the terms and conditions by the license under which it was
provided.

Warranties exclusive; disclaimers. The warranties set forth in this Contract are exclusive
and in lieu of all other warranties, whether express or implied, and Contractor expressly
disclaims all other warranties, including any implied warranties of merchantability, or
fitness for a particular purpose. Contractor does not warrant that Agency’s use of the
Subscription Services will be uninterrupted or error free.

The warranties stated above will not apply to the extent that there has been misuse
(including, but not limited to, any use of the Subscription Services capacity or capability,
other than that authorized by Contractor in writing), accident, modification, unsuitable
physical or operating environment, operation in other than the specified operating
environment, improper maintenance by Agency or a third party, or failure or damage
caused by a product or a third party for which Contractor is not responsible.

12. INDEMNITIES.

12.1.

General Indemnity. Subject to Section 13, Contractor shall defend, save, hold harmless,
and indemnify the State of Oregon and Agency and their officers, employees and agents
from and against all third party claims, suits, actions, losses, damages, liabilities, statutory
penalties, costs and expenses of any nature whatsoever, including personal injury, death,
damage to real property and damage to tangible or intangible personal property resulting
from, arising out of, or relating to the intentional, reckless or negligent acts or omissions of
Contractor or its officers, employees, subcontractors, or agents under this Contract,
including: (i) any claim that Contractor, a subcontractor, or Contractor’s staff or a
subcontractor’s staff are employees of State or Agency for any reason, and (ii) any claim
against State or Agency, which, if true, would constitute a breach by Contractor of any of
the representations, warranties, or covenants set forth in this Contract. Without limiting
the generality of the foregoing, Contractor will have no obligation to indemnify Agency or
the State of Oregon from and against any claims, suits, actions, losses, damages, liabilities,
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12.2.

12.3.

costs and expenses attributable solely to the acts or omissions of Agency or the State of
Oregon, and their officers, employees or agents.

Intellectual Property (IP) Indemnity. In addition to and without limiting the generality of
Section 12.1, Contractor expressly agrees to indemnify, defend and hold the State of
Oregon and its agencies, subdivisions, officers, directors, employees and agents harmless
from any and all third party claims, suits, actions, losses, damages, liabilities, statutory
penalties, costs and expenses of any nature whatsoever resulting from, arising out of or
relating to any claims that the Deliverables, Services, or use thereof infringe or violate any
patent, copyright, trade secret, trademark, trade dress, mask work, utility design, or other
proprietary right (collectively, “Intellectual Property Rights”) of any third party. If
Contractor believes at any time that one or more Deliverables or the Services infringe a
third party’s Intellectual Property Rights, Contractor may upon receipt of Agency’s prior
written consent, which Agency will not unreasonably withhold, (i) replace an infringing
item with a non-infringing item that meets or exceeds the performance and functionality
of the replaced item; or (ii) obtain for Agency the right to continue to use the infringing
item; or (iii) modify the infringing item to be non-infringing, provided that, following any
replacement or modification made pursuant to the foregoing, the Deliverable(s) and
Services continue to function in material conformance with their specifications and meet
their Acceptance Criteria. Contractor’s failure or inability to accomplish any of the
foregoing will be deemed a material breach of this Contract, and State may pursue any
rights and remedies available to it under this Contract, including termination. Contractor
will not be liable under this Section 12.2 for any claim for infringement based solely on the
following:

12.2.1. Agency’s modification of the Deliverables or the Services other than as
contemplated by this Contract, a Deliverable, the Requirements or Services
specifications, or as otherwise authorized by Contractor in writing;

12.2.2. Use of the Deliverables or the Services in a manner other than as contemplated in
this Contract, a Deliverable, Requirements or Services specifications, or as otherwise
authorized by Contractor in writing; or

12.2.3. Use of the Deliverables or the Services in combination, operation, or use of with
other products other than as contemplated by this Contract, a Deliverable, the
Requirements or Services specifications, or as otherwise authorized by Contractor in
writing.

Control of Defense and Settlement. Contractor’s obligation to indemnify State as set forth
in Sections 12.1 and 12.2 is conditioned on Agency providing to Contractor prompt
notification of any claim or potential claim of which Agency becomes aware that may be
the subject of those sections. Contractor will have control of the defense and settlement of
any claim that is subject to Section 12.1 or Section 12.2; however, neither Contractor nor
any attorney engaged by Contractor will defend the claim in the name of the State of
Oregon or any agency of State, nor purport to act as legal representative of the State of
Oregon or any of its agencies, without the approval of the Attorney General, nor will
Contractor settle any claim on behalf of the State of Oregon without the approval of the
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12.4.

12.5.

12.6.

Attorney General. State, at its election and expense, assume its own defense and
settlement in the event that State determines that Contractor is prohibited from defending
the State of Oregon, is not adequately defending the State of Oregon’s interests, or that an
important governmental principle is at issue and the State of Oregon desires to assume its
own defense.

Damages to State Property and Employees. Contractor shall be liable for all claims, suits,
actions, losses, damages, liabilities, costs and expenses for personal injury, including death,
damage to real property and damage to tangible or intangible personal property of State
or any of its employees resulting from, arising out of, or relating to the intentional, reckless
or negligent acts or omissions of Contractor or its officers, employees, subcontractors, or
agents under this Contract.

Data and Network Services. Except to the extent that a claim or loss results from the
negligent, reckless or intentional acts or omissions of Agency, Contractor shall assume
liability for all claims or losses related to Agency Data loss or breach of security caused
directly or indirectly by or resulting from the Services or Services provided by Contractor
subject to Section 13.

Insurance. Contractor shall provide insurance as required by Exhibit C.

13. LIMITATION OF LIABILITY.

13.1.

13.2.

EXCEPT FOR LIABILITY ARISING OUT OF OR RELATED TO (i) SECTION 12.1, GENERAL
INDEMNITY, (ii) SECTION 12.2, IP INDEMNITY, (iii) SECTION 12.5, DATA AND NETWORK
SERVICES, (iv) SECTION 9, CONTRACTOR’S DUTIES OF CONFIDENTIALITY AND NON-
DISCLOSURE, (v) SERVICE CREDITS OR LIQUIDATED DAMAGES ASSESSED UNDER THIS
CONTRACT, OR (vi) CLAIMS FOR PERSONAL INJURY, INCLUDING DEATH, OR DAMAGE TO
REAL PROPERTY OR TANGIBLE OR INTANGIBLE PERSONAL PROPERTY ARISING FROM THE
NEGLIGENCE, RECKLESS CONDUCT OR INTENTIONAL ACTS OF CONTRACTOR, ITS OFFICERS,
EMPLOYEES OR AGENTS, CONTRACTOR'S LIABILITY FOR DAMAGES TO THE STATE FOR ANY
CAUSE WHATSOEVER IS BE LIMITED TO ONE AND ONE HALF TIMES THE MAXIMUM NOT TO
EXCEED COMPENSATION UNDER THIS CONTRACT.

EXCEPT FOR LIABILITY TO THIRD PERSONS ARISING OUT OF OR RELATED TO (i) SECTION
12.1, GENERAL INDEMNITY, (ii) SECTION 12.2, IP INDEMNITY, (iii) SECTION 12.5, DATA AND
NETWORK SERVICES, (iv) SECTION 9, CONTRACTOR’S DUTIES OF CONFIDENTIALITY AND
NON-DISCLOSURE, OR (v) CLAIMS FOR PERSONAL INJURY, INCLUDING DEATH, OR DAMAGE
TO REAL PROPERTY OR TANGIBLE OR INTANGIBLE PERSONAL PROPERTY ARISING FROM
THE NEGLIGENCE, RECKLESS CONDUCT OR INTENTIONAL ACTS OF CONTRACTOR, ITS
OFFICERS, EMPLOYEES OR AGENTS NEITHER PARTY WILL BE LIABLE TO THE OTHER FOR
ANY LOST PROFITS, LOST SAVINGS, OR PUNITIVE, INDIRECT, EXEMPLARY, CONSEQUENTIAL,
OR INCIDENTAL DAMAGES.

14. EVENTS OF DEFAULT.

14.1.

Default by Contractor. Contractor will be in default under this Contract if:
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14.2.

14.1.1. Contractor institutes or has instituted against it insolvency, receivership or
bankruptcy proceedings which are not dismissed within sixty (60) Calendar Days of
their commencement, makes an assignment for the benefit of creditors, or ceases
doing business on a regular basis; or

14.1.2. Contractor no longer holds a license or certificate that is required for Contractor to
provide the Subscription Services or to otherwise perform the Services and Contractor
has not obtained such license or certificate within thirty (30) Business Days after
delivery of Agency’s notice or such longer period as Agency may specify in such
notice; or

14.1.3. Contractor commits any material breach of any covenant, warranty, obligation or
certification under this Contract, fails to provide the Subscription Services or to
perform the Services in conformance with the specifications and warranties provided
herein, or clearly manifests an intent not to perform future obligations under this
Contract, and such breach or default is not cured, or such manifestation of an intent
not to perform is not corrected by reasonable written assurances of performance
within thirty (30) Business Days after delivery of Agency’s notice or such longer period
as Agency may specify in such notice; or

14.1.4. Contractor has liquidated and delinquent debt owed to State or any department or
agency of State.

Default by Agency. Agency will be in default under this Contract if:

14.2.1. Agency fails to pay Contractor any amount not under dispute per Final Acceptance,
Section 3.6, pursuant to the terms of this Contract, and Agency fails to cure such
failure within thirty (30) Business Days after delivery of Contractor’s notice or such
longer period as Contractor may specify in such notice; or

14.2.2. Agency commits any material breach or default of any covenant, warranty, or
obligation under this Contract, fails to perform its commitments hereunder within the
time specified or any extension thereof, and Agency fails to cure such failure within
thirty (30) Business Days after delivery of Contractor’s notice or such longer period as
Contractor may specify in such notice.

15. REMEDIES.

15.1.

Agency’s Remedies. In the event Contractor is in default under Section 14.1, Agency may,
at its option, pursue any or all of the remedies available to it under this Contract and at
law or in equity, which include, without limitation:

15.1.1. Requiring Contractor to stop work under Section 17;
15.1.2. Termination under Section 16.2;

15.1.3. Withholding or offsetting payment for erroneous invoices for the Subscription
Services or other Services that Contractor is obligated but has failed to perform in
accordance with this Contract, including warranties in Section 11;
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15.2.

15.3.

15.4.

15.1.4. With respect to Hardware, Services, and System for which Agency has paid before
Final Acceptance of the Implementation, rejecting the Services and Deliverables, and
returning the Hardware and System to Contractor for which Agency has paid, in
exchange for a return of all moneys previously paid for such Deliverables, Services,
Hardware, and System, and initiation of an action or proceeding for damages, specific
performance, declaratory or injunctive relief;

15.1.5. Assessment of damages and liquidated damages as a result of Contractor’s failure
to provide the Services or Deliverables as and when required by a Statement of Work,
or as a result of Contractor’s failure to meet the performance standards and Service
Level Agreements specified in Exhibit B. If Agency recovers actual damages in addition
to service credits or liquidated damages, Agency will reduce such actual damages by
the amounts received as service credits or liquidated damages for the same event(s)
causing the actual damages.

15.1.6. Exercise its right of setoff;

15.1.7. Undertake collection by administrative offset, or garnishment if applicable, of all
monies due for Services and Deliverables to recover liquidated and delinquent debt
owed to State or any department or agency of State. Offsets or garnishment may be
initiated after Contractor has been given notice if required by law; and

15.1.8. Pursue the tax compliance remedies described in Section 18.

Agency Remedies for Repetitive Service Level Agreement Failures. Notwithstanding the
right of Agency to receive service credits and to assess liquidated damages, Agency will
have the right to pursue remedies for breach of contract if Contractor commits a material
breach of the performance standards set forth in this Contract, including a Statement of
Work, and the Service Level Agreements in Exhibit B three or more times within a sixty (60)
day period. A material breach of performance standards includes repeated or excessive
failures to meet any individual or combination of performance standards or Service Level
Agreements. A cure period is not required in the event of repeated or excessive failure to
meet performance standards or a Service Level Agreement.

Tax Compliance Remedies. The Oregon Department of Revenue may take any and all
actions permitted by law relative to the collection of taxes due to State or a political
subdivision, including (i) garnishing Contractor’s compensation under this Contract or (ii)
exercising a right of setoff against Contractor’s compensation under this Contract for any
amounts that may be due and unpaid to State or its political subdivisions for which the
Department of Revenue collects debts.

Remedies Cumulative. These Agency remedies are cumulative to the extent the remedies
are not inconsistent, and Agency may pursue any remedy or remedies singly, collectively,
successively or in any order whatsoever. If it is determined for any reason that Contractor
was not in default under Section 14.1, the rights and obligations of the parties will be the
same as if this Contract was terminated pursuant to Section 16.1.
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15.5.

Contractor’s Remedies. In the event Agency terminates this Contract as set forth in Section
16.1, or in the event Agency is in default under Section 14.2 and whether or not Contractor
elects to exercise its right to terminate the Contract under Section 16.3, Contractor’s sole
monetary remedy will be a claim for (i) any unpaid invoices for Subscription Service Fees or
for Deliverables completed, delivered and Accepted; and, (ii) for partial months, the
prorated number of days Contractor provided Subscription Services during the month; and
(iii) for incomplete Deliverables an amount calculated by determining the percentage of
Services completed for each unpaid Deliverable and applying that percentage to the fixed
price for the Deliverable as set forth in the applicable Statement of Work and any
authorized expenses incurred. If previous amounts paid to Contractor exceed the amount
due to Contractor under this section, Contractor shall pay any excess to Agency upon
written demand.

16. TERMINATION.

16.1.

16.2.

16.3.

16.4.

16.5.

State’s Right to Terminate. State may, at its sole discretion, terminate this Contract as
follows:

16.1.1. Agency may terminate this Contract upon at least thirty (30) Calendar Days’ prior
written notice to Contractor.

16.1.2. Agency may terminate this Contract if Agency fails to receive funding,
appropriations, limitations or other expenditure authority at levels sufficient to pay
for Contractor’s Services.

16.1.3. Agency may terminate this Contract if federal or state laws, regulations, or
guidelines are modified or interpreted in such a way that the performance of the
Services under this Contract is prohibited or Agency is prohibited from paying for such
Services from the planned funding source.

16.1.4. Agency may terminate this Contract if Agency does not receive authorization from
EIS to continue the Services, or EIS authorization is withdrawn or modified in a way
that performance of the Services under this Contract is prohibited or no longer in the
best interest of State.

State’s Right to Terminate for Cause. In addition to any other rights and remedies State
may have under this Contract, State may terminate this Contract, in whole or in part,
immediately upon written notice to Contractor of Contractor’s default under Section 14.1.

Contractor’s Right to Terminate for Cause. Contractor may terminate this Contract upon
Agency’s default under Section 14.2.

Mutual Termination. The parties may agree to terminate this Contract upon at least thirty
(30) Calendar Days’ prior written agreement.

Extension of Termination Date. In addition to State’s right to extend the term of the
Contract, State may extend the effective period of the Contract one or more times as it
elects in its discretion, provided that the total of all such extensions does not exceed one
hundred eighty (180) Calendar Days following the termination date in place immediately
prior to the initial extension under this section. State will provide notice of an extension
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16.6.

under this section to Contractor within thirty (30) Calendar Days of the then-scheduled
Contract termination date.

Disposition and Return of Property. Upon termination of this Contract for any reason
whatsoever, Contractor shall immediately deliver to Agency all of Agency’s property, which
includes Agency’s Confidential Information and any Deliverables for which Agency has
made payment in whole or in part, that are in the possession or under the control of
Contractor in a format that is acceptable to Agency. Contractor shall also comply with the
applicable provisions of Exhibit K with respect to Agency Data.

16.6.1. Any Deliverable returned or delivered to Agency pursuant to this section may be
provided without the warranties set forth in Section 11.2, unless the Deliverable is
Accepted.

16.6.2. Contractor shall maintain protections required by law or this Contract for any
retained Agency property for so long as Contractor (including through any
subcontractor) retains the property.

17. STOP WORK ORDER. Agency may, at any time, by written notice to Contractor, require
Contractor to stop all or any part of the Services required by this Contract for a period of up to
ninety (90) Calendar Days after the date of the notice, or for any further period to which the
parties may agree. Upon receipt of the notice, Contractor shall immediately comply with the
Stop-Work Order terms and take all necessary steps to minimize the incurrence of costs
allocable to the work affected by the Stop Work Order notice. Within a period of ninety (90)
Calendar Days after issuance of the written notice, or within any extension of that period to
which the parties have agreed, Agency will either:

17.1.1. Cancel or modify the Stop Work Order by a supplementary written notice; or
17.1.2. Terminate the work under Section 16.1, 16.2, or 16.4, Termination.

17.1.3. If the Stop Work Order is canceled or Agency issues a notice directing Contractor to
resume Services, Agency may, after receiving and evaluating a request from
Contractor, make an adjustment in the time required to complete the Services by a
duly executed amendment, inclusive of any ramp-up time required to for Contractor
to resume Services. Any such Contractor request must be in the form of a Change
Request under Section 7.1 and must be received by Agency within 10 (ten) Business
Days of Agency’s notice canceling the Stop Work Order or directing Contractor to
resume Services.

17.1.4. Subject to Sections 3.2 and 6.1, Not-to-Exceed Compensation, a fee of $500.00 per
week will be assessed to the Agency for each week implementation is delayed beyond
the agreed upon timeline where the delay is caused solely by the Agency.

18. COMPLIANCE WITH APPLICABLE LAW.

18.1. Compliance with Law Generally. Contractor shall comply with all federal, state and local

laws, regulations, executive orders and ordinances applicable to Contractor and the
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18.2.

18.3.

Contract, including Exhibit |, Federal Terms and Conditions, as may be adopted or modified
from time to time. Without limiting the generality of the foregoing, Contractor expressly
agrees to comply with the following laws, regulations and executive orders to the extent
they are applicable to the Contract: (i) Titles VI and VII of the Civil Rights Act of 1964, as
amended; (ii) Sections 503 and 504 of the Rehabilitation Act of 1973, as amended; (iii) the
Americans with Disabilities Act of 1990, as amended; (iv) Executive Order 11246, as
amended; (v) the Health Insurance Portability and Accountability Act of 1996, as amended
by the American Recovery and Reinvestment Act of 2009 (ARRA); (vi) the Age
Discrimination in Employment Act of 1967, as amended, and the Age Discrimination Act of
1975, as amended; (vii) the Vietnam Era Veterans’ Readjustment Assistance Act of 1974, as
amended; (viii) ORS Chapter 659, as amended; (ix) all regulations and administrative rules
established pursuant to the foregoing laws; and (x) all other applicable requirements of
federal and state civil rights and rehabilitation statutes, rules and regulations. These laws,
regulations and executive orders are incorporated by reference herein to the extent that
they are applicable to the Contract and required by law to be so incorporated. Agency’s
performance under the Contract is conditioned upon Contractor's compliance with the
obligations of contractors under ORS 279B.220, 279B.230 and 279B.235, which are
incorporated by reference herein.

Oregon False Claims Act. Contractor acknowledges the Oregon False Claims Act, ORS
180.750 to 180.785, applies to any action by Contractor pertaining to this Contract,
including the procurement process relating to this Contract, which constitutes a "claim" (as
defined by ORS 180.750(1)). By its execution of this Contract, Contractor certifies the
truthfulness, completeness, and accuracy of any statement or claim it has made, it makes, it
may make, or causes to be made that pertains to this Contract. In addition to other
penalties that may be applicable, Contractor further acknowledges that if it makes, or
causes to be made, a false claim or performs a prohibited act under the Oregon False
Claims Act, the Oregon Attorney General may enforce the liabilities and penalties provided
by the Oregon False Claims Act against Contractor. Contractor understands and agrees that
any remedy that may be available under the Oregon False Claims Act is in addition to any
other remedy available to State or Agency under this Contract or any other provision of law.

Tax Compliance. Contractor certifies that it has complied with the tax laws of State and the
applicable tax laws of any political subdivision of State. Contractor shall, throughout the
duration of this Contract and any extensions, comply with all tax laws of State and all
applicable tax laws of any political subdivision of State. For the purposes of this section, “tax
laws” includes: (i) All tax laws of this state, including but not limited to ORS 305.380(4), ORS
305.620 and ORS chapters 316, 317, and 318; (ii) Any tax provisions imposed by a political
subdivision of this state that applied to Contractor, to Contractor’s property, operations,
receipts, or income, or to Contractor’s performance of or compensation for any work
performed by Contractor; (iii) Any tax provisions imposed by a political subdivision of this
state that applied to Contractor, or to goods, services, or property, whether tangible or
intangible, provided by Contractor; and (iv) Any rules, regulations, charter provisions, or
ordinances that implemented or enforced any of the foregoing tax laws or provisions.
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18.4.

18.3.1. Any failure to comply with the provisions of this subsection 18.3 constitutes a
material breach of this Contract. Further, any failure to comply with Contractor’s
warranty in Section 11.1.8 also constitutes a material breach of this Contract. Any
failure to comply entitles Agency to terminate this Contract, to pursue and recover
any and all damages that arise from the breach and the termination of this Contract,
and to pursue any or all of the remedies available under this Contract, at law, or in
equity, including but not limited to:

18.3.1.1. Termination of this Contract, in whole or in part;

18.3.1.2. Exercise of the right of setoff, or garnishment as applicable, and withholding
of amounts otherwise due and owing to Contractor, without penalty; and

18.3.1.3. Initiation of an action or proceeding for damages, specific performance,
declaratory or injunctive relief. Agency may recover any and all damages
suffered as the result of Contractor's breach of this Contract, including but not
limited to direct, indirect, incidental and consequential damages, costs of cure,
and costs incurred in securing replacement Services and applications.

18.3.2. This Contract will be reported to the Oregon Department of Revenue. The
Department of Revenue may take any and all actions permitted by law relative to the
collection of taxes due to the State of Oregon or a political subdivision, including (i)
garnishing Contractor’s compensation under this Contract or (ii) exercising a right of
setoff against Contractor’s compensation under this Contract for any amounts that
may be due and unpaid to State or its political subdivisions for which the Department
of Revenue collects debts.

Changes in Law Affecting Performance. Each party will immediately provide notice to the
other of any change in law, or any other legal development, which may significantly affect
its ability to perform its obligations in accordance with the provisions of this Contract. Each
party shall monitor changes in federal and state laws, ordinances, and regulations
applicable to its performance hereunder, and will be deemed aware of such changes within
thirty (30) Calendar Days of the enactment of any such change.

19. DISPUTE RESOLUTION.

19.1.

Litigation. Any claim, action, suit, or proceeding (collectively, “Claim”) between Agency (or
any other agency or department of the State of Oregon) and Contractor that arises from or
relates to this Contract must be brought and conducted solely and exclusively within the
Circuit Court of Marion County for the State of Oregon; provided, however, if a Claim must
be brought in a federal forum, then it must be brought and conducted solely and
exclusively within the United States District Court for the District of Oregon. CONTRACTOR
BY EXECUTION OF THIS CONTRACT HEREBY CONSENTS TO THE PERSONAL JURISDICTION OF
THESE COURTS, WAIVES ANY OBJECTION TO VENUE IN THESE COURTS, AND WAIVES ANY
CLAIM THAT THESE COURTS ARE INCONVENIENT FORUMS. In no way may this section or
any other term of this Contract be construed as (i) a waiver by the State of Oregon of any
form of defense or immunity, whether it is sovereign immunity, governmental immunity,
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immunity based on the Eleventh Amendment to the Constitution of the United States, or
otherwise, or (ii) consent by the State of Oregon to the jurisdiction of any court.

19.2. Governing Law. This Contract is governed by, construed, and enforced in accordance with

the laws of the State of Oregon without regard to principles of conflict of laws.

20. ORDER OF PRECEDENCE. This Contract consists of the following documents that are listed in

21.

22,

descending order of precedence:

1) The terms and conditions of this Contract, less its exhibits;

2) Exhibit I, Additional Federal Requirements;

3) Exhibit K, Security and Hosting Requirements

4) Exhibit J, Requirements;

5) Exhibit B, Service Level Agreements and Exhibit K-1, Contractor's Sample
Termination of Services and Data Destruction Agreement;

6) Exhibit A, Statement of Work, including its subparts and any attachments;

7) Exhibit C, Insurance;

8) Exhibit G, Contractor’s Subscription Terms, and Exhibit H, RESERVED (License for
Third Party Intellectual Property);

9) Exhibit L, Payment Schedule;

10) Exhibit D, Certification Statement For Independent Contractor;

11) Exhibit E, Contractor’s Personnel / Authorized Representative; and

12) Exhibit F, Agency’s Personnel / Authorized Representative.

The aforementioned exhibits are by this reference incorporated into this Contract. To the
extent provisions contained in more than one of the foregoing documents apply in any
given situation, the parties agree: (i) to read such provisions together whenever possible to
avoid conflict, and (ii) to apply the foregoing order of precedence only in the event of an
irreconcilable conflict.

RECYCLING. To the maximum extent economically feasible in the performance of the Contract
Contractor shall use recycled paper (as defined in ORS 279A.010(1)(gg)), recycled PETE
products (as defined in ORS 279A.010(1)(hh)), and other recycled plastic resin products and
recycled products (as “recycled product” is defined in ORS 279A.010(1)(ii).

RECORDS MAINTENANCE AND ACCESS. Contractor shall maintain all financial records and
other records relating to the Services and its performance under this Contract in in such a
manner as to clearly document Contractor’s performance. Financial records must be kept in
accordance with generally accepted accounting principles. Contractor acknowledges and
agrees that Agency, the Oregon Secretary of State, the federal government, and their duly
authorized representatives will have reasonable access, at their own cost and expense and
only following reasonable notice to Contractor, to such records, in paper or electronic form,
and to related systems components and tools (including hardware and System), to perform
examinations and audits and make excerpts and transcripts, including system forensics.
Contractor shall retain and keep accessible all such records for a minimum of six (6) years, or
such longer period as may be required by applicable law, following termination of this Contract
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23.

24,

25.

25

26

26

26.

26.

or until the conclusion of any audit, controversy, or litigation arising out of or related to this
Contract, whichever date is later.

SURVIVAL. All rights and obligations cease upon termination or expiration of this Contract,
except for the rights and obligations and declarations which expressly or by their nature
survive termination of this Contract, including without limitation this Section 23, and
provisions regarding Contract definitions, warranties and liabilities, independent Contractor
status and taxes and withholding, maximum compensation, ownership and license of
intellectual property and Deliverables, Contractor’s confidentiality and non-disclosure, security
and privacy provisions, Contractor’s representations and warranties, control of defense and
settlement, remedies, return of Agency property, dispute resolution, order of precedence,
maintenance and access to records, notices, severability, successors and assigns, third party
beneficiaries, waiver, headings, and integration.

TIME IS OF THE ESSENCE. Contractor agrees that time is of the essence under this Contract for
critical path Deliverables and all Milestones identified in a Statement of Work.

FORCE MAIJEURE. Neither Agency nor Contractor will be liable to the other for any failure or
delay of performance of any obligations hereunder when such failure or delay is wholly or
principally caused by unforeseen acts or events beyond its reasonable control. Both parties will
make all reasonable efforts to remove or eliminate such a cause of delay or default and upon
the cessation of the cause diligently pursue performance of their respective obligations under
this Contract. This provision does not excuse Contractor’s performance of its Disaster Recovery
obligations.

.1. If a force majeure event causes Contractor to allocate limited resources among its

customers, Contractor will not prioritize other customers over Agency. Contractor shall not
reassign Key Persons to other customers during a force majeure event without Agency’s
advance consent.

. NOTICES. Except as otherwise expressly provided in this Contract, any communications

between the parties hereto or notices to be given hereunder must be given in writing to
Contractor at the address or number set forth on Exhibit E, and to Agency at the address or
number set forth on Exhibit F, or to such other addresses or numbers as either party may
hereafter indicate pursuant to this section.

.1. Any communication or notice delivered by United States Postal Service, first class mail

postage prepaid, will be deemed given five (5) Calendar Days after mailing.

2. Any communication or notice delivered by email will be deemed given when the recipient
responds with a receipt, which may be auto-generated. To be effective against Agency, such
email transmission must be confirmed by telephone notice to the Agency Authorized
Representative.

3. Any communication or notice by personal delivery will be deemed given when actually
received by the appropriate Authorized Representative.
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27

28.

29.

29

29.

30

31.

32.

. SEVERABILITY. The parties agree that if any term or provision of this Contract is declared by a

court of competent jurisdiction to be illegal or in conflict with any law, the validity of the
remaining terms and provisions will not be affected, and the rights and obligations of the
parties will be construed and enforced as if this Contract did not contain the particular term or
provision held to be invalid.

COUNTERPARTS. This Contract may be executed in several counterparts, all of which when
taken together constitute one contract binding on the parties, notwithstanding that the parties
are not signatories to the same counterpart. Each copy of this Contract so executed

constitutes an original.

SUBCONTRACTS AND ASSIGNMENT. Contractor shall not enter into any subcontracts for any
of the Subscription Services or Services required by this Contract or assign or transfer any of its
interest in this Contract without State’s prior written consent, which will not be unreasonably
withheld. Consent to a subcontract or assignment does not relieve Contractor of any of its
duties or obligations under this Contract.

.1. Any proposed use of a subcontractor which is located outside the United States must be

called to the specific attention of State prior to a subcontractor providing any Services or
obtaining any access to the Agency Data or networks. Agency may not accept additional
work that is completed by a Subcontractor headquartered outside of the United States. All
Subscription Services must be provided by and all Services must be performed by staff
physically located within the United States or its territories.

2. The assignment of this Contract in whole or in part to a successor organization by merger or
acquisition does not require the consent of the other. Contractor is also permitted to assign
its rights to payments without obtaining State’s consent.

. SUCCESSORS AND ASSIGNS. The provisions of this Contract are binding upon and inure to the

benefit of the parties to this Contract and their respective successors and permitted assigns, if
any.

INTENDED BENEFICIARIES. The State of Oregon and Contractor are the only parties to this
Contract and are the only parties entitled to enforce its terms. Nothing in this Contract gives, is
intended to give, or may be construed to give or provide any benefit or right, whether directly,
indirectly, or otherwise, to third persons unless such third persons are individually identified
by name herein and expressly described as intended beneficiaries of the terms of this
Contract.

WAIVER. The failure of either party to enforce any provision of this Contract or the waiver of
any violation or nonperformance of this Contract in one instance will not constitute a waiver
by the party of that or any other provision nor will it be deemed to be a waiver of any
subsequent violation or nonperformance. No waiver, consent, modification, or change of
terms of this Contract will bind either party unless in writing and signed by both parties and,
with respect to Agency’s waiver or consent, all necessary State approvals have been obtained.
Such waiver, consent, modification, or change, if made, will be effective only in the specific
instance and for the specific purpose given.
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33. HEADINGS. The headings in this Contract are included only for convenience and do not control
or affect the meaning or construction of this Contract.

34. INTEGRATION. This Contract and attached exhibits constitute the entire agreement between
the parties on the subject matter hereof. There are no understandings, agreements or
representations, oral or written, not specified herein regarding this Contract.

35. CERTIFICATION: The individual signing on behalf of Contractor hereby certifies and swears
under penalty of perjury to the best of the individual’s knowledge that:

35.1.

35.2.

35.3.
35.4.

Contractor is not subject to backup withholding because (i) Contractor is exempt from
backup withholding, (ii) Contractor has not been notified by the IRS that Contractor is
subject to backup withholding as a result of a failure to report all interest or dividends, or
(iii) the IRS has notified Contractor that Contractor is no longer subject to backup
withholding;

The individual signing on behalf of Contractor is authorized to act on Contractor’s behalf,
has authority and knowledge regarding Contractor's payment of taxes, and to the best of
the signatory’s knowledge, Contractor is not in violation of any Oregon tax laws, including,
without limitation: i) those included in ORS 305.380(4), ORS 320.005 to 320.150 and
403.200 to 403.250 and ORS chapters 118, 314, 316, 317, 318, 321 and 323 and local taxes
administered by the Department of Revenue; ; (ii) Any tax provisions imposed by a political
subdivision of this state that apply to Contractor, to Contractor’s property, operations,
receipts, or income, or to Contractor’s performance of or compensation for any work
performed by Contractor; (iii) Any tax provisions imposed by a political subdivision of this
state that apply to Contractor, or to goods, services, or property, whether tangible or
intangible, provided by Contractor; and (iv) Any rules, regulations, charter provisions, or
ordinances that implemented or enforced any of the foregoing tax laws or provisions;

Contractor is an independent contractor as defined in ORS 670.600; and

The supplied Contractor tax identification numbers below are true and accurate.

CONTRACTOR, BY EXECUTION OF THIS CONTRACT, HEREBY ACKNOWLEDGES THAT CONTRACTOR
HAS READ THIS CONTRACT, UNDERSTANDS IT, AND AGREES TO BE BOUND BY ITS TERMS AND
CONDITIONS.
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CONTRACTOR: YOU WILL NOT BE PAID FOR SERVICES RENDERED BEFORE NECESSARY STATE

APPROVALS.

Benevate, Inc.:

DocuSigned by:
wak 3/22/2023
Signature: @Méw Kuus : /22/

E39C1935592D4D6 Date

] . Jason Rusnhak, President
Printed Name, Title:

81-0880368 2090089-94
Federal Tax ID: Oregon Tax ID:

STATE OF OREGON ACTING BY AND THROUGH THE OREGON HOUSING AND COMMUNITY

SERVICES:
DocuSigned by:
' [S.AA“ Flickinger 3/23/2023
Signature: 4641B20D2A0BASF.. Date:

. . Sandra Flickinger, Assistant Director of Procurement
Printed Name, Title: 9

LEGAL SUFFICIENCY APPROVAL PURSUANT TO ORS 291.047 AND OAR 137-045-0030:

(via email approval)
Signature: Sr. Assistant Attorney General Karen Johnson  Date: 03/21/2023
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EXHIBIT A
STATEMENT OF WORK
(FOLLOWS THIS PAGE)
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EXHIBIT A

STATEMENT OF WORK

Contractor shall configure and implement a CDBG-DR SOR that is highly configurable for
evolving program and Agency requirements and needs; that complies with HUD CDBG-DR
requirements including tracking, disbursements, audits, compliance, and reporting
functionality as well as the following steps: intake, eligibility, duplication and verification of
benefits, inspections and environmental review, award determination, contracting and bid
work, construction, closeout, and the subprocesses typically associated with each step, and
that meets or exceeds the functional and technical requirements as mutually agreed upon in
Exhibit J.

Contractor’s implementation approach will be iterative in nature and result in a usable,
testable solution within three weeks of the kickoff meeting. Based on the requirements
outlined in this SOW, Contractor will have a solution implemented, configured and all
training completed within twelve weeks or the mutually agreed upon schedule developed as
part of Deliverable 1 if different. Contractor’s proposed implementation schedule is in
Appendix A-1, including a description of all implementation meetings.
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Task and Deliverable #1: Project Management Plan & Phase

Upon written notice to proceed, Contactor shall provide project management services that align
with Agency practices and the Project Management Institute Body of Knowledge (PMBOK).
Contractor will manage budget, timeline, implementation, and scope, and keep all stake holders
up to date using status reports, meetings, and communication. Deliverables will include:

Deliverables:
1.1 Weekly status reports that include at minimum including progress and updates on:
e schedule

e scope
e task
e status
e risks

e decisions
e escalations
1.2 Weekly status meetings that include at minimum progress and updates on:
e Status meetings, minimum weekly
e Kick-off meeting
e Go/No Go Meeting
e Implementation meeting
1.3 Project Management Plan — minimum including:
1.3.1 Scope Management
1.3.2 Cost Management
1.3.3 Schedule Management
e Design Phase
e Configuration Phase
e Testing Phase
e Training Phases
e Implementation Phase
e Stabilization Phase
1.3.4 Communication Management
1.3.5 Risk Management
1.3.6 Requirements Management
1.4 Project Implementation Plan and Schedule including:
1.4.1 Approach to achieve requirements
1.4.2 Work Breakdown including milestones, and deliverable dates
1.4.3 Resources required
1.4.4 Staffing plan with key personnel need from Contractor and Agency
1.5 Responses to inquiries from Agency Oversight (Enterprise Information Services,
Independent Quality Management Services / iQMS vendor) within three (3) business
days.



DocuSign Envelope ID: AA4D2618-6DBA-4C37-AA59-2DB8511239E4

All written deliverables are to be living documents updated by the contractor as progress or
process cause change and approved by Agency.

Acceptance Criteria:

1.1 Weekly status reports are submitted on time and meet the minimum categories that are

deemed acceptable by the Agency Authorized Representative as defined above in
Deliverable Details section and that Agency approves upon reviewing.

1.2 Meetings as scheduled. Status meetings held at a weekly interval, with notes sent out to

all attendees within 3 business days.

1.3 Project Management Plan delivered including at least the minimum categories listed in

Deliverable Details that are deemed acceptable to the Agency and that Agency Authorized
Representative approves upon reviewing.

1.4 Project Implementation Plan and Schedule that meets all system and contract

requirements and with information discovered in meetings that meet all criteria listed in
Deliverable Details and deemed acceptable by the Agency and that Agency Authorized
Representative approves upon reviewing.

1.5 Responses provided to Agency Oversight in a timely manner as specified in Deliverable

Details.

Task and Deliverable #2: Configuration Planning Workshops & Artifacts

Phase contractor shall oversee, schedule, and facilitate detailed configuration planning
workshops with Agency. Scheduling of these sessions will be in accordance with the Contractor’s
Project Implementation Plan, schedule and Appendices A-1 and A-2. Via these workshops,
Contractor shall ensure that the configuration planning for the system meets all requirements,
and provide the following artifacts to Agency:

Deliverable Details
2.1 Functional Configuration Planning Document

2.2

Contractor shall compose configuration planning documentation for all functions within
the System, including the Contractor’s understanding of the detailed functional
requirements. The Functional Configuration Planning Document must contain process
flow diagrams of all workflows for each program, and include any logic, thresholds,
automation, or intervention of each process. The document must also contain a written
explanation of all processes. Agency must provide feedback on template and formatting,
as needed.

Configuration Planning List

Contractor shall provide a list of all items that will be configured in the Configuration
Planning List. This list will detail out each program, workflow, process, and any other
relevant item that Agency will be implementing. Agency must provide feedback on
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template and formatting, as needed. This list will be used to define all Data Dictionary
components for Deliverable 11.

2.3 Configuration Planning & Development List
Contractor shall provide a list of configuration planning workshop findings that cannot be
accommodated in the system without additional Contractor development time. This list
is a ‘parking lot’ list of items that may be used as reference for Deliverable 7.1.

Deliverables:

2.1 Functional Configuration Planning Document
2.2 Configuration Planning List
2.3 Configuration Planning & Development List

Acceptance Criteria:

2.1-2.3 Agency Authorized Representative approves format used before Contractor begins
composition.

a. Agency Authorized Representative approves all deliverables upon submission based on
compliance with system and contract requirements, information agreed to in
configuration planning workshops, and information in Deliverable Details 2.1-2.3.

Task and Deliverable #3: Test Plan with Pass/Fail Criteria

Based upon testing template format approved by Agency, Contractor shall deliver a Test Plan
that details the test strategy (manual testing), objectives, schedule, estimations, deadlines, and
the resources required for testing and addresses the following types of testing:

3.1 Security Testing;

3.2 Integration Testing; and

3.3 User Acceptance Testing (UAT) based on “must have” and “nice to have” (where No or
partially is not listed) mutually agreed upon requirements in Exhibit J.

Deliverables:

3.1. Security Test Plan

3.2. Integration Test Plan

3.3 User Acceptance Test Plan
Acceptance Criteria:

3.1 -3.3 Test plans are acceptable to Agency with the following documented items, composed in
the template format approved by Agency Authorized Representative that is in accordance with
system requirements, contract requirements, and information agreed to in Configuration
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Planning Workshops:

o Test strategy

e Objectives

e Roles and Responsibilities
e Schedule

e Pass and Fail Criteria

e Estimations of time

e Resources assigned

e Entry Criteria

e Exit Criteria

e Assumptions

e Test Process including, but not limited to, escalation path for defects

Task and Deliverable #4: Requirements Traceability Matrix

The Contractor shall deliver a Requirements Traceability Matrix for all features and functionality
in the CDBG-DR SOR based on mutually agreed upon requirements in Exhibit J, applicable
business, technical, and contractual requirements.

Deliverables:

4.1 Requirements Traceability Matrix document containing acceptable documentation for
each contract requirement, system requirement found in Exhibit J, and any information
agreed to in Configuration Planning Workshops.

Acceptance Criteria:

4.1 Requirements Traceability Matrix document encompasses all requirements in Exhibit J. For
each requirement statement, the matrix document will contain applicable requirement
statement to test, user story requirement relates to, test case, test scenario, and: Agency
Authorized Representative approves this deliverable based on compliance with system,
contract requirements, and requirements agreed to in Configuration Planning Workshops.

e Applicable contract requirement

e Applicable business and technical requirement

e Applicable user story, test case, and test scenario

e Tester/Completed By field

e Requirement ID and description

e Functionality

e Test Case / Scenario / user story # and description

e Test Case and number

e Tester Name

e Pass/fail status

e Testing notes

e Test Status
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All final updates are required prior to Go-Live.

Task and Deliverable #5: Development of Test Cases and Test Scenarios

System is a multi-tenant Saa$ solution. System, Regression, Quality Assurance and Production
Readiness testing are internally done as part of Contractor’s Solution Development Life Cycle
(SDLC). This includes completion of all test cases.

For test cases and scenarios for this initiative, Contractor will author and create all test cases
and scenarios, including: assumptions and constraints, testing pre-requisites, security
permissions, pass/fail criteria for each case and scenario, and step-by-step instructions for
achieving each test objective. Contractor shall provide preferred format or template to Agency
for reporting incidents and defects. The test cases and test scenarios for required functionality
shall be provided to Agency via Microsoft Word documents and tracked by Contractor in a
centralized manner that can be shared with Agency.

Test Cases and Test Scenarios must address the methods of testing listed below:

5.1 Security Testing, including penetration testing prior to Go-Live required by the state of
Oregon. The contractor shall procure a third-party subcontractor to perform
penetration and security testing, which should test for including but not limited to SQL
injection attacks and other requirements recommended by OWASP Foundation
(www.owasp.org) or other similar organizations demonstrating industry best practices
for security. All results and certifications shall be sent to the Agency for their records.
Contractor will provide the following to Agency:

e Vulnerability and penetration testing report/results
e Completion of all testing including security testing in compliance with State of
Oregon requirements mentioned in:
https://www.oregon.gov/das/OSCIO/Documents/2019StatewidelnformationAndCy
berSecurityStandardsV1.0.pdf which includes:
e Statewide Information and Cyber Security Standard (Statewide Standard) CA-5
Plan of Action & Milestones;
e Statewide Standard CA-8 Penetration Testing;
e Statewide Information Security Plan section 14.2.9 System Acceptance Testing.

The Agency is responsible for all costs associated with additional security testing required by
the State beyond the annual penetration testing routinely completed by the Contractor
provided that subsequent testing is not required due to the fact that security vulnerabilities
or defects have been found in the annual penetration testing.

5.2 Integration Testing. Contractor shall author and develop test cases for validating all
integration via flat files, txt files, CSV files, Excel files, or other file types to and from the
Statewide Financial Management Application (SFMA) and imports from FEMA, SBA, and
all other mutually agreed upon integrations found in the Configuration Planning
Workshops phase and in system requirements. Agency users will work with Contractor
to complete all integration test cases.
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5.3 User Acceptance Testing (UAT). Contractor shall author and develop test cases, to cover
all features and functionality required the entire CDBG-DR System of Record to
determine if the system is in material conformance with the CDBG-DR Requirements,
system requirements, contract requirements, information agreed to in Configuration
Planning Workshops and to discover any defects.

Deliverables:

5.1 Documented Test Cases for Security Testing
5.2 Documented Test Cases for Integration Testing
5.3 Documented Test Cases for User Acceptance Testing

Acceptance Criteria:

5.1 Test Cases for Security Testing submitted to and approved by Agency Authorized
Representative, following test plan components from 3.1, and encompassing:

e Penetration testing
e Vulnerability testing

5.2 Test Cases for Integration Testing submitted to and approved by Agency Authorized
Representative, following test plan components from 3.2, and encompassing testing the
following:

e Batch file imports and exports for FEMA data

e Batch file imports and exports to Statewide Financial Management Application
(SFMA)

e Batch file imports and exports for SBA data

e Batch file imports and exports for printing with DAS Publishing & Distribution

5.3 Test Cases for User Acceptance Testing submitted to and approved by Agency Authorized
Representative, following test plan components from 3.3, and encompassing all
requirements in Exhibit J with ‘Must Have’ priority and all “nice to have” requirements
except where contractor indicates “No” or “Partial”.

Task and Deliverable #6: System Security Plan

Contractor shall provide FedRAMP and SOC 2 Type 2 certifications to Agency. SOC 2 Type 2
reports shall include all five Trust Services Criteria including Security, Availability, Processing
Integrity, Confidentiality, and Privacy. Contractor shall develop a Plan of Action and Milestones
(POAM) regarding any vulnerabilities discovered. The POAM vulnerabilities shall be rated as
“Low”, “Medium” “High”, or “Critical.” Any POAM vulnerabilities that are rated as Medium or
Higher shall include a plan for mitigation which includes an estimated timeline that is agreed
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upon by the Agency. Contractor shall complete and compose the System Security Plan using
information from the final configured system. Agency shall provide template
(https://www.oregon.gov/das/OSCIO/Documents/SystemSecurityPlan.docx).

6.1 The System Security Plan document shall include but is not limited to a breakdown of
the following components (see template for comprehensive security requirements):
e Access Control;

e Awareness and Training;

e Audit and Accountability;

e Configuration Management;

e |dentification and Authentication;

e Incident Response;

e Maintenance;

e Media Protection;

e Personnel Security;

e Physical and Environmental Protection;
e Risk Assessment;

e Security Assessment and Authorization;
e System and Communications Protection; and
e System and Information Integrity.

As addendums and attachments, Contractor shall provide FedRAMP and SOC 2 Type 2 certifications in the
System Security Plan.

Deliverables:

6.1 System Security Plan document, following template format provided by agency,
including attachments of SOC 2 Type 2 assessment and FedRAMP authorization.

Acceptance Criteria:

6.1 System Security Plan document filled out for all components under 6.1 with attachments
of SOC 2 Type 2 assessment and FedRAMP authorization that Agency Authorized
Representative and EIS review and approve in accordance with all state security
requirements.

Task and Deliverable 7: Priority Design & Development

Contractor shall hold design sessions with Agency subject matter experts (SMEs) to determine
a Priority Design & Development list (7.1) Contractor shall allocate 240 hours of software
development of items from the Priority Design & Development list.
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Prior to the development of list items, Contractor shall develop wireframe mock-ups all
System Ul components to illustrate how web pages will appear for any “priority development”
work mutually agreed upon by both parties (7.2). Agency can provide feedback on template
and formatting, as needed. Work items associated with the development and delivery of this
functionality will be implemented according to mutually agreed upon timeline as soon as
initial implementation of the system but no later than the expiration of this 2-year contract
period. (7.3).

Deliverables:

7.1 Priority Design & Development List: complete list of functionalities not currently
available in solution that Agency is requesting.

7.2 Priority Design & Developer Hours & Breakdown: Completion of 240 hours of developer
time, including wireframe mockups and design documents for all
developed/implemented items from the Priority Design & Development List.

7.3 Ongoing Priority Design & Development List: list of “to be” developed items for use by
Agency to plan for additional efforts.

Acceptance Criteria:

7.1 Contractor-held Design session held to finalize Priority Design & Development List.

e Finalized Priority Design & Development List submitted to and approved by Agency
Authorized Representative that meets Agency’s needs and is agreed upon by
Contractor.

e Agency issues written Notice to Proceed.

7.2 Priority Design & Development completed item list provided to Agency Authorized
Representative of what 240-hour allocation was used on, including completion time for
each item.

e Wireframe mockups and design documents provided for all Priority Design &
Development completed items.

7.3 Ongoing Priority Design & Development List validated for all “to be” developed items
that Agency Authorized Representative prioritizes with Contractor according to mutually
agreed upon timeframes.

Task and Deliverable 8: Configuration, Testing, & Implementation
Phases

8.1 Configuration Phase: System configuration based on all contractor-led Configuration
Planning Workshops and recommendations. Configurations will be completed by
vendor, with Agency determined system administrators being involved. All
configurations will be compiled in a configuration report (8.1) that outlines all
configuration changes made to support the functionality of the solution. Contractor will
hold a configuration closeout meeting to confirm all configuration changes have been
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applied following configuration standards, listed below in Deliverable Details 8.1.

8.2 Testing Phase: following Testing Standards set forth in Deliverable Details 8.2 listed
below, testing will be completed by relevant parties. All issues found during any testing
phase must be resolved prior to implementation. All test documentation, including
completed test cases, test scenarios, etc. must be compiled and provided to agency at
end of testing phase. Contractor will hold a testing closeout meeting to confirm all
testing is completed, following standards listed below, and to review results from all
types of testing, per Deliverable Details 8.2.

8.3 Implementation Phase: Delivering a system conforming to all mutually agreed upon
Exhibit J System Requirements with “must have” priority and all “nice to have”
requirements except where contractor indicates “No” or “Partial” in Exhibit J and
following all Go-Live implementation standards listed below. Contractor will hold a Go
/No-Go meeting with Agency personnel to determine if Go Live is approved, per
Deliverable Details 8.3.

Deliverable Details:

8.1 Configuration Standards: Perform initial configuration for all data retention policies,
based on federal requirements and agency needs
e Complete configuration and setup of all the following, including but not limited to:
o Survivor Application Management, from Application Intake through
Closeout and Construction Management of tasks via case management
gueues
o Subgrantee Application Management from Application Intake through Award
public-facing application portal for application submittal
o Grant Management funding, including compliance, disbursements of batch
files for payments to recipients, and all tracking of financial components.
Reporting architecture including creation of required reports
o Loan underwriting, tracking, compliance, and management
o Custom workflows, including business process- based workflows
following applications from intake through closeout
o Dashboard, Report, View configuration for case managers, call center
staff, applicants, OHCS supervisory staff, and other necessary users of
the system.
o Document generation, importing, exporting, management, and retention
policies
o Communications setup for automatic notifications, including notifications to
potential applicants, notifications to assigned members on the application to
initiate a new step in the business process, notifications to case managers for
review and oversight, notifications to contractors and subrecipients for
announcements of new actions etc.
e User, account, and application security policies; creating individual accounts
using granular security levels.
e Complete manual integrations (batch files), including importing and exporting of

O
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data from SFMA, FEMA, and other data specified in the requirements or defined
by Agency.

8.2 Testing Standards: Agency will complete testing via the use of UAT test cases and
scenarios developed in Deliverable 5.3, whilst Contractor will complete testing for
Security Testing (5.1). Agency and Contractor will work in conjunction for testing
Integration (5.2). All completed documentation and a final report (8.2) will be delivered
to Agency outlining all results and if any found issues are outstanding.

Contractor shall correct any configuration, functional, or performance issues found during
any testing phase. Agency will retest the test cases and either accept the resolution or
provide additional test failure examples for Contractor remediation. Contractor shall
provide technical support on an as-needed basis as requested by Agency during any
testing phase for any CDBG-DR SOR system issues or configuration issues that arise from
the testing process.

All issues found during the Testing phase must be resolved prior to launching the
production system or within other timeframe as specified by agency.

8.3 Go-Live Implementation Standards: The CDBG-DR SOR (including all licensed
products) must meet or exceed all mutually agreed upon technical and functional
requirements in this Exhibit A, SOW, and “must have” and “nice to have” (where No or
partially is not listed) in Exhibit J, Requirements, and be highly configurable for future
program needs. Additionally, final requirements will be subject to HUD’s approval of
OHCS’ Action Plan, adoption of program guidelines, and the final executed grant
agreement with HUD.

e Complete setup of test/production, and geographically redundant
environments, including completing initial configuration of all installation
components

e Complete manual integrations (batch files), including importing and exporting of
data from existing financial system, FEMA, and other data specified in the
requirements or defined by Agency

e Perform initial configuration for all data retention policies, based on federal
requirements and Agency needs

e The Contractor will implement the system upon receiving a written “Notice to
Proceed” from the Agency, following a Go/No-Go meeting, per Acceptance Criteria
8.3.

Deliverables:

8.1 Configuration Phase
8.2 Testing Phase
8.3 Implementation Phase
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Acceptance Criteria:

8.1 Configuration Phase

o All feedback from Agency during Configuration Planning Workshops and meetings
incorporated in configuration changes made in system.

e Configuration Report submitted to and validated by Agency Authorized
Representative for accuracy of all configurations.

e Agency Authorized Representative reviews and approves all Deliverable Details for
8.1 and agrees that Configuration Phase meets business needs and is complete.

8.2 Testing Phase

e All testing cases created in Deliverable 5 are completed according to their respective-
typed test plan from deliverable 3 and testing complies with 8.2 Testing Standards.

e Agency Authorized Representative confirms receipt of all completed testing
documents.

e Agency Authorized Representative validates Testing Result report and approves.
Agency Authorized Representative at Testing Closeout meeting agrees that the
Testing Phase is complete.

8.3 Implementation Phase

e Agency Authorized Representative confirms implementation phase meets
Agency’s Go-Live Implementation Standards.

e Contractor organizes and facilitates Go/No-Go Meeting, and Agency Authorized
Representative agrees system is ready to launch and Go-Live via a written notice
to proceed.

e All test cases, production releases, and project Go-Live must be complete for the
following four (4) programs:

HARP
HOP
PIER
IHA

o O O O

Task and Deliverable #9: Business Continuity Management and Disaster
Recovery Plan

Contractor shall deliver and maintain Business Continuity Management and Disaster Recovery
Plan and Procedures for the Subscription Services that are acceptable to Agency. In the event of
a disaster, Contractor shall comply with the provisions of and deliver Services according to the
Business Continuity Management and Disaster Recovery Plan and Procedures. This includes
detailing recovery from an unplanned outage and how to continue service options.

The Contractor shall provide a prepared Disaster Recovery document for cases when the hosted
System is “down” or unavailable for any length of time without a predicted ETA of service
restoration. In this document, the System should have a recovery strategy for failing over to
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another instance, using the latest database backup for a new production instance, etc. Details
should include all technical components, initiators of processes, and notifications to external
applicants, per Deliverable 9.1.

Since the solution is externally facing to survivors, any prolonged, unplanned disruption must be
considered critical and mitigated accordingly to these recovery objectives.

Recovery Point Objective: Less than 15 minutes, with any data recovered if possible.

Recovery Time Objective: Less than 2 hours, with a defined notification strategy that can operate
during system downtime.

Deliverable:

9.1 Disaster Recovery Plan, detailing out contractor’s procedural plan in case of emergency.

Acceptance Criteria:
9.1 Agency Authorized Representative approves Business Continuity Management and
Disaster Recovery Plan based on guidance from EIS and Agency program staff citing that
business continuity can occur and acceptance of the mitigation steps.

Task and Deliverable #10: Training Phase

The Contractor shall conduct a Training Phase and train all users. Different user groups (case
managers, finance/accounting, report users and research, etc.) will be trained via two training
methodologies: End User & Train the Trainer. Depending on the number of core user groups
requiring training, identified during the Configuration Planning Workshop phase, the amount of
training sessions required may vary. All trainings must be recorded and submitted to Agency
upon the end of the training phase. Training material shall cover all system processes, manual
and automated including: custom process flow documents for HARP, HOP, PIER, and IHA (4
documents). Contractor also provides access to standard online training content and manuals.
All custom training classes will be recorded and available online. Contractor shall deliver the
following during the training phase:

Deliverable Details:

10.1 Training Plan: Contractor shall deliver a plan of all training to be held, including
proposed agenda with timing for each topic, a list of attendees, and proposed
schedule. Agency must approve training plan before Training Kickoff meeting.

10.2 Training Kickoff: Contractor shall hold a two-hour virtual training session with
designated Agency program staff to review system functionality and available
resources if questions arise. Kickoff will include a review of the training plan schedule.
Topics of Training:

e user guide location
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10.3

10.4

10.5

e help function
e support videos
e plans for additional training listed in 10.2-10.8
Program Training: Contractor shall provide thirty-two (32) hours of user training
(two 4hr classes per program, 8 total classes). Training will be conducted virtually,
with designated Agency staff attending as subject matter experts (SMEs) and will
train other staff.
Topics of training:
e How external users can access and use the applicant-facing application portal,
including how to:
o Initiate a new request for assistance (application)
o Alter previous submissions for assistance when prompted
o Signin and view application status
e How internal users (case managers) will use the tools to communicate with
external applicants during case management, in general
e How internal users (case managers) access and interact with unique applicant
records
e How to manage each step of the case management process, including:
o Verification of applicant information and documents
o Calculation of the recovery benefit
o Verification of no duplication of benefits from other sources
o Interaction with other government data sets
o How to access, manage, and interact with reporting functions to be able to
measure program activity (Specific requirements to be defined by Agency)
Financial Training: Contractor shall provide two hours of virtual training to
accounting, budget, and fiscal staff.
Topics of Training include:
e Management of all disbursements, loans, payments, etc. including monitor
tracking and compliance
Available reports and metrics
Month-end and period-end processes
e Integration imports and exports with SFMA
¢ Interaction with other government data sets
¢ Financial and accounting process integration for vendor payments
Administrator Training: Contractor shall provide two sessions to administrators, for
four hours each totaling eight hours of time. Each session will be held virtually, with
the first session being an introduction to system administration, and the second
session containing advanced support administrative functions.
Topics of training include:
¢ How administrators can access and manage the applicant-facing application portal
e How administrators, business analysts, or super users can perform
administrative configurations
e Submittal of issues to vendor
e Submittal of new ideas/features to vendor.
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10.6 Subrecipient Training: Contractor shall hold one session of training for subrecipients,
one hour of time total per program (e.g. PIER, HARP, HOP, IHA) for a total of 4 hours of
training.

10.7 Contractor Training: Contractor shall hold one session of training for agency
contractors, one hour of time total.

10.8 Report Training: Contractor shall hold one two-hour session of training for internal
reporting SMEs.

How to access, manage, and interact with reporting functions to be able to
measure program activity.

How to search or query for data within the system for the purposes of
auditing and monitoring.

Review of ERD and DD resources

Connecting to Snowflake instance using Agency license of PowerBI.

Deliverable:

10.1
10.2
10.3
10.4
10.5
10.6
10.7
10.8

Training Plan
Training Kickoff

Program Training
Financial Training

Administrator Training
Subrecipient Training

Contractor Training
Reporting Training

Acceptance Criteria:

10.1 Training Plan encompasses and provides the following guidelines:

Agency Authorized Representative approves participation list for each training
session.

Contractor schedules each session, with scheduling assistance from Agency Project
Manager or other personnel to guarantee available schedule times.

Contractor provides an agenda for each training session in the meeting invite,
detailing out expected topics and attachments of guides to reference.

Contractor shall reschedule a training session upon Agency Authorized Representative
or Agency Project Manager request in the event one or more key participants cannot
attend.

Agency Authorized Representative approves training plan prior to Training Kickoff and
before training sessions begin.

10.2-10.8 Training sessions shall comply with all guidelines specified in the Training Plan and

Contractor holds training sessions via Microsoft Teams or using similar technology,
records the training sessions, and provides transcription for the sessions.

Contractor provides training session recordings and materials including supplemental
information, guides, and links to Agency within 2 business days.

Agency Authorized Representative reviews and approves all training materials to
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ensure compliance with contract requirements.

Task and Deliverable 11: Data Dictionary (DD) & Entity Relationship
Diagram (ERD)

11.1

11.2

Data Dictionary (DD): Contractor shall provide a data dictionary for the Saa$S system to
aid with ad hoc reporting, done within the agency’s domain. The data dictionary should
include all tables, fields, schema information, informal name (if field name is different
than screen display name), and data types for all relevant data fields from the
Configuration Planning List (2.2). The DD should be in Microsoft Word, Excel, or another
tool acceptable to Agency, with format approved by Agency before beginning.

Entity Relationship Diagram: Contractor shall provide an Entity Relationship diagram
(ERD) to assist with all relational query building for each logical grouping found on the
Configuration Planning List (2.2). The ERD should be in Microsoft Visio, Microsoft Excel,
or another tool acceptable to Agency, with format approved by Agency before beginning.

Deliverable:

111
11.2

Data Dictionary
Entity Relationship Diagram(s)

Acceptance Criteria:

11.1 Data Dictionary includes:

e All defined characteristics above for each data point identified on the Configuration
Planning List

e Submitted to Agency Authorized Representative for review and approval

11.2 Entity Relationship Diagram(s) includes:

o All defined characteristics above for each data point identified on the Configuration
Planning List

e Submitted to Agency Authorized Representative for review and approval

Task and Deliverable #12: Ongoing Maintenance and Support

12.1

Standard Maintenance Services: Contractor shall provide Agency with ongoing
maintenance and support of the System as outlined in the Contract and Exhibit B,
Service Level Agreements. Generally, those services will consist of the following
Support Service:

Ongoing, monthly or as needed enhancements and configuration changes according

to priority as classified by Agency problem determination.

Ongoing training

Hosting/Security in Microsoft Tier IV FedRAMP-authorized Data Center

Technical Support (8am — 5pm PT)
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Data Storage, Backup and Recovery
Up to 150 user licenses
Additional licenses may be purchased pro-rata to the annual contract term for

Applicants, contractors and subrecipients are free to access their respective portals
Periodic System updates, including new releases provided under continual contract
provisions.

Periodic updates of the System relating to the version and modules (functionality)
originally purchased by the Agency.

Complete security and regression testing for any updates that are considered custom,
not part of the base solution, for all major and minor changes.

Setup and maintenance of a separate testing environment for users to test and train
on the system with periodic refreshes of the testing environment from the
production environment monthly or as often as the system receives updates.

12.2 Ongoing, annual penetration and security compliance testing

Conducted solely by an independent third party that the contractor subcontracts

with to provide these services

Results shall be sent to Agency upon completion of testing annually

Remediation of any security finding or potential errors within any security report

will be completed by Contractor with oversight from the agency to maintain state

security standards. Corrections of substantial defects in the System so that the

System shall operate as described in the appropriate contractual deliverables

o user manuals or other applicable documentation specifying requirements of the
System

User assistance, following all contract-defined SLAs.

12.3 Update Services:

Provides corrections of any substantial defects

Provides fixes of any minor bugs

Periodic updates of the Licensed Product relating to the version and modules

(functionality) originally purchased by the Licensee.

o Use of updates with or in place of the Licensed Product shall be for use
exclusively by Agency.

Written notice to agency 48 hours in advance before major updates to the

production environment are performed if update is taking place outside of regularly

scheduled timeframe.

Contractor shall provide Support Services according to Exhibit B, Service Level

Agreements.

Contractor shall provide help icon in SaaS or way to electronically report issues in

the application.

Bug, error, and defect resolution according to whether OHCS reasonably classifies

ticket as emergency, priority, or standard;

Ongoing, monthly or as needed enhancements and configuration according to

priority as classified by OHCS problem determination responses as set forth in the



DocuSign Envelope ID: AA4D2618-6DBA-4C37-AA59-2DB8511239E4

Ticket Resolution metrics provided in Exhibit B, Service Level Agreements.
Deliverables: ongoing support and maintenance of the System.

Acceptance Criteria:

12.1 Agency Authorized Representative reviews and agrees that all of needs as detailed
above in Section 12.1, Standard Maintenance Services, have been sufficiently met and
agrees service levels and security requirements are met on an ongoing basis.

12.2 Agency Authorized Representative reviews and agrees that all of the needs as
detailed above in Section 12.2., Ongoing, annual penetration and security compliance
testing, have been sufficiently met.

12.3. Agency Authorized Representative reviews and agrees that all of the needs as
detailed in above Section 12.3, Update Services, have been sufficiently met.

Task and Deliverable #13: Stabilization Period

For the System Stabilization Period, the Contractor shall:
13.1 Apply configurations in production environment
e Maintain and administer production environment for 30 days
e Perform optimization, reporting and necessary fixes, including minor
enhancements to the CDBG-DR SOR during the Stabilization Period.
e Apply revisions to all existing deliverable documentation and detail out
infrastructure and data changes made during stabilization period.

Deliverable: Stabilization Period
Acceptance Criteria:

13.1 Completion of the Stabilization Period for the final phase of Implementation will mark
the end of the Implementation Task. Final Acceptance. “Final Acceptance” of the
Implementation of the Subscription Services will occur when the following events
have occurred, or conditions exist:

e Agency Authorized Representative has notified Contractor that the Services meet
all Acceptance Criteria and all required testing has been successfully completed,
including as specified in Section 3.5 and in the applicable Statement of Work;

e The Subscription Services are stable, complete, and operating correctly as
specified in Section 3.4 and in the applicable Statement of Work, and without
Defects;

e Agency Authorized Representative has notified Contractor that State of Oregon
authorizations to Accept the Services have been received;

e Documentation is complete, inventoried, and Accepted by Agency Authorized
Representative;
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e Contractor has reconciled all Requirements against the stabilized Subscription
Services to ensure Contractor has clearly and transparently met each
Requirement; and

e Contractor has completed and Agency Authorized Representative has Accepted
Deliverables for User Training and Technical Training as specified in the applicable
Statement of Work.

Task and Deliverable #14: Transition Plan

This System includes maintenance and compliance functions after the implementation of the
System of Record for as long as the Agency requires them. CDBG-DR grant funds are estimated to
be dispersed over a 6-year period, with the funding source of the system being depleted.
Contractor shall compose a transition plan, to describe how Contractor would allow for compliance
and maintenance, without a fully active system, provide details on a maintenance system and
portal, or would assist in transitioning to another solution, possibly a Grants Management System
or other accounting software, when funding is depleted. This plan shall factor in licensing costs,
subscription fees, archiving options, and any other item deemed to be required or relevant. The
Plan must include a breakdown of migrating all data and system compliance functions to an
alternative system. Plan must be updated if any changes occur.

Deliverable Details:
14.1 Transition plan includes at minimum
14.1.1 Data Migration Plan
14.1.2 Cost estimates of licensing, subscription, implementation
14.1.3 Permissions/user rights plan post archive.

Acceptance Criteria:

14.1 Transition plan is submitted and includes the criteria listed in the Deliverable Details
above describing all tasks and responsibilities necessary to transition Agency to another
solution and that Agency Authorized Representative reviews and approves to be in
accordance with business needs.

Task and Deliverable #15: Contingency Services/Optional Services

From time to time, Agency may request that Contractor provide additional services or
deliverables within the scope of this Contract including potential customizations. If Agency
would like Contractor to provide additional services or deliverables, Agency shall send
Contractor a written request. Contractor shall review the request and provide Agency with a
quote to provide the additional services or deliverables within ten (10) Business Days of
Agency request. Agency shall review, and if acceptable, the parties shall issue an amendment
or change order in accordance with Section 7, Amendments.

Contractor’s hourly rates for such services will not exceed the hourly rates set forth in Exhibit
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Deliverable:
15.1 Written requirements documentation for the proposed change.
15.2 Written design documents for the proposed change.
15.3 Notice to proceed with change signed by Agency.

Acceptance Criteria:

15.1 Requirements documentation is submitted to Agency Authorized Representative and
follows best practices of the Agency; Agency Authorized Representative reviews and
approves the document in compliance with business needs.

15.2 Design documentation is submitted to Agency Authorized Representative and follows
best practices of the Agency; Agency Authorized Representative reviews and approves
the document in compliance with business needs.

15.3 Agency Authorized Representative signs Notice to Proceed for system changes.

Task and Deliverable #16: Contingency for Transition Services
(Transition to Another System)

Agency may request that Contractor provide Transition Services as set forth in Section 3.8.1
of the Contract and as further defined in the final accepted Transition Plan, Deliverable 14.

Task and Deliverable #17: Contingency for Maintenance Portal

Agency may request that Contractor create and provide Agency with access to a Maintenance
Portal as described in Section 3.8.2 of the Contract. If Agency requests access to a
Maintenance Portal, Contractor shall deliver to Agency the proposed license agreement in
accordance with the provisions of the Contract. The parties shall negotiate the terms of the
proposed license in good faith and shall, upon agreement, execute a license agreement for
the Maintenance Portal.

(Remainder of this page is intentionally left blank)
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APPENDIX A-1

High Level Implementation Schedule
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APPENDIX A-2

Implementation Meetings for Each Program (HARP, HOP, PIER, IHA)

EVENT KEY ACTIVITIES

Kickoff Meeting

Configuration
Workshops (#1-#4)

Configuration Meeting
#1: Applicant
Functionality

Configuration Meeting
#2: Administration
Functionality

Configuration Meeting
#3: Subrecipient
Contractor/ Developer
Functionality

Configuration Meeting
#4: Reporting/Loans/
Payments

User Training

Weekly Status
Meetings

V V. V V V

Demonstration of the System to all key stakeholders.

Project objectives and System requirements are reviewed

Implementation timeline is reviewed and required roles are identified.

Detailed project work plan is reviewed

Implementation Guide is reviewed. The guide identifies required information to

configure the System for each program.

Y vV V V V

Y

vV Vv

vV V V V

vV V V V

>
>
>

Review completed Implementation Guide for each program.

Review all data import/export sources, if applicable

Review, discuss and recommend client best practices to incorporate

Project requirements for each phase (see below) of each program are finalized

First pass configuration is demonstrated for applicant functionality.
User credentials are created for testing.
User testing begins and detailed feedback is captured and incorporated into next review.

First pass configuration is demonstrated for administrator functionality
User testing begins for administration functionality
Detailed feedback is captured and incorporated into next review.

First pass configuration is demonstrated for contractor/inspector functionality
User testing begins for subrecipient, contractor/inspector functionality
Detailed feedback is captured and incorporated into next review.

Data is uploaded into the system, as applicable

First pass configuration is demonstrated for reporting. loans and payment functionality
User testing begins for reporting, loans and payment functionality

Detailed feedback is captured and incorporated into next review.

Data is uploaded into the system, as applicable

Initial configuration is complete.
Virtual training (8 hours) is conducted for all users for in-scope programs
Following the training, the testing environment is promoted to production environment,

all test cases deleted, and domain restrictions removed.

>
>
>

Review and update the project work plan
Review open risks and issues
Distribute weekly project status reports to key stakeholders
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EXHIBIT B
SERVICE LEVEL AGREEMENTS

Contractor shall, at all times, comply with all operational performance requirements and
expectations specified in the Contract, including all Services Requirements. Contractor warrants
that the Subscription Services will meet all Requirements, and all federal agency requirements.

1. MONITORING AND REPORTING

1.1.

1.2.

1.3.

1.4.

1.5.

Monitoring and Audit by Agency. All performance metrics and Service Level Agreements
described in this Contract are subject to monitoring and audit by Agency. Agency reserves
the right to monitor performance or audit records at any time and may exercise such
option, at its discretion, without notice. Agency must be able to access such information
within a reasonable period of time, not to exceed seven (7) business days, upon request to
the designated CSM.

Contractor shall provide tools and access in order for Agency to complete monitoring and
audit activities. If Contractor fails to provide tools or access within five (5) Business Days of
Agency request, Contractor will be deemed to have missed all unmonitored and unaudited
performance metrics and Service Level Agreements for the month in which the failure to
provide tools or access occurred.

Contractor shall measure and report (upon request as stated in subsection 1.1.) upon its
performance against the performance metrics and Service Level Agreements as of the
Effective Date, unless a different date for a specific metric is stated in the Contract or
approved in writing by the Agency Authorized Representative. Contractor shall provide and
implement measuring tools to measure and report upon each performance metric and
Service Level Agreement on a monthly basis. These reports must show at least performance
for the period being reported and trends over time. Contractor shall, following Agency’s
written request, provide a report that contains true and correct information detailing
Contractor’s actual Service Availability performance.

Contractor shall provide reports on its performance either as part of the periodic status
reports required under specific Tasks or, if no status report is required or Agency approves
in writing, under separate cover on a schedule and in a form approved by Agency.

When Contractor is required to submit periodic status reports, and no reporting schedule is
otherwise set in the applicable Statement of Work or approved in writing by Agency,
Contractor shall provide (i) a set of hard and a set of electronic reports on or before the
tenth (10%™) Business Day of the month following the month in which performance is
measured, and (ii) identification of any damages payable to Agency for failure to meet a
performance metric or Service Level Agreement.
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1.5.1. If Contractor fails to report on its actual performance by the fifteenth (15t)
Business Day of the month in which the report is due, Contractor will be deemed to
have missed all unreported metrics and service levels for the month.

2. MODIFICATIONS TO SERVICE LEVEL AGREEMENTS

2.1.

2.2,

2.3.

Agency and Contractor may add or modify performance metrics and Service Level
Agreements in accordance with the Change Control process in Section 7.1 of this Contract.
The parties agree that:

2.1.1. Changes to service levels will be established based on current performance (at least
three (3) months of service metrics) and business requirements, and

2.1.2. Additional requirements may be added based on business needs.

Notice; Limit. Agency will send written notice to Contractor at least thirty (30) Calendar
Days prior to the date that a modification to a performance metric or a Service Level
Agreement is to be effective, unless a shorter time frame is agreed upon by Contractor.
Agency may send such a notice (which notice may contain multiple changes) not more than
once every ninety (90) Calendar Days.

2.2.1. Notwithstanding the foregoing, Agency may delete service levels at any time during
the Term by sending written notice to Contractor.

Liquidated Damages

The parties agree that calculation of actual damages resulting from failure to meet performance

2.4.

standards is extremely difficult, if not impossible, to calculate accurately, and the parties
also agree that the compensation identified for such failures are a reasonable estimate of
damages resulting from a failure to meet the performance standard described. Therefore,
the parties agree that the Contractor shall be subject to amounts due as liquidated
damages, but not as a penalty, for each such failure, as follows:

2.3.1. For every Performance item listed in this Exhibit B, Agency has the ability to assess
Liquidated Damages as detailed below, so long as the failure to provide/meet said
Performance item is solely caused by Contractor’s action or inaction and the Agency
has provided written notice to the Contractor regarding the failure to provide/meet
said Performance item. Liquidated damages are capped at One Hundred Thousand
Dollars ($100,000.00).

2.3.2. If Agency elects not to impose liquidated damages in a particular instance, this
decision shall not be construed as a waiver of the State’s right to pursue future
assessment of performance standards and associated liquidated damages; nor
construed to limit any additional remedies available to the State.

For liguidated damages, the amounts stated for each occurrence of each performance
failure define the maximum liquidated damages due from Contractor. Liquidated damages
claimed will be adjusted downward to eliminate any proportion of the damage caused by
Agency’s failure to meet its contractual responsibility.
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2.5.

2.6.

2.7.

2.8.

2.9.

2.10.

3.
3.1.

3.2

The damage remedies stated in this Exhibit B are in addition to any other remedy for
damages provided in the Contract. If Agency recovers actual damages in addition to
liqguidated damages, Agency will reduce such actual damages by the amounts received as
liguidated damages for the same events causing the actual damages.

Cure Period. For performance requirements subject to a cure period, the Agency Project
Manager will provide written notification of each failure to meet a performance
requirement. Unless otherwise specified, Contractor will have five (5) Business Days, from
the date of receipt of the written notification to perform to specifications to cure the
failure. State may approve additional days at its discretion.

In the event of Contractor’s failure to meet a performance metric in either Exhibit A or
Exhibit B, Agency may at its option:

2.7.1. Assess and withhold from payments due Contractor under this Contract the
amounts due for any damages or liquidated damages specified in this Exhibit B; or

2.7.2. Make immediate demand on Contractor for payment of the damages and
liguidated damages specified in this Exhibit B, which may be extended to the Agency
in the form of Service Credits.

Notice. Agency will provide written notification of the intent to assess damages agreed
upon in this Exhibit B ten (10) Calendar Days prior to assessment. The Agency Project
Manager will notify Contractor, in writing, of any claim for damages or liquidated damages
pursuant to this provision at least fifteen (15) Calendar Days prior to the date Agency
deducts such sums from money payable to Contractor.

Payment. Amounts due Agency from assessment of damages or liquidated damages are
due within thirty (30) Calendar Days of demand by Agency unless Agency has exercised its
option to deduct or accept as credit the amounts due from any money payable to
Contractor pursuant to this Contract.

Agency may, at its sole discretion, return a portion of collected damages as an incentive
payment to Contractor for prompt and lasting correction of performance deficiencies.

PERFORMANCE STANDARDS AND SERVICE LEVEL GUARANTEES

Final Acceptance
3.1.1. Performance Requirement

It is critical to State’s interest that Final Acceptance of the Implementation of the
Subscription Services occur on or before the date agreed to in the Statement of Work.

Contractor's capability to meet this date will be determined by Agency following the
conclusion of the Implementation Task, in accordance with Section 3.3.4. of this Contract.
If Agency determines that the Subscription Services are not ready for Final Acceptance on
the specified date, then assessments will be made until such time as Agency determines
that either ii) Final Acceptance may occur, or ii) that Contractor is in default.
Performance Standards Table
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deadlines as stated.

# SLA Performance Requirement Period of Liquidated
Name Measurement Damages
1 | Deliverable | All Deliverables as detailed in Exhibit A, | Deadlines in Exhibit| Afee of $500.00 per week will be
Deadlines Statement of Work achieved by L. assessed to the Contractor for

each week implementation is
delayed beyond the agreed upon
timeline where the delay is caused
solely by the Contractor.

2 | Performanc
e Metrics

Subscription Services must handle user
loads up to the following without
impacting any other performance
metrics

o 3,000 concurrent users
Subscription Services speed shall be
measured in Time to Interactive (TTI)
and meet the following thresholds:
Maximum must not exceed 5 seconds

If Agency reasonably believes that Contractor has failed

to achieve its Performance Metrics commitments in
any given month, the Contractor shall, following
Agency’s written request, provide a report that
contains true and correct information detailing
Contractor’s actual performance. Agency must have
reported an issue with the Performance Metrics
within the calendar month and must request the
report within ten (10) days of the end of the calendar
month. The sole remedies for failure to meet the
Performance Metrics level of commitment is a
service refund based on the following:

= |ess than 99.5% but equal to or above 97%,
Contractor shall provide Agency with a root
cause analysis and a written plan for improving
Contractor’s Performance Metrics to allow
3,000 concurrent users not to exceed at TTl of 5
seconds and Contractor shall promptly
implement such plan;

=  between 96.9% and 93%, Contractor shall
provide Agency with a service refund in an
amount equal to 10% of the prorated amount of
the License Fees for one month;

=  between 92.9% and 90%, Contractor shall
provide Agency with a service refund in an
amount equal to 25% of the prorated amount of
the License Fees for one month;

= Less than 90%, Contractor shall provide Agency
with a service refund in an amount equal to
100% of the prorated amount of the License
Fees for one month
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SLA Name Performance Requirement Period of Measurement/Liquidated Damages
Business Data, up to the last committed e If Agency reasonably believes that Contractor has
Continuity | transaction, shall be replicated to the failed to achieve its Business Continuity and
and Disaster | Contractor’s data center and backed up Disaster Recovery commitments in any given
Recovery to an active data center, using month, the Contractor shall, following Agency’s
geographlcally redundant onshore written request, provide a report that contains true
infrastructure. . . . ,
and correct information detailing Contractor’s
Full database backups should be .actual [:?erformanc.e. Agency .mu.st have rfeported an
performed daily, incremental database issue with the Business Continuity and Disaster
backups performed at DBA’s advice, and Recovery within the calendar month and must
transaction log backups ran every 15 request the report within ten (10) days of the end
minutes. of the calendar month. The sole remedies for
failure to meet the Business Continuity and
o Backups must be transmitted Disaster Recovery level of commitment is a service
over a secure network. refund based on the following:
° Backups should be retained for e less than 99.5% but equal to or above 97%,
90 days. Contractor shall provide Agency with a root cause
. L analysis and a written plan for improving the 15-
For bu§|nfess cont.lnmty purposes, the minute RPO and 2-hour RTO and Contractor shall
Subscription Services should support .
disaster recovery with a dedicated team promptly implement such plan; .
and 15-minutes recovery point e between 96.9% and 93%, Contractor shall provide
objective (RPO) and 2-hour recovery Agency with a service refund in an amount equal to
time objective (RTO). 10% of the prorated amount of the License Fees for
one month;
Testing of the service’s Continuous Site | e between 92.9% and 90%, Contractor shall provide
Switching program between the active Agency with a service refund in an amount equal to
and ready instance locations shall be 25% of the prorated amount of the License Fees for
done approximately once every year. one month;
e Less than 90%, Contractor shall provide Agency
with a service refund in an amount equal to 100%
of the prorated amount of the License Fees for one
month
4 | Availability | Contractor will use commercially If Agency reasonably believes that Contractor has
of the reasonable efforts to maintain the failed to achieve its Service Availability
System availability of the SVSter.n to the Agency commitments in any given month, the Contractor
at 99.5%. All Updates will be completed . . .
outside of standard business hours shall, following Agency’s written request, provide a
(same as Support Hours). Notification of| report that contains true and correct information
Updates will not be provided unless detailing Contractor’s actual Service Availability
downtime is expected. If major Updates| performance. Agency must have reported an issue
are required during standard business | \yith the Service Availability within the calendar
hour; due to necessity, Contractor wil month and must request the report within ten (10)
provide notification to Agency as soon
as reasonably possible. Updates that are days of the end of the calendar month. The sole
done outside of Scheduled Downtime remedies for failure to meet the Service
are excluded from the 99.5% Service
Availability calculation.
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Availability level of commitment is a service refund
based on the following:

e |ess than 99.5% but equal to or above 97%,
Contractor shall provide Agency with a root
cause analysis and a written plan for
improving Contractor’s Service Availability to
attain the 99.5% Service Availability and
Contractor shall promptly implement such
plan;

e between 96.9% and 93%, Contractor shall
provide Agency with a service refund in an
amount equal to 10% of the prorated
amount of the License Fees for one month;

e between 92.9% and 90%, Contractor shall
provide Agency with a service refund in an
amount equal to 25% of the prorated
amount of the License Fees for one month;

e Less than 90%, Contractor shall provide
Agency with a service refund in an amount
equal to 100% of the prorated amount of the
License Fees for one month

3.3.  Support Services/Help Desk Services

3.3.1. Availability. With the exclusion of Federal Holidays, Technical Support is available
from 8:00 a.m. to 5:00 p.m. Pacific Time (PT), Monday - Friday. (“Support Hours”).

3.3.2. Procedure. Agency must initiate a helpdesk ticket during Support Hours by sending
an email to support@neighborlysoftware.com, calling the toll-free number of (855)
625-9738), or via the Help Icon located within the System. Contractor will use
commercially reasonable efforts to respond to all Help tickets in the manner set forth
in 3.10.9 below.

3.3.3. Conditions for Providing Support. Contractor’s obligation to provide System or
Services in accordance with the stated Service Availability is conditioned on Agency
providing Contractor with sufficient information and resources to correct the Defect,
as well as access to the personnel, hardware, and any additional systems involved in
discovering the Defect.

3.3.4. Trouble Ticket Management System/Technical Support. Contractor shall provide a
trouble ticket management system as part of Support Services. Both Agency and
Agency authorized Contractor(s) will utilize Contractor’s ZenDesk® trouble ticket
management system for tracking Support Services issues.
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3.3.5. Ticket Resolution. Contractor will use all commercially reasonable efforts to resolve
support tickets in the process described below. Response metrics are based on issues
being reported during Support Hours.

3.3.5.1.  Standard Ticket: Issue does not significantly impact the operation of the
System or there is a reasonable workaround available.

3.3.5.1.1. Response Metric: Contractor will use commercially reasonable
efforts to respond and resolve all Standard tickets within eight (8) business
hours of notification.

3.3.5.2.  Priority Ticket: System is usable, but some features (not critical to
operations) are unavailable.

3.3.5.2.1. Response Metric: Contractor will use commercially reasonable
efforts to respond to all Priority tickets within two (2) hours and resolve
Priority tickets within six (6) business hours of notification.

3.3.5.3. Emergency Ticket: Issue has rendered System unavailable or unusable,
resulting in a critical impact on business operations. The condition requires
immediate resolution.

3.3.5.3.1. Response Metric: Contractor will use commercially reasonable
efforts to respond to all Emergency tickets within one (1) hour and resolve
Emergency tickets within two (2) business hours of notification.

3.4. Exclusions. Contractor shall have no liability for, and shall make no representations or
warranties respecting Service Availability or lack of availability of the System due to: (1)
outages caused by the failure of public network or communications components; (2)
outages cause by a Force Majeure event; (3) outages or Defects caused by the Agency’s use
of any third-party hardware, System, and/or services; (4) Defects caused by the individual
Authorized User’s desktop or browser System; (5) Defects caused by the Agency’s
negligence, misconduct, hardware malfunction, or other causes beyond the reasonable
control of the Contractor; and/or (6) Agency has not paid License Fees under the
Agreement when due.
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EXHIBIT C
INSURANCE

Contractor shall obtain_at Contractor’s expense the insurance specified in this Exhibit C prior to
performing under this Contract and shall maintain it in full force and at its own expense throughout
the duration of this Contract, and as required by any extended reporting period or tail coverage
requirements, and all warranty periods that apply. Contractor shall obtain the following insurance
from insurance companies or entities that are authorized to transact the business of insurance and
issue coverage in the State of Oregon and that are acceptable to Agency. Coverage must be primary
and non-contributory with any other insurance and self-insurance. Contractor shall pay for all
deductibles, self-insured retention and self-insurance, if any.

1. INSURANCE REQUIRED.
1.1 Workers’ Compensation & Employers’ Liability.

All employers, including Contractor, that employ subject workers, as defined in ORS 656.027, shall
comply with ORS 656.017 and provide workers' compensation insurance coverage for those
workers, unless they meet the requirement for an exemption under ORS 656.126(2). Contractor
shall require and ensure that each of its subcontractors complies with these requirements. If
Contractor is a subject employer, as defined in ORS 656.023, Contractor shall also obtain employers'
liability insurance coverage with limits not less than $500,000 each accident. If Contractor is an
employer subject to any other state’s workers’ compensation law, Contractor shall provide workers’
compensation insurance coverage for its employees as required by applicable workers’
compensation laws including employers’ liability insurance coverage with limits not less than
$500,000 and require and ensure that each of its out-of-state subcontractors complies with these
requirements.

1.2 Professional Liability.

Contractor shall provide Technology Errors & Omissions insurance in an amount of not less than
$4,000,000 per claim covering Contractor’s liability arising from acts, errors or omissions in
rendering or failing to render computer or information technology services, including the failure of
technology products to perform the intended function or serve the intended purpose as set forth in
this Contract. This insurance must include coverage for violation of intellectual property rights
including trademark and software copyright, privacy liability, the failure of computer or network
security to prevent a computer or network attack, misrepresentations, and unauthorized access or
use of computer system or networks. This insurance must also include coverage for unauthorized
disclosure, access or use of Agency Data (which may include, but is not limited to, Personally
Identifiable Information (“PIlI”), Payment Card Data and Protected Health Information (“PHI”)) in
any format. Coverage must extend to Business Associates (if applicable) and independent
contractors providing Services on behalf of or at the direction of Contractor.

1.3 Commercial General Liability.
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Contractor shall provide Commercial General Liability Insurance covering bodily injury, and property
damage in a form and with coverage that are satisfactory to the State. This insurance must include
personal and advertising injury liability, products and completed operations, contractual liability
coverage, in each case arising out of Contractor’s negligence, and have no limitation of coverage to
designated premises, project, or operation. Coverage must be written on an occurrence basis in an
amount of not less than $1,000,000 per occurrence and $2,000,000 aggregate.

14 AUTOMOBILE LIABILITY INSURANCE.

Contractor shall provide Automobile Liability Insurance covering Contractor’s business use including
for non-owned, or hired vehicles with a combined single limit of not less than $1,000,000_ for bodily
injury and property damage. This coverage may be written in combination with the Commercial
General Liability Insurance (with separate limits for Commercial General Liability and Automobile
Liability). Use of personal automobile liability insurance coverage may be acceptable if evidence
that the policy includes a business use endorsement is provided.

2. EXCESS/UMBRELLA INSURANCE.

A combination of primary and excess/umbrella insurance may be used to meet the required limits
of insurance.

3. ADDITIONAL INSURED.

The Commercial General Liability, and Automobile Liability insurance required under this Contract
must include an additional insured endorsement specifying the State of Oregon, its officers,
employees and agents as Additional Insureds, including additional insured status with respect to
liability arising out of ongoing operations and completed operations but only with respect to
Contractor's activities under this Contract. The Additional Insured endorsement with respect to
liability arising out of Contractor’s ongoing operations must be on ISO Form CG 20 10 07 04 or
equivalent and the Additional Insured endorsement with respect to completed operations must be
on I1SO form CG 20 37 07 04 or equivalent.

4, CONTINUOUS CLAIMS MADE COVERAGE.

If any of the required liability insurance is on a claims made basis and does not include an extended
reporting period of at least 24 months, then Contractor shall maintain continuous claims made
liability coverage, provided the effective date of the continuous claims made coverage is on or
before the effective date of the Contract, for a minimum of 24 months following the later of:

(i) Contractor ’s completion and Agency’s acceptance of all Services required under the

Contract, or
(ii) Agency or Contractor termination of this Contract, or
(iii) The expiration of all warranty periods provided under this Contract.

5. CERTIFICATE(S) AND PROOF OF INSURANCE.

Contractor shall provide to Agency Certificate(s) of Insurance for all required insurance before
delivering any goods or performing any Services required under this Contract. The Certificate(s)
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must list the State of Oregon, its officers, employees and agents as a Certificate holder and as an
endorsed Additional Insured as specified in this exhibit. If excess/umbrellainsurance is used to meet
the minimum insurance requirement, the Certificate of Insurance must include a list of all policies
that fall under the excess/umbrella insurance. As proof of insurance Agency has the right to request
copies of insurance policies and endorsements relating to the insurance requirements in this
Contract.

6. NOTICE OF CHANGE OR CANCELLATION.

Contractor or its insurer must endeavor to provide at least 30 Calendar Days’ written notice to
Agency before cancellation of, material change to, potential exhaustion of aggregate limits of, or
non-renewal of the required insurance coverage(s).

7. INSURANCE REQUIREMENT REVIEW.

Contractor agrees to periodic review of insurance requirements by Agency under this Contract and
to meet updated requirements as agreed upon by Contractor and Agency.

(REMAINDER OF PAGE INTENTIONALLY LEFT BLANK)
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EXHIBIT D
CERTIFICATION STATEMENT FOR INDEPENDENT CONTRACTOR
Contractor certifies Contractor meets the following standards:

1. | am registered under ORS chapter 701 or other applicable Oregon statute to provide labor
or services for which such registration is required.

2. | have filed federal and state income tax returns in the name of my business or a business
Schedule C as part of the personal income tax return, for the previous year, or expect to file
federal and state income tax returns, for labor or services performed as an independent
contractor in the previous year.

3. I will furnish the tools or equipment necessary for the contracted labor or services.
4, | have the authority to hire and fire employees who perform the labor or services.
5. | represent to the public that the labor or services are to be provided by my independently

established business as four (4) or more of the following circumstances exist. (Please check four
or more of the following):

A. The labor or services are primarily carried out at a location that is separate from my
residence or is primarily carried out in a specific portion of my residence, which is set aside
as the location of the business.

B. Commercial advertising or business cards are purchased for the business, or | have
a trade association membership.

C. Telephone listing used for the business is separate from the personal residence
listing.

D. Labor or services are performed only pursuant to written contracts.

E. Labor or services are performed for two or more different persons within a period
of one year.

F. | assume financial responsibility for defective workmanship or for service not
provided as evidenced by the ownership of performance bonds, warranties, errors and
omission insurance or liability insurance relating to the labor or services to be provided.

Contractor Signature Date
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EXHIBIT E
CONTRACTOR’S PERSONNEL

Subject to Section 4.1, Key Persons, Contractor may update this Exhibit E via written notice to
Agency.

Authorized Representative:
Name and Title: Jason Rusnak, President and Co-Founder
Mailing Address: 3423 Piedmont Rd., Suite 420, Atlanta, GA 30305
(703) 864-7231
Email: Jason.rusnak@neighborlysoftware.com

Implementation Lead:
Name and Title: Erica Uriol, Implementation Director
Mailing Address: 3423 Piedmont Rd., Suite 420, Atlanta, GA 30305
(470) 845-1062
Email: erica.uriol@neighborlysoftware.com

Client Success Manager:
Name and Title: Brianna Hart, Client Success Manager
Mailing Address: 3423 Piedmont Rd., Suite 420, Atlanta, GA 30305
(470) 816-0090
Email: brianna.hart@neighborlysoftware.com

Other Contractor Key Persons:
Name and Title: Sarah Bohentin, Legal Counsel
Mailing Address: 3423 Piedmont Rd., Suite 420, Atlanta, GA 30305
Phone: (850) 363-1717
Email: sarah.bohentin@neighborlysoftware.com

Name and Title: Jigesh Parikh, Chief Technology Officer

Mailing Address: 3423 Piedmont Rd., Suite 420, Atlanta, GA 30305
(855) 223-4680

Email: jigesh.parikh@neighborlysoftware.com

Name and Title: Sean Ramuchak, Technology Manager

Mailing Address: 3423 Piedmont Rd., Suite 420, Atlanta, GA 30305
(855) 223-4680

Email: sean.ramuchak@neighborlysoftware.com

Name and Title: Tanya Rustin, Strategic Accounts Director
Mailing Address: 3423 Piedmont Rd., Suite 420, Atlanta, GA 30305
(855) 223-4680

Email: tanya.rustin@neighborlysoftware.com
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EXHIBIT F
AGENCY PERSONNEL

Agency may update this Exhibit F via written notice to Contractor.
Authorized Representative:

Monica Herrera

Chief Technology & Reporting Officer, Disaster Recovery & Resilience
Oregon Housing and Community Services

725 Summer St NE, Suite B | Salem, OR 97301
Monica.F.Herrera@hcs.oregon.gov

(971) 239-3244

Project Manager:

Geoff Hilgemann

Project Manager

Oregon Housing and Community Services

725 Summer St NE, Suite B | Salem, OR 97301
geoff.hilgemann@hcs.oregon.gov

(503) 559-5480

Other Agency Key Persons:

Liana Webb

Chief Information Officer

Oregon Housing and Community Services

725 Summer St NE, Suite B | Salem, OR 97301
liana.webb@hcs.oregon.gov

(971) 718-1026

Sheridan Bailey

Senior Systems Analyst

Oregon Housing & Community Services

725 Summer St NE, Suite B | Salem, OR 97301
sheridan.bailey@hcs.oregon.gov

(503) 551-7435

Ryan Flynn

Assistant Director

OHCS Disaster Recovery & Resilience

725 Summer St NE, Suite B | Salem, OR 97301
ryan.flynn@hcs.oregon.gov

(503) 510-9932
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Chelsea Catto

Chief Policy Officer — OHCS Disaster Recovery & Resilience
725 Summer St NE, Suite B | Salem, OR 97301
chelsea.catto@hcs.oregon.gov

(503) 949-3063

(REMAINDER OF PAGE INTENTIONALLY LEFT BLANK)
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EXHIBIT G
CONTRACTOR’S SYSTEM LICENSING SUBSCRIPTION TERMS
1. SYSTEM AND SERVICES.

a. During the Term of this Contract, Contractor will provide Agency access to, and use of, the
System, Services, and Documentation by enabling a portal for Agency to access through a
web browser (the “Portal”).

b. Contractor will make available to Agency all updates and any documentation for such
updates to the Services. Contractor will use commercially reasonable efforts to ensure that
(i) new features or enhancements to existing features are synchronized with the previous
version, and (ii) updates will not degrade the performance, functionality, or operation of the
Services. General maintenance of the system is completed on a regular basis to ensure
optimal performance of the Services.

2. AGENCY RESTRICTIONS AND RESPONSIBILITIES.

a. Agency will not, directly or indirectly: (i) reverse engineer, decompile, disassemble or
otherwise attempt to discover the source code, object code or underlying structure, ideas,
know-how or algorithms relevant to the Services or any System, documentation, or data
related to the Services (“System”); (ii) modify, translate, or create derivative works based
on the Services or any System (except to the extent expressly permitted by Contractor or
authorized within the Services); nor (iii) use the Services or any software for timesharing or
service bureau purposes.

b. Agency represents, covenants, and warrants that Agency will use the Services in compliance
with all applicable laws and regulations.

c. Agency shall be responsible for obtaining and maintaining any equipment and ancillary
services needed to connect to, access or otherwise use the Services, including, without
limitation, modems, hardware, servers, software, operating systems, networking, web
servers and the like.

At no time is it permissible for an Authorized User to share their login credentials. The number of
Authorized Users licensed hereunder is specified in the Contract or as formally requested and
approved, in writing, during the Term. Agency is solely responsible for maintaining the status of its
Authorized Users and the confidentiality of all login credentials and other Portal access
information under its control. Agency will notify Contractor immediately if Portal information is
lost, stolen, or disclosed to an unauthorized person or any other breach of security in relation to
its passwords, usernames, or other Portal access information that may have occurred or is likely to
occur.
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EXHIBIT I
ADDITIONAL FEDERAL REQUIREMENTS

Contractor must comply with, and shall cause all subcontractors to comply with all state and
federal laws, regulations and executive orders, as may be adopted or modified from time to time,
as well as the provisions set forth in this Exhibit I.

1. Federal regulations applicable to this award include without limitation the following:

1.1

1.2

1.3

1.4

1.5

1.6

1.7

Uniform Administrative Requirements, Cost Principles, and Audit Requirements for
Federal Awards, 2 C.F.R. Part 200, other than such provisions as Treasury may
determine are inapplicable to this award and subject to such exceptions as may be
otherwise provided by Treasury. Subpart F — Audit Requirements of the Uniform
Guidance, implementing the Single Audit Act, shall apply to this award.

Universal Identifier and System for Award Management (SAM), 2 C.F.R. Part 25, and
pursuant to which the award term set forth in Appendix A to 2 C.F.R. Part 25 is hereby
incorporated by reference.

iReporting Subaward and Executive Compensation Information, 2 C.F.R. Part 170,
pursuant to which the award term set forth in Appendix A to 2 C.F.R. Part 170 is hereby
incorporated by reference.

Contractor shall not permit any person or entity to be a subcontractor if the person or
entity is listed on the non-procurement portion of the General Service Administration’s
“List of Parties Excluded from Federal Procurement or Nonprocurement Programs” in
accordance, in accordance with the OMB guidelines at 2 CFR 180 that implement
Executive Orders 12549 (3 CFR part 1986 Comp., p. 189) and 12689 (3 CFR part 1989
Comp., p. 235), “Debarment and Suspension.” This list contains the names of parties
debarred, suspended, or otherwise excluded by agencies, and contractors declared
ineligible under statutory authority other than Executive Order No. 12549.
Subcontractors with awards that exceed the simplified acquisition threshold shall
provide the required certification regarding their exclusion status and that of their
principals prior to award.

Governmentwide Requirements for Drug-Free Workplace, 31 C.F.R. Part 20.

New Restrictions on Lobbying, 31 C.F.R. Part 21.

Access to Records; Audits. Contractor shall comply and, if applicable, cause a
subcontractor to comply, with the applicable audit requirements and responsibilities

set forth in the Office of Management and Budget Circular A-133 entitled “Audits of
States, Local Governments and Non-Profit Organizations.” Contractor shall provide the
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1.8

1.9

1.10

1.11

1.12

State of Oregon, Agency, the FEMA Administrator, the Comptroller General of the
United States, or any of their authorized representatives access to any books,
documents, papers, and records of Contractor which are directly pertinent to this
Contract for the purpose of making audits, examinations, excerpts and transcripts.
Contractor shall permit the foregoing parties to reproduce by any means whatsoever or
to copy excerpts and transcriptions as reasonably needed. If applicable, Contractor
shall provide the FEMA Administrator or his authorized representatives access to
construction sites pertaining to the work being completed under the Contract.
Contractor and Agency acknowledge and agree that no language in this Contract is
intended to prohibit audits or internal reviews by the FEMA Administrator or the
Comptroller General of the United States.

Federal Tax Information. Contractor shall comply with the provisions of Section
6103(b) of the Internal Revenue Code, the requirements of IRS Publication 1075, and
the Privacy Act of 1974, 5 U.S.C. §552a et. seq. related to federal tax information.

US Patriot Act of 2001. Contractor shall comply with the requirements of the Uniting
and Strengthening America by Providing Appropriate Tools Required to Intercept and
Obstruct Terrorism Act (US PATRIOT Act), which amends 18 U.S.C. section 175-175c.

Buy American and Hire American. Contractor shall comply with any applicable
provisions of the Buy American Act (41 U.S.C. section 83-1 through 8305 and any other
applicable statutes, regulations or rules that require, or provide a preference for, the
purchase or acquisition of goods, products, or material produced in the United States.

Trafficking Victims Protection Act of 2000. Contractor shall comply with the
requirements of the government-wide award term which implements Section 106(g) of
the Trafficking of Victims Protection Act of 2000 (TVA), as amended by 22 U.S.C. section
7104.

Byrd Anti-Lobbying Amendment; Truth in Lobbying. This Act prohibits the recipients of
federal contracts, grants, and loans from using appropriated funds for lobbying the
Executive or Legislative Branches of the federal government in connection with a
specific contract, grant, or loan. As required by Section 1352, Title 31 of the U.S. Code
and implemented at 34 CFR Part 82 for persons entering into a grant or cooperative
agreement over $100,000, as defined at 34 CFR Part 82, Section 82.105 and 82.110. By
signing this Contract, the Contractor certifies, to the best of the Contractor’s
knowledge and belief that:

1.12.1 No federal appropriated funds have been paid or will be paid, by or on behalf of
Contractor, to any person for influencing or attempting to influence an officer
or employee of an agency, a Member of Congress, an officer or employee of
Congress, or an employee of a Member of Congress in connection with the
awarding of any federal contract, the making of any federal grant, the making of

OHCS Contract No. 7322, CDBG-DR SOR
Page 58 of 77

CK



DocuSign Envelope ID: AA4D2618-6DBA-4C37-AA59-2DB8511239E4

1.12.2

1.12.3

1.12.4

1.12.5

1.12.6

1.12.7

any federal loan, the entering into of any cooperative agreement, and the
extension, continuation, renewal, amendment or modification of any federal
contract, grant, loan or cooperative agreement.

If any funds other than federal appropriated funds have been paid or will be
paid to any person for influencing or attempting to influence an officer or
employee of any agency, a Member of Congress, an officer or employee of
Congress, or an employee of a Member of Congress in connection with this
federal contract, grant, loan or cooperative agreement, the Contractor shall
complete and submit Standard Form LLL, “Disclosure Form to Report Lobbying”
in accordance with its instructions.

The Contractor shall require that the language of this certification be included in
the award documents for all subawards at all tiers (including subcontracts,
subgrants, and contracts under grants, loans, and cooperative agreements) and
that all subrecipients and subcontractors shall certify and disclose accordingly.
This certification is a material representation of fact upon which reliance was
placed when this Contract was made or entered into. Submission of this
certification is a prerequisite for making or entering into this Contract imposed
by Section 1352, Title 31 of the U.S. Code. Any person who fails to file the
required certification shall be subject to a civil penalty of not less than $10,000
and not more than $100,000 for each such failure.

No part of any federal funds paid to Contractor under this Contract shall be
used other than for normal and recognized executive legislative relationships,
for publicity or propaganda purposes, for the preparation, distribution, or use of
any kit, pampbhlet, booklet, publication, electronic communication, radio,
television, or video presentation designed to support or defeat the enactment
of legislation before the United States Congress or any State or local legislature
itself, or designed to support or defeat any proposed or pending regulation,
administrative action, or order issued by the executive branch of any State or
local government itself.

No part of any federal funds paid to Contractor under this Contract shall be
used to pay the salary or expenses of any grant or contract recipient, or agent
acting for such recipient, related to any activity designed to influence the
enactment of legislation, appropriations, regulation, administrative action, or
Executive order proposed or pending before the United States Congress or any
State government, State legislature or local legislature or legislative body, other
than for normal and recognized executive-legislative relationships or
participation by an agency or officer of a State, local or tribal government in
policymaking and administrative processes within the executive branch of that
government.

The prohibitions in subsections (e) and (f) of this Section shall include any
activity to advocate or promote any proposed, pending or future Federal, State
or local tax increase, or any proposed, pending, or future requirement or
restriction an any legal consumer product, including its sale or marketing,
including but not limited to the advocacy or promotion of gun control.
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1.12.8 Contractor shall require that the language of this certification be included in the
award documents for all sub-awards at all tiers (including subcontracts, sub-
grants, and contracts under grants, loans, and cooperative agreements) and
that all sub-recipients and subcontractors shall certify and disclose accordingly.

1.13 Davis-Bacon Act.

1.13.1 All transactions regarding this Contract will be done in compliance with the
Davis-Bacon Act (40 U.S.C. 3141-3144, and 3146-3148) and the requirements of
29 C.F.R. pt.5 as may be applicable. Contractor shall comply with 40 U.S.C. 3141-
3144, and 3146-3148 and the requirements of 29 C.F.R. pt. 5 as applicable.

1.13.2 Contractor shall pay wages to laborers and mechanics at a rate not less than the
prevailing wages specified in a wage determination made by the Secretary of
Labor.

1.13.3 Additionally, Contractor shall pay wages not less than once a week.

1.14 Copeland “Anti-Kickback” Act.

1.14.1 Contractor shall comply with 18 U.S.C. §874, 40 U.S.C. §3145, and the
requirements of 29 C.F.R. pt.3 as may be applicable, which are incorporated by
reference into this Contract.

1.14.2 Contractor or subcontractor shall insert in any subcontracts the clause above
and such other clauses as the Federal Emergency Management Agency (FEMA)
may be appropriate instruction require, and also a clause requiring the
subcontractors to include these clauses in any lower tier subcontracts.
Contractor shall be responsible for the compliance by any subcontractor or
lower tier subcontract with all of these contract clauses.

1.14.3 A breach of the contract clauses above may be grounds for termination of the
Contract and for debarment as a contractor and subcontractor as provided in
29 C.F.R.8§5.12.

2. Equal Employment Opportunity. If this Contract, including amendments, is for more than
$10,000, then Contractor shall comply with Executive Order 11246, entitled “Equal
Employment Opportunity,” as amended by Executive Order 11375, and as supplemented in
Department of Labor regulations (41 CFR Part 60). The Executive Order prohibits contractors
and federally-assisted construction contractors and subcontractors who do over $10,000 in
Government business in one year from discriminating in employment decisions on the basis of
race, color, religion, sex, or national origin. The Executive Order also requires contractors to
take affirmative action to ensure that equal opportunity is provided in all aspects of their
employment.

During the performance of the Contract, Contractor agrees as follows:
2.1.  Contractor will not discriminate against any employee or applicant for employment
because of race, color, religion, sex, or national origin. Contractor will take affirmative

action to ensure that applicants are employed, and that employees are treated during
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2.2.

2.3.

2.4.

2.5.

2.6.

2.7.

2.8.

employment without regard to their race, color, religion, sex, or national origin. Such
action shall include, but not be limited to the following: Employment, upgrading,
demotion, or transfer; recruitment or recruitment advertising; layoff or termination;
rates of pay or other forms of compensation; and selection for training, including
apprenticeship. Contractor agrees to post in conspicuous places, available to
employees and applicants for employment, notices to be provided setting forth the
provisions of this nondiscrimination clause.

Contractor will, in all solicitations or advertisements for employees placed by or on
behalf of Contractor, state that all qualified applicants will receive considerations for
employment without regard to race, color, religion, sex, or national origin.

Contractor will not discharge or in any other manner discriminate against any
employee or applicant for employment because such employee or applicant has
inquired about, discussed, or disclosed the compensation of the employee or applicant
or another employee or applicant. This provision shall not apply to instances in which
an employee who has access to the compensation information of other employees or
applicants as a part of such employee’s essential job functions discloses the
compensation of such other employees or applicants to individuals who do not
otherwise have access to such information, unless such disclosure is in response to a
formal complaint or charge, in furtherance of an investigation, proceeding, hearing, or
action, including an investigation conducted by the employer, or is consistent with
Contractor’s legal duty to furnish information.

Contractor will send to each labor union or representative of workers with which
Contractor has a collective bargaining agreement or other contract or understanding, a
notice to be provided advising the said labor union or workers' representatives of
Contractor's commitments under this section and shall post copies of the notice in
conspicuous places available to employees and applicants for employment.
Contractor will comply with all provisions of Executive Order 11246 of September 24,
1965, and of the rules, regulations, and relevant orders of the Secretary of Labor.
Contractor will furnish all information and reports required by Executive Order 11246
of September 24, 1965, and by rules, regulations, and orders of the Secretary of Labor,
or pursuant thereto, and will permit access to his books, records, and accounts by the
administering agency and the Secretary of Labor for purposes of investigation to
ascertain compliance with such rules, regulations, and orders.

In the event of Contractor's noncompliance with the nondiscrimination clauses of this
Contract or with any of the said rules, regulations, or orders, this Contract may be
canceled, terminated, or suspended in whole or in part and the Contractor may be
declared ineligible for further Government contracts or federally assisted construction
contracts in accordance with procedures authorized in Executive Order 11246 of
September 24, 1965, and such other sanctions as may be imposed and remedies
invoked as provided in Executive Order 11246 of September 24, 1965, or by rule,
regulation, or order of the Secretary of Labor, or as otherwise provided by law.
Contractor will include the portion of the sentence immediately preceding subsection
1.1 and the provisions of subsection 1.1 through subsection 1.8 in every subcontract or
purchase order unless exempted by rules, regulations, or orders of the Secretary of
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Labor issued pursuant to section 204 of Executive Order 11246 of September 24, 1965,
so that such provisions will be binding upon each subcontractor or vendor. Contractor
will take such action with respect to any subcontract or purchase order as the
administering agency may direct as a means of enforcing such provisions, including
sanctions for noncompliance:

Provided, however, that in the event Contractor becomes involved in, or is threatened
with, litigation with a subcontractor or vendor as a result of such direction by the
administering agency Contractor may request the United States to enter into such
litigation to protect the interests of the United States.

2.8.1. No part of any federal funds paid to Contractor under this Contract may be used
for any activity that promotes the legalization of any drug or other substance
included in schedule | of the schedules of controlled substances established
under Section 202 of the Controlled Substances Act except for normal and
recognized executive congressional communications. This limitation shall not
apply when there is significant medical evidence of a therapeutic advantage to
the use of such drug or other substance of that federally sponsored clinical trials
are being conducted to determine therapeutic advantage.

3. Statutes and regulations prohibiting discrimination applicable to this award include,
without limitation, the following:

3.1

3.2

3.3.

3.4

3.5

Title VI of the Civil Rights Act of 1964 (42 U.S.C. §§ 2000d et seq.) and Treasury’s
implementing regulations at 31 C.F.R. Part 22, which prohibit discrimination on the
grounds of race, color, or national origin under programs or activities receiving federal
financial assistance;

The Fair Housing Act, Title VIII of the Civil Rights Act of 1968 (42 U.S.C. §§ 3601 et seq.),
which prohibits discrimination in housing on the basis of race, color, religion, national
origin, sex, familial status, or disability;

Section 504 of the Rehabilitation Act of 1973, as amended (29 U.S.C. § 794), which
prohibits discrimination on the basis of disability under any program or activity
receiving federal financial assistance;

The Age Discrimination Act of 1975, as amended (42 U.S.C. §§ 6101 et seq.) and
Treasury’s implementing regulations at 31 C.F.R. Part 23, which prohibit discrimination
on the basis of age in programs or activities receiving federal financial assistance; and

Title Il of the Americans with Disabilities Act of 1990, as amended (42 U.S.C. §§ 12101
et seq.), which prohibits discrimination on the basis of disability under programs,
activities, and services provided or made available by state and local governments or
instrumentalities or agencies thereto.
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3.6

3.7

3.8

3.9

3.10

Conflict of Interest. Contractor agrees that it will maintain in effect a conflict-of-interest
policy consistent with 2 C.F.R. § 200.318(c) covering each activity funded under this
award. Recipients and subrecipients shall disclose in writing to Treasury or the
passthrough agency, as appropriate, any potential conflict of interest affecting the
awarded funds in accordance with 2 C.F.R. § 200.112.

False Statements. Contractor understands that false statements or claims made in
connection with this award is a violation of federal criminal law and may result in fines,
imprisonment, debarment from participating in federal awards or contracts, and/or
any other remedy available by law.

Publications. Any publications produced with funds from this award must display the
following language: “This project is being supported, in whole or in part, by Community
Development Block Grant- Disaster Recovery funds allocated to the State of Oregon in
response to 2020 Wildfires (DR-4562) through publication in the Federal Register, Vol.
87, No. 23, February 3, 2022 (87 FR 6364). This allocation was made available through
the Disaster Relief Supplemental Appropriations Act of 2022 (Pub. L. 117-43), approved
on September 30, 2021 (the Appropriations Act) Oregon Housing and Community
Services by the U.S. Department of Housing and Urban Development.”

Debts Owed the Federal Government.

3.9.1 Any funds paid to Contractor (1) in excess of the amount to which Contractor is
finally determined to be authorized to retain under the terms of this award; or
(2) that are determined by the Treasury Office of Inspector General to have
been misused shall constitute a debt to the federal government.

3.9.2 Any debts determined to be owed the federal government must be paid
promptly by Contractor. A debt is delinquent if it has not been paid by the date
specified in Treasury’s initial written demand for payment, unless other
satisfactory arrangements have been made. Interest, penalties, and
administrative charges shall be charged on delinquent debts in accordance with
31 U.S.C. § 3717 and 31 C.F.R. § 901.9. Treasury will refer any debt that is more
than 180 days delinquent to Treasury’s Bureau of the Fiscal Service for debt
collection services.

3.9.3 Penalties on any debts shall accrue at a rate of not more than 6 percent per
year or such other higher rate as authorized by law. Administrative charges,
that is, the costs of processing and handling a delinquent debt, shall be
determined by Treasury.

3.9.4 Funds for payment of a debt must not come from other federally sponsored
programs.

Disclaimer.

3.10.1 The United States expressly disclaims any and all responsibility or liability to
Contractor or third persons for the actions of Contractor or third persons
resulting in death, bodily injury, property damages, or any other losses resulting
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3.11

3.12

3.13

in any way from the performance of this award or any other losses resulting in
any way from the performance of this award or any contract, or subcontract
under this award.

3.10.2 The acceptance of this contract award by Contractor does not in any way
constitute an agency relationship between the United States and Contractor.

Protections for Whistleblowers.
3.11.1 In accordance with 41 U.S.C. § 4712, Contractor may not discharge, demote, or
otherwise discriminate against an employee as a reprisal for disclosing
information to any of the list of persons or entities provided below that the
employee reasonably believes is evidence of gross mismanagement of a federal
contract or grant, a gross waste of federal funds, an abuse of authority relating
to a federal contract or grant, a substantial and specific danger to public health
or safety, or a violation of law, rule, or regulation related to a federal contract
(including the competition for or negotiation of a contract) or grant.
3.11.2 The list of persons and entities referenced in the paragraph above includes the
following:
3.11.2.1 A member of Congress or a representative of a committee of
Congress;

3.11.2.2 An Inspector General;

3.11.2.3 The Government Accountability Office;

3.11.2.4 ATreasury employee responsible for contract or grant oversight or
management;

3.11.2.5 An authorized official of the Department of Justice or other law
enforcement agency;

3.11.2.6 A court or grand jury; and/or

3.11.2.7 A management official or other employee of Contractor, contractor,
or subcontractor who has the responsibility to investigate, discover,
or address misconduct.

3.11.3 Contractor shall inform its employees in writing of the rights and remedies
provided under this section, in the predominant native language of the
workforce.

Increasing Seat Belt Use in the United States. Pursuant to Executive Order 13043, 62

FR 19217 (Apr. 8, 1997), Contractor should and should encourage its subcontractors to

adopt and enforce on-the-job seat belt policies and programs for their employees

when operating company-owned, rented or personally owned vehicles.

Reducing Text Messaging While Driving. Pursuant to Executive Order 13513, 74 FR
51225 (Oct. 1, 2009), Contractor should encourage its employees, and subcontractors
to adopt and enforce policies that ban text messaging while driving, and Contractor
should establish workplace safety policies to decrease accidents caused by distracted
drivers.
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3.14

3.15

3.16

3.17

3.18

Funding Agreements. If Contractor is a small business firm or nonprofit organization
and the Contract provides for the performance of experimental, developmental or
research work funded in whole or in part by the Federal government, Agency shall
comply with the provisions of 37 C.F.R. pt.401 (Rights to Inventions Made by Nonprofit
Organizations and Small Business Firms Under Government Grants, Contracts and
Cooperative Agreements) and any implementing regulations issued by FEMA. See 2
C.F.R. pt. 200, Appendix Il F.

Clean Air, Clean Water, EPA Regulations. If this Contract, including amendments,
exceeds $150,000 then Contractor shall comply and require all subcontractors to
comply with all applicable standards, orders, or requirements issued under Section 306
of the Clean Air Act (42 U.S.C. 7401-7671q.), the Federal Water Pollution Control Act as
amended (commonly known as the Clean Water Act) (33 U.S.C. 1251 to 1387),
specifically including, but not limited to Section 508 (33 U.S.C.. 1368), Executive Order
11738, and Environmental Protection Agency regulations (2 CFR Part 1532), which
prohibit the use under non-exempt Federal contracts, grants or loans of facilities
included on the EPA List of Violating Facilities. Violations shall be reported to Agency,
United States Department of Health and Human Services and the appropriate Regional
Office of the Environmental Protection Agency. Contractor shall include and require all
subcontractors to include in all contracts with subcontractors receiving more than
$150,000, language requiring the subcontractor to comply with the federal laws
identified in this section.

Other Environmental Standards. Contractor shall comply and require all
subcontractors to comply with all applicable environmental standards which may be
prescribed pursuant to the following: (a) institution of environmental quality control
measures under the National Environmental Policy Act of 1969 (P.L. 91-190) and
Executive Order 11514; (b) protection of wetlands pursuant to Executive Order 11990;
(c) evaluation of flood hazards in flood plains in accordance with Executive Order
11988; (d) assurance of project consistency with the approved State management
program developed under the Coastal Zone Management Act of 1972 (16 U.S.C. 1451
et. seq.); (e) conformity of Federal actions to State (Clear Air) Implementation Plans
under Section 176(c) of the Clear Air Act of 1955, as amended (42 U.S.C. 7401 et seq.);
(f) protection of underground sources of drinking water under the Safe Drinking Water
Act of 1974, as amended, (P.L. 93-523); and (g) protection of endangered species under
the Endangered Species Act of 1973, as amended, (P.L. 93-205).

Solid Waste Disposal Act. Contractor shall comply with all applicable requirements of
Section 6002 of the Solid Waste Disposal Act.

EPA Regulations. Contractor shall comply with all applicable standards, orders, or
requirements under Executive Order 11738, and Environmental Protection Agency
regulations (40 CFR Part 15), which prohibit the use under nonexempt Federal
contracts, grants or loans of facilities included on the EPA List of Violating Facilities.
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Violations shall be reported to the State, HHS and the appropriate Regional Office of
the Environmental Protection Agency. Contractor shall include and cause all
subcontractors to include in all contracts with subcontractors receiving more than
$100,000 in Federal Funds, language requiring the subcontractor to comply with the
federal laws identified in this section.

3.19 Resource Conservation and Recovery. Contractor shall comply and cause all
subcontractors to comply with all mandatory standards and policies that relate to
resource conservation and recovery pursuant to the Resource Conservation and
Recovery Act (codified at 42 USC 6901 et. Seq), as amended by the Resource
Conservation and Recovery Act. Section 6002 of that Act (codified at 42 USC 6962)
requires that preference be given in procurement programs to the purchase of specific
products containing recycled materials identified in guidelines developed by the
Environmental Protection Agency. Current guidelines are set forth in 40 CFR Parts 247-
253.

3.20 Recycled Materials. In the performance of the Contract, Contractor shall make
maximum use of products containing recovered materials that are EPA-designated
items unless the product cannot be acquired (i) competitively within a timeframe
providing for compliance with the Contract performance schedule, (ii) meeting
Contract performance requirements, or (iii) at a reasonable price.

3.21 Energy Efficiency. Contractor shall comply with applicable mandatory standards and
policies relating to energy efficiency that are contained in the Oregon energy
conservation plan issued in compliance with the Energy Policy and Conservation Act
(Pub. L. 94163).

Prohibition on certain telecommunications and video surveillance services or equipment.
The Contractor agrees to comply with 2 CFR 200.216 and is prohibited to obligate or spend
contract funds (to include direct and indirect expenditures as well as cost share and program)
to: Procure or obtain; Extend or renew a contract to procure or obtain; or Enter into contract
(or extend or renew contract) to procure or obtain equipment, services, or systems that use
covered telecommunications equipment or services as a substantial or essential component of
any system, or as critical technology as part of any system. As described in Pub. L. 115-232,
section 889, covered telecommunications equipment is telecommunications equipment
produced by Huawei Technologies Company or ZTE Corporation (or any subsidiary or affiliate
of such entities). For the purpose of public safety, security of government facilities, physical
security surveillance of critical infrastructure, and other national security purposes, video
surveillance and telecommunications equipment produced by Hytera Communications
Corporation, Hangzhou Hikvision Digital Technology Company, or Dahua Technology Company
(or any subsidiary or affiliate of such entities). Telecommunications or video surveillance
services provided by such entities or using such equipment. Telecommunications or video
surveillance equipment or services produced or provided by an entity that the Secretary of
Defense, in consultation with the Director of the National Intelligence or the Director of the
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Federal Bureau of Investigation, reasonably believes to be an entity owned or controlled by, or
otherwise, connected to the government of a covered foreign country.

5. Use of Logos. Contractor shall not use the HUD and/or OHCS seal(s), logos, crests, or
reproductions of flags or likenesses of HUD and/or OHCS agency officials without specific

written pre-approval.

6. The Federal government is not a party to this Contract and is not subject to any obligations or
liabilities to Agency, Contractor or any other party pertaining to any matter resulting from the
Contract.
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EXHIBIT K
SECURITY AND HOSTING REQUIREMENTS

Contractor’s obligations under the Contract include the requirements of this exhibit.

1. SECURITY AND HOSTING BACKGROUND.

Contractor will build CDBG-DR SOR and deliver it using the Software as a Service (SaaS) model.
The solution is fully hosted using Microsoft’s FeEdRAMP authorized Azure cloud computing
platform and requires no staffing requirement from Agency’s IT department for installation,
maintenance, backup, update or customization. The CDBG-DR SOR will be accessed via a web
interface and dynamically renders on any internet enabled device, including mobile phones
and tablets. Through Contractor’s partnership with Microsoft, CDBG-DR SOR will automatically
scale to meet the demand for server and data storage capacity. This ensures maximum uptime
and efficient processing of each data request and transaction.

As a part of the services, Contractor is responsible for maintaining a backup of Agency’s data
and for an orderly and timely recovery of such data in the event that the Services may be
interrupted. Contractor maintains a contemporaneous backup of data that can be recovered
within four (4) hours at any point in time within the last 35 days. Contractor will also maintain
weekly back up of Agency data is also available for 2 years. Automated back-ups are
performed by SQL Azure and require no manual activities.

Contractor is a Microsoft partner and utilize Microsoft Azure for all hosting and infrastructure,
which includes web hosting, database hosting and blob storage. All Customer data will be
stored, processed, and maintained solely in authorized FedRAMP data centers located in the
United States. Contractor will maintain its primary Microsoft data center in Virginia and the
backup data center is in Texas.

Contractor leverages geo-redundancy features of Microsoft Azure for the Application/Web
Server, SQL database and File Storage servers. In the event of an outage at the primary data
center, the system will automatically fail-over to the backup data center within 5 minutes
without requiring manual intervention. On an annual basis, Contractor will test its Disaster
Recovery capabilities by triggering a manual fail over from its primary data center to the
backup data center.

All data transmission will be encrypted with a minimum of TLS 1.2 (1.3 preferred). and all data
will be encrypted “at rest” when stored in Microsoft’s SQL Azure relational database
management system. Contractor will provide Agency with a unique URL for system access and
a separate, unique database for all data storage. In addition, Contractor will conduct monthly
vulnerability assessments to protect against unauthorized access and all site activity is
recorded in an audit log which includes IP address logging.
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2. DATA CLASSIFICATION AND COMPLIANCE WITH APPLICABLE LAWS.

2.1.

2.2,

2.3.

2.4.

Data Classification. Contractor shall assume that Agency Data contains information that
has been classified as Level 3 Information under the State of Oregon’s Information Asset
Classification policy, available online at https://www.oregon.gov/das/Policies/107-004-

050.pdf. Contractor certifies the Services provide the appropriate level of protection for
Level 3 Information.

Compliance with Laws, Regulations, and Policies. Contractor and its employees,
contractors, and agents shall comply with all applicable state and federal laws and
regulations, and State of Oregon policies governing Agency Data and its use and
disclosure, including as those laws, regulations, and policies may be updated from time to
time. Applicable laws, regulations, and policies include but are not limited to:

2.2.1. Statewide Information Security Standards:
https://www.oregon.gov/das/OSCIO/Documents/2019StatewidelnformationAndCybe
rSecurityStandardsV1.0.pdf

2.2.2. Statewide Cloud Computing policy: http://www.oregon.gov/das/policies/107-004-
150.pdf

2.2.3. Oregon’s Statewide Information Technology Policies:
www.oregon.gov/das/Pages/policies.aspx#IT.

2.2.4. The Oregon Consumer Information Protection Act (OCIPA), ORS 646A.600 through
646A.628, to the extent applicable. For purposes of OCIPA, Contractor is a vendor.

Responsible for Compliance. Contractor is responsible for the compliance of its
employees, agents, and subcontractors with this Contract and all applicable state and
federal laws and regulations, and State of Oregon policies governing Agency Data and its
use and disclosure.

Privacy and Security Measures. Contractor represents and warrants it has established and
will maintain privacy and security measures that meet or exceed the standards set in laws,
rules, and regulations applicable to the safeguarding, security, and privacy of Agency Data.
Contractor shall monitor, periodically assess, and update its physical, technical, and logical
security controls and risk to ensure continued effectiveness of those controls.

3. DATA PRIVACY. In addition to Contractor’s obligations under Contract Section 9 regarding
Confidential Information:

3.1.

3.2.

Privacy and Security Training. Licensor shall ensure its employees, agents, and contractors
receive periodic training on privacy and security obligations relating to this Contract.

Background Checks. Contractor has completed a criminal background check on its
employees, agents, and contractors providing services related to this Contract. Upon
reasonable written request of Agency, Contractor shall certify in writing that such
background checks have been completed, and the checks revealed no negative findings
pertaining to dishonesty, fraud, or theft on employees, agents, or contractors providing
services related to this Contract.
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3.8.

3.9.

3.3.

3.4.

3.5.

3.6.

3.7.

Limited Purposes. Contractor shall limit the use or disclosure of Agency Data to persons
directly connected with the administration of this Contract.

No Overseas Access, Storage, or Transmission. Agency Data will not be accessed from,
transmitted, or stored outside of the United States or its territories, including for any
maintenance, support, disaster recovery, or data backup.

Prohibition on Data Mining. Contractor shall not capture, maintain, scan, index, share or
use Agency Data, or otherwise use any data-mining technology, for any non-authorized
activity, and shall not permit its agents or subcontractors to do so. For purposes of this
requirement, “non-authorized activity” means data mining or processing of data, stored or
transmitted by the service, for unrelated commercial purposes, advertising or advertising-
related purposes, or for any other purpose other than security analysis that is not
explicitly authorized in this Contract.

Privacy Protections. Contractor shall maintain protections required by law or this Contract
for any retained Agency Data for so long as Contractor (including through any third party)
retains Agency Data.

Access. Contractor shall not suspend Agency’s access to Agency Data at any time during
the term of this Contract or the post-termination access period.

Post-Termination Procedure. Upon the termination of this Contract, Contractor shall
disable Agency’s access to the Subscription Services within an agreed upon period, not to
exceed thirty (30) Calendar Days and provide the Agency with a final extract of the Agency
Data via the Secure File Transfer Protocol (SFTP), within a reasonable time, not to exceed
thirty (30) Calendar Days from the date of the termination. The extraction and transfer of
the Agency Data will be provided without charge and without any conditions or
contingencies whatsoever (including but not limited to the payment of any fees due to
Service Provider).

Within thirty (30) days from the date of the final extraction and transfer of the Agency
Data via the SFTP, the Contractor shall provide Agency with a Termination of Services and
Final Data Destruction Agreement substantially in the form attached hereto as Exhibit K-1
(the “Termination Agreement”), which will provide the details regarding termination of
services and final data destruction, a sample copy of which is attached hereto as Exhibit
“H”. The Agency acknowledges and agrees that if the Termination Agreement is not
executed and returned by the Agency within fifteen (15) Calendar Days, the Contractor
will follow the default process which provides for final destruction of Agency Data forty-
five (45) Calendar Days after the final extraction and transfer via the SFTP. The Agency
acknowledges and agrees that the Contractor has no obligations whatsoever with regard
to the Agency Data following the final destruction. The Contractor will provide the Agency
with a Certification of Data Destruction when the Agency Data has been permanently
deleted in accordance with this subsection. This Section shall survive the termination of
this Contract.
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3.10. Contractor shall, at Agency’s discretion, either return all Agency Data to Agency (or

3.11.

delegate) upon Contract termination in an agreed-upon format, including if part of
Transition Services, and otherwise ensure Agency has access and the ability to retrieve
Agency Data for at least a ninety (90) Calendar Day period following termination. This
ninety (90) day period will be at no additional charge to Agency. Contractor shall not
retain any copies of Agency Data following Agency’s written verification that Agency no
longer requires post-termination access, except as necessary to meet its obligations under
Section 21, Records Maintenance and Access.

Sanitization. Contractor shall not destroy Agency Data without Agency’s written
authorization. Contractor shall notify Agency of any conditions that make returning all
Agency Data not feasible. Upon Agency’s written acknowledgement that returning all
Agency Data is not feasible and consent, Contractor shall purge or destroy retained
Agency Data in all its forms (including copies of returned data) in accordance with the
most current version of NIST SP 800-88 [or other agreed-upon standard] and provide
Agency with written certification of sanitization.

4. Notifications.

4.1.

4.2,

4.3.

Incidents and Breaches. In the event Contractor or its subcontractor or agents discover or
are notified of a security incident, or a breach or potential breach of security or privacy,
Contractor shall notify Agency’s point of contact (or delegate) of the incident, breach, or
potential breach immediately, and in no event more than 24 hours following discovery or
notification. An incident is an observable, measurable occurrence that is a deviation from
expected operations or activities. Breaches include a failure to comply with Contractor’s
confidentiality obligations. If Agency determines that a breach requires notification of its
clients, or other notification required by law, Agency will have sole control over the
notification content, timing, and method, subject to Contractor’s obligations under
applicable law.

Requests for Agency Data. In the event Contractor receives a third party request for
Agency Data, including any electronic discovery, litigation hold, or discovery searches,
Contractor shall first give Agency notice and provide such information as may reasonably
be necessary to enable Agency to take action to protect its interests.

Changes in Law. Each party will provide notice to the other of any change in law, or any
other legal development, which may significantly affect its ability to perform its
obligations.

5. SECURITY AND HOSTING

5.1.

Hosting Services. Services are provided via Microsoft’s FedRAMP authorized Azure cloud
computing platform, which are located within the continental United States in accordance
with Exhibit A, Statement of Work, Task 6. This is a material representation of fact upon
which Agency may rely. Contractor shall not transfer or materially modify these hosting
services without advance written consent from Agency’s Authorized Representative.
Contractor networks and systems and Agency Data will not be accessed from, transmitted,
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5.2.

5.3

5.4.

5.5.

5.6

or stored outside of the United States or its territories, including for any maintenance,
support, disaster recovery, or data backup.

Security Risk Management Plan. Contractor shall ensure the level of security and privacy
protection required for the Services is documented in a security risk management plan.
Contractor will make its plan available to Agency for review upon request.

. Testing. Contractor reserves the right to conduct periodic security testing upon

reasonable advanced notice to Agency of the Services.

Third Party Audit. Contractor shall ensure it and its subservice organizations undergo
annual examination from an independent auditor to assess the Services’ compliance with
the latest version of NIST 800-53 “Moderate” security controls (National Institute of
Standards and Technology (NIST) Special Publication (SP) 800-53). Contractor shall
provide an exact copy of the most recent examination results report to Agency upon
request.

Security Logs and Reports. Contractor shall allow Agency access to system security logs
that affect the Services, Agency Data, or processes. This includes the ability for Agency to
request a report of the records that a specific user accessed over a specified period of
time.

. Agency Audit Rights and Access. Contractor shall maintain records in such a manner as to

clearly document its compliance with and performance under this Contract, and provide
Agency, the Oregon Secretary of State, the federal government, and their duly authorized
representatives access to Contractor’s officers, agents, contractors, subcontractors,
employees, facilities and records to:

5.6.1. Determine Contractor’s compliance with this Contract, or

5.6.2. Gather or verify any additional information Agency may require to meet any state
or federal laws, rules, or orders, including those regarding Agency Data.

5.6.3. Notice. Except as stated below for security logs, access to facilities, systems, and
records under this section will be granted following reasonable notice to Contractor.
Records include paper or electronic form, and related system components and tools
(including hardware and software), required to perform examinations and audits, and
to make excerpts and transcripts, including for data forensics.

5.6.4. System Security Logs. Contractor shall provide designated Agency staff on-demand
access to system security logs in a format agreeable to the Agency for the Services,
including user-level access logs for both Agency and Contractor users.
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EXHIBIT K-1

CONTRACTOR’S SAMPLE TERMINATION OF SERVICES AND DATA DESTRUCTION AGREEMENT

This Termination of Services and Final Data Destruction Agreement is made as of [Effective Date],
by and between Benevate, Inc. d/b/a Neighborly Software, a Delaware corporation (the
“Contractor”), and State of Oregon, acting by and through its Housing and Community Services
Agency (the “Agency”), collectively referred to as the “Parties.”

Pursuant to the Agreement, the Contractor has housed the Agency Data (defined as any non-public,
personal information provided by the Agency to the Contractor to enable the provision of Services).

1. The parties agreed to terminate the Agreement as of [Date] (Termination Date) and
acknowledge and agree to the terms provided herein.

a.

Portal Disabled. The Contractor disabled the Agency’s portal website on the Termination

Date, restricting Agency’s ability to insert or alter any data in preparation for the final
data extraction.

Final Extraction of Agency Data. Contractor completed a final extraction of the Agency
Data and provided said data to the Agency on [Date] (Final Extraction Date), via the
Secure File Transfer Protocol (SFTP).

Loss of Access. The Agency shall continue to have access to the Agency Data via the

Secure File Transfer Protocol (SFTP) until [Date], thirty (30) days from the Final Extraction
Date.

Agency Responsibility. The Agency is solely responsible for retrieving and storing the
data provided via the SFTP within this thirty (30) day period. If the Agency fails to retrieve
and store the data, there is no recourse as the data will have been permanently deleted
in accordance with subsection (e).

Destruction of Data. The Agency Data will be permanently deleted by the Contractor on

[Date], forty-five (45) days from the Final Extraction Date.

2. Agency Acknowledgement. The Agency acknowledges and agrees that the Contractor has no

obligations whatsoever with regard to the Agency Data following the final destruction of the
data as referenced above.

The parties have executed this Termination of Services and Final Data Destruction Agreement as of
the date first above written.
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EXHIBIT L

DELIVERABLE AND PAYMENT SCHEDULE

*Refer to each deliverable as detailed in Exhibit A, Statement of Work

Deliverable

Description*

Due Date

Cost

1.

Project Management Plan & Phase

Due within 7 Business
Days after the Project
Kickoff meeting and the
components
mentioned under the
section Project
Management Plan have
been met.

Configuration Planning Workshops &
Artifacts Phase

Due 7 Business Days
prior to start of testing
for each program

Test plan with pass/fail criteria

Due 14 Business Days
prior to testing phase
kickoff.

Requirements Traceability Matrix

Due within 14
Business Days after the
Notice to Proceed

Updated weekly until
all functional and non-
functional requirements
are tested and
validated

5.

Development of Test Cases and Test
Scenarios

Two weeks prior to
start of testing for each
type of testing, and for
each program for UAT

System Security Plan

Due 30 days after
contract NTP
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Deliverable

Description*

Due Date

Cost

7

Priority Design and Development

. Custom screen design and user story
boards

. 240 hours of custom development work
as follows**:

As soon as initial
implementation of the
system but no later than
the expiration of this 2-
year contract period

Configuration, Testing, &
Implementation

Launch of all 4
programs completed
according to mutually
agreed upon schedule
in Deliverable 1 and
with a written notice to
proceed prior to the
launch of the final,
configured system

Business Continuity Management and
Disaster Recovery Plan

Due 30 days prior to
launch of final, configure
system

10.

Training Phase

Due upon completion
of initial configuration.
Training materials due
7 days prior to
initiation of training. All
trainings held, with a
recording of each
required training
submitted, by the close
of the training phase.

11.

Data Dictionary (DD), Entity
Relationship Diagram (ERD), &
Architecture Diagram

Due by completion of
Configuration Planning
Workshops & Artifacts
Phase
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Deliverable

Description*®

Due Date

Cost

12.

Ongoing Maintenance and Support

Ongoing (annual
pricing)

13. Stabilization Period Upon start of system
Go-Live
14. Transition Plan Within 30 days of
Agency’s request
TOTAL PLANNED COSTS $1,183,100
CONTINGENCY/OPTIONAL SERVICES
Deliverable Description* Due Date Cost
15. Contingency Services/Optional TBD Hourly Rates for Additional
16. Contingency for Transition 0
Services (Transition to Another Hourly Rates for Additional
System) Work*
17. Contingency for Maintenance TBD _
Portal
OHCS Contract No. 7322,CDBG-DR SOR

Page 77 of 77

CK




