




This position is located in a Defensive Cyberspace Operations (DCO) Unit. This unit helps protect the nation’s 
war-fighters’ information, cyber mission systems, computer networks, critical infrastructure and key resources for 
Federal, Department of Defense, State of Iowa and State Partners. The incumbent provides systems administration 
support on workstations and servers using multiple operating systems; responsible for installing and testing the system 
security configuration and monitoring, operating, troubleshooting, and maintaining workstation and server hardware 
and software. The incumbent will maintain AFSC currency/qualification requirements.  
 
Analyzes, evaluates, and recommends hardware/software changes to various computer systems. Considers factors 
such as compatibility with standard systems, conversion or implementation costs, compliance with DOD, AF, AFSPC, 
and ANG policies, and impact on existing equipment. Installs, configures and tests products and equipment being 
reviewed. Develops plans for the necessary acquisition to support future automation (hardware and software) 
requirements. 
 
Develops guidelines, standard operating procedures (SOPs), bulletins and flyers regarding the operation/use of 
assigned C4 systems, services, and activities. Analyzes policies, regulations, and system provisions governing standard 
operating systems and provides assistance and advisory services to users. 
 
This position will exercise supervisory personnel management responsibilities. Advises and provides counsel to 
employees regarding policies, procedures, and directives of management. Selects or recommends selection of 
candidates for vacancies, promotions, details, and reassignments in consideration of skills and qualifications, and 
mission requirements. Develops, modifies, and/or interprets performance standards. Explains performance 
expectations to employees and provides regular feedback on strengths and weaknesses. Ensures on time 
annual/bi-annual report and ACA completion. Holds employees responsible for satisfactory completion of work 
assignments. Appraises subordinate workers performance ensuring consistency and equity in rating techniques. 
Recommends awards when appropriate and approves within-grade increases. Hears and resolves employee complaints 
and refers serious unresolved complaints to higher level management. Initiates action to correct performance or conduct 
problems. Effects minor disciplinary measures such as warnings and reprimands and recommends action in more 
serious disciplinary matters. Enforces air forces standards. Prepares documentation to support actions taken. Identifies 
employee developmental needs and provides or arranges for training (formal and on-the-job) to maintain and improve 
job performance. Encourages self development. Discharges security  responsibilities by ensuring education and 
compliance with security directives for employees with access to classified or sensitive material. Recognizes and takes 
action to correct situations posing a threat to the health or safety of subordinates.  
 
*Responsible for additional duties as assigned.


