




Performs information operations that protect and defend (or assess the capability to protect and defend) 
information and information systems by ensuring their availability, integrity, authentication, 
confidentiality, and non-repudiation. Evaluates and assesses vulnerabilities of customer network and 
application server hardware, operating system software, and peripheral network equipment such as 
routers, bridges, switches, attached cabling system, network interface cards, modems, multiplexers, and 
concentrators. Analyzes equipment and software reliability and suitability for vulnerability assessment 
utilization. Conducts analysis of network usage, hardware and software capabilities, ineffective practices 
or procedures, equipment shortcomings, and other relevant factors. Assists with oversight and 
maintenance of the squadron’s digital training range(s), a suite of servers, routers, switches, hubs and 
other devices which can be configured with a variety of different operating systems in various versions, 
and with pre-programmed vulnerabilities, to be used in Computer Network Operations (CNO) training. 
Consults with subordinates, supervisors, specialists, vendors, and sister IO squadrons to procure and 
maintain training range devices that realistically emulate Air Force networks and are flexibly reconfigurable 
to emulate the network(s) of a specific Air Force base as needed to prepare for vulnerability 
assessment missions. 
 
The following elements are considered essential for successful performance in this position. Response to 
the Elements is voluntary, however written response to each of the following Elements will ensure that 
specialized experience is recognized. 
. Element I - Ability to organize, schedule, and manage training events for team members, (to 
include Drill Status Guardsmen) during Unit Training Assemblies, Annual Training, and other 
training opportunities as required to ensure mission readiness. 
. Element II - Knowledge of information technology (IT) security and information protection 
methods and techniques to include using various computer operating systems, firewalls, and 
intrusion detection software. Experience and knowledge of network systems design, 
development, testing, installation, operating, management, maintenance concepts and methods, 
and/or programming and scripting languages to provide and protect network services. 
. Element III - Ability to lead other team members conducting audits and assessments of security 
standards, vulnerability mitigation and compliance and to achieve tasked goals and requirements. 
Knowledge of Cyber Protection Team (CPT) operations, requirements, and methodology. 
. Element IV - Knowledge of government and military IT security regulations, policies, standards. 
Knowledge and experience in use of tools, tactics and procedures used in penetration testing and 
vulnerability exploits of computer networks. 
. Element VI - Other duties as assigned.


