




1.1. The available duties and responsibilities can encompass: 
1.2. Enterprise Operations delivers enduring cyber mission capabilities. Enterprise Operations includes all applicable 
statutes, but specifically the designing, building, provisioning, maintaining, and sustaining information systems, 
including warfighter communications, within the Department of the Air Force (DAF). The Department of Defense 
Information Network (DoDIN) operations mission includes operational actions taken to secure, configure, operate, 
extend, maintain, and sustain DoD cyberspace and to create and preserve the confidentiality, availability, and integrity 
of the DoDIN's digital terrain and physical infrastructure. 
1.3. Mission Defense Activities conducts targeted defense of the DoDIN and other DoD systems to execute DAF 
operations. Operations focus on identifying, locating, and defeating specific threats that compromise the security of the 
communications, information, electromagnetic environment, or industrial systems through defensive and protective 
measures within a specified operational area. Operations in contested, degraded, and denied environments to include 
but not limited to DoD networks, airborne platforms, austere environments, AOC/JOCs (Air & Space Operations 
Center/Joint Operations Center), Weapons Systems, ICS (Industrial Control Systems) & SCADA (Supervisory Control 
and Data Acquisition) systems, and other interconnected devices that play a role in mission effectiveness. 
1.4. Data Operations enables data driven decisions through delivering the employment of information operations and 
software development methodologies. Operations modernizes and enhances warfighter and weapon system/platform 
capabilities through the rapid design, development, testing, delivery, and integration of reliable, secure 
mission-enabling systems. Operates and maintains automated data solutions designed to aggregate, secure and display 
mission relevant data to facilitate rapid data driven decisions. 
1.5. Expeditionary Communications delivers cyber capabilities in austere and mobile environments. Expeditionary 
Communications includes all applicable statutes, but specifically datalinks, the building, operating, maintaining, 
securing, and sustaining of tactical and communications networks when needed to support warfighter requirements, 
systems employed in austere, mobile, and/or expeditionary environments, to provide command and control in support 
of Air and Space Force missions. 
SPECIALTY QUALIFICATIONS: 
2.1. Knowledge. Knowledge is mandatory of: principles, technologies, capabilities, limitations, and cyber threat vectors 
of servers, clients, operating systems, databases, networks and related hardware and software. Cybersecurity principles 
include; national and international laws, policies, and ethics related to operational cybersecurity; operational risk 
management processes; and specific operational impacts of lapses in cybersecurity. Radio propagation factors along 
with understanding regulations governing use of the electromagnetic spectrum. The installation and maintenance 
management functions include; wire transmission principles; electrical and light wave communications; antenna 
fundamentals, and cable testing procedures. 
*Other duties as assigned


