OSBN IT Strategic Plan 2025 Progress Update

The Oregon Board of Nursing has made considerable progress in implementing its 2024-2027 |IT
Strategic Plan. The most significant actions have been our transition to the DAS Enterprise Information
Services unit for the maintenance of our IT infrastructure and the migration of our critical on-prem
systems to cloud-based resources and the State Data Center. Our close collaboration with the EIS
team ensures that our efforts adhere to Oregon’s enterprise architecture standards, cybersecurity
mandates, and long-term digital strategy.

Actions Taken to Date
The actions we’ve taken support our three plan initiatives:

¢ Reliable Infrastructure:

o No critical services will be located on-prem by September 2025.

o We have embraced cloud-forward or managed services applications where appropriate,
allowing OSBN to focus on business outcomes. DCS and DAS IT will handle IT
infrastructure. OSBN is responsible for the processes within the infrastructure, the
applications, the websites, and SaaS providers.

e Supporting User Access:

o With the migration to DAS IT, staff have the ongoing training they need and are able to
work securely wherever they are located with rare disruptions.

o Implement preventative measures and solutions to enhance the security, efficiency, and
reliability of our systems, while minimizing the frequency and impact on users.

e Information Security:

o As of June I, 2025, internal webpages that provide public data, the retired CRM database,
and the agency door security systems are close to transition.

o We've made several improvements based on findings from state Cyber Security Services
(CSS) assessment on the Center for Internet Security (CIS) controls. Includes improved
process documentation.

Looking Forward

In the next year, we will continue to address the findings from the Cyber Security Services (CSS)
assessment, including the need for enhanced process documentation. IT innovation is integral to our
broader organizational strategic plan and is essential to continuing to support our programs and ensure
organizational stability. We are proud of the progress we’ve made in the past year and look forward to
continuing to modernize our IT infrastructure.



