OREGON WATER RESOURCES IT STRATEGIC PLAN

OREGON WATER RESOURCES IT
STRATEGIC PLAN 2025 - 2030

The IT Strategic Plan outlines our priorities and provides a high-level roadmap for how we will allocate resources over
the next five years to support and enhance the agency’s mission.

https://www.oregon.gov/owrd/Pages/index.aspx 0
06/01/2025 Ver 1.3



OREGON WATER RESOURCES IT STRATEGIC PLAN

Table of Contents
AGETICY SUIMIMIATY ...uiiiiiiitteeteeeeeiteteeeeeeeeeeeereeteeeeeaeesaesbteteeeeesaennnsarteaeessassannnraeteeeeesassannsnneeaeeens 4
AZENCY OVEIVIEW euiiiiiniiiiiieiieeie ettt et ettt ette et ettt taesantanstnstnetnstsssessessessenstnstusssssesssssessessensaneennes 4
Agency OrganizatioNal STIUCTUIE ....ccuuuiiiiiiiiii ettt e e e et e et e eeeeeeenes 4
AZENCY ViISION @Nd MiISSION ...cuuiiiiiiiiiiii ettt ettt e e e e e e eaaae 5
ABENCY COIE VALUEBS ouiiiiiiiiiiiiiie ettt ettt ettt et et e et e e eaeassaneansanstneaeaassnssensensenesnees 5
AZeNCY Priorities and ObJECTIVES...cuuiii ittt ettt s ea e e aaaas 5
| 003 1 | o>« AP PP PP PPUPPPPPPPPPPRE 6
[T SECTION OVEIVIEW .eeiiiiiiiieii ettt et ettt e e et et et et et et et eeaeeneeneeneanennennennanns 6
ITVision, MiSSioN, and COre VaAlUEBS ...cuuiuieinieiieiieieeee ettt ettt et e e n et eaerese s eaesneaaenenns 6
YA 1o o D PP PP PTPPPPPRPPRt 6
TS o] o I PP PPPTPPPPRPPRt 6
[T COTE VaALUEBS. ..ttt ettt ettt et et st et e e eaeaeea e e s e e ananannannannransensenens 6
CUrrent IT LandSCaPE «..ccueeeuteriieieeieeetee ettt ettt e e et s b e e s st e s e et e e seesmeesseeemeeeaneen 7
(O 4 o 1T g 1 0] o 18 1 £ J ORI 7
Oregon’s Integrated Water Resources Strategy (IWRS) ....cc.ueiuiiiiiiiiiie e, 7
Oregon Watershed Enhancement Board (OWEB) IT Strategic Plan 2025 —2030 ......c.ccccevvvvnnennen 8
ONGOING DIANOSTICS - eenieiiiiiiii ettt ettt et et et et et et e e e e e e eeneanennenns 8
YT @ I g = 11 1= TP OP PP PP 9
o Y I o Y o = YT £ RSP PRPP 9
(07e] (=W i o o 1N ToF=) dlo] oI TP PO PRP 9
10 o F = PP PTPTRN 9
CUITENT MATUITY LEVEL ceniiniiniiiiiiiie ettt et e et e e et et e e e e e e s e e eaeea et sansanaansanasnns 10
Target MaAtUIITY LEVEL ..uceniiiiii ettt et e et et et et st e e e e aneeanenesensansansennanns 10
IT Strate@icC INTHIATIVES ...eeieeriieeieiiieeeeeiiteeeeeiteeeerite e e e ssreeeessateeesssseeeeesaraeeessssaeesssssseesssssseeesnnnn 11
OVEBIVIEW .ttt ettt et et e e et et et et et et et et et s ta s ea s ea s aa s taeetneeennatnnsannaenneennes 11
IT Objectives and Initiatives Planning MatriX ......ceveieiiiiiriiiei et et ee e e eaes 12
StrategiC IT INItIatiVe CatEgO S cuuu ittt iie et ee e et et et e e et e s eeteenesansansansanssneennns 13
BUSINESS SUPPOIT INITIATIVES ceuinieeiiie ettt et e e e e e e e e e e e eaeneans 13
INNOVATION [T INITIATIVES . cee ittt et et et e e e e e e eeneeens 13
[T EXCEUENCE INITIATIVES tuuiiniiiiiie ittt ettt ettt et et et e ee et et eeaeeeneeeneaenanns 14
Costs Associated with IT Strategic INItiatiVes .....vu i 14
1)1 o T= 3 NN [T Yo £ TPt 14
FiSCalNEeds 2025-2027 ... ettt ettt et et et e e e e e e e e e e e enns 16
MELTICS ANA TATZELS .oeecuuvrieeieiiieeeeeciteeeee e e eeete e e eeetre e e e aaeeeeesasteee e s ssaeeessssaseesassssaasssssseasssnssaeeans 17
OVBIVIEW ..ttt ettt ettt ettt ettt et et e ea st et et et st s ta s eae s ea s eae s eae s taeseneeenesanneenneennnen 17
oY TeT s (o] A O o] [=Tox 41V = T PR 17
METEICS TOF SUCCESS . etiiiieii ettt ettt st et s ea e ea s ea s ea e ene s enasenesenesenesenenannns 17
Target MEtriCS FOr SUCCESS 1uuiuiiiiiiiiiiiiiii ettt et e et e et st et e e e ete et st sensansanasnannns 18
= d g Tol W =T 03V o] U PP PRTRNt 18
I R ToT= T 11 g -1 o F ORIt 18
https://www.oregon.gov/owrd/Pages/index.aspx 1

06/01/2025 Ver 1.3



OREGON WATER RESOURCES IT STRATEGIC PLAN

ComMUNICATION PLATL c...uviriiiiiiei ettt eeeeare e e e e e e e eennrsaeeeeeeeeesessasansseeeeesensnnssnnnes 19
IT Strategic Lifecycle and COnCIUSION.........cceuieieiieiiieiccieeccteeeciee st ceeeeeeteeesaeeeeaeeseraeessaeenans 20

Alignment with Budget TIMEUINES ...c..ieeiiiiii e 20

OWRD Strategic Plan and Associated DEI ACTIONS c..iuuiiiiiiiiiiiiin et ce e e e eaes 20

(070 o1 (1] o] o EO O PP UPPR 20
Appendix A: Oregon’s Integrated Water Resources Strategy (IWRS) .....cccccceeevieeeciieeniieeeccieennnne. 21
Appendix B: OWEB IT Strategic Plan 2025 - 2030....ccccetrrierriierniiieiniieenieeesieesseeessnseesnseesnnes 22
Appendix C: IT Satisfaction Scorecard Areas Of FOCUS.......cccceevterriierniiieinieenrieeeneeeseeesieeesnees 23
Appendix D: Management & Governance Framework Diagnostic Results..........ccoceeveeniennenne 24
ApPeNndixX E: SWOT ANALYSIS...cccciuiieiiieriiieeriiieeeitieeeieeeeieeesteessseesssseesssseesssseesssseesssssesssssessssesssees 25
Appendix F: PESTLE ANALYSIS.....uciciiiiiriieeeiieeeiteeeiteecereeeseeessseeessveessseessseessssessssseesssssessssasssees 26
Appendix G: Information Technology Organization Chart.........c.ceeceevierienienienneneerceeeene 28
Appendix H: Resourcing Needs Priority 2......ccccceervieiriieiniieiniieiniiecnieessieessieessneesssseessnseesnees 29
Appendix I: Resourcing Needs PrioTity 3 ....ccccccceeieiiieieieecrieeecieeeceeeeeeeesveeesveeesaeesesaeeeenaeeennnas 30
https://www.oregon.gov/owrd/Pages/index.aspx 2

06/01/2025 Ver 1.3



-

IT Mission Statement

To provide Information Technology services that enable
our organization’s productivity and operational
efficiency.

IT Vision Statement

To leverage innovative Information Technology
processes, technologies, and data-driven solutions to
empower our organization’s future growth.

IT Strategic Goal

The IT Section’s primary goalis to improve its maturity
level with the following objectives:

1. Assess and close infrastructure and foundational
system gaps to strengthen IT stability and
performance.

Implement comprehensive IT governance, security,
and compliance frameworks to ensure
accountability and regulatory alignment.

Right size our IT services and establish
standardized work intake processes to streamline
operations and improve service delivery.

Minimize technical debt by modernizing legacy
systems and improving code and infrastructure
quality.

Thoroughly document existing systems to support
effective collaboration and ensure continuity of
operations.

7 -

ANOTE FROM THE CIO:

As a new member of the Oregon Water Resources Department (OWRD), | have spent the past few months familiarizing
myself with the current state of the IT Section. Overall, the IT environment is marked by outdated technology and limited
resources, reflecting a history of underinvestment. However, agency leadership acknowledges the critical role of
technology and is committed to strengthening and investing in IT capabilities. In the coming years, our primary focus
will be on stabilizing the structure and operations of the IT Section to ensure it can effectively support the department’s
evolving and expanding needs. Despite the challenges, the dedication and deep institutional knowledge of the existing
IT staff have been instrumental in keeping essential services running and provide a strong foundation for future
improvements.

The IT section’s primary goalis to improve its maturity level from Firefighter (supports the business) to Trusted Operator
(optimizes the business). From a service perspective, Firefighter mode is reactive—focused on fixing issues as they
arise—while Trusted Operator represents a proactive approach that streamlines operations and delivers consistent,
value-driven IT services. The IT Strategic Plan details our journey with the five strategic objectives on how we will
allocate resources over the next five years to support and enhance Oregon Water Resources Department’s (OWRD)
and Oregon Watershed Enhancement Board’s (OWEB) mission.

At Dass

ClO, Oregon Water Resources Department
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Agency Summary

Agency Overview

The Oregon Water Resources Department (OWRD) is the state agency that is focused on “water

quantity.” To achieve its mission, the Department’s major functions include

: (1) Collecting,

analyzing, and providing water data; (2) Protecting public safety through well construction and dam
safety programs; (3) Distributing water under the water rights system of prior appropriation; (4)

Providing planning, technical assistance, and funding to address instream a
supply needs; and (5) Processing water rights transactions.

Agency Organizational Structure

nd out-of-stream water

Currently, the Agency is headquartered in Salem, with 21 offices located throughout the state. The
State Agency is comprised of six divisions, The Director’s Office, Field Services, Technical Services,
Water Right Services, Planning Collaboration and Investments and Administrative Services.

OWRD Organizational Structure

Director

Deputy
Director

Deputy
Director

Policy

Water
Resources
Commission

Administrative\ Planning Collaboration Directors Technical Field Water Rights
Services and Investments Office Services / \Services Services

Employee Business
Services Services

Figure 1. OWRD Organizational Structure (as of May 2025)
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Agency Vision and Mission
The Oregon Water Resources Department’s vision, mission and equity statements are:

Vision
To assure sufficient and sustainable water supplies are available to meet current and future needs.

Mission
The Department's mission is to serve the public by practicing and promoting responsible water
management through two key goals:
e Todirectly address Oregon's water supply needs.
e Torestore and protect streamflow’s and watersheds in order to ensure the long-term
sustainability of Oregon's ecosystems, economy, and quality of life.

Equity Statement

Water is a shared, vital, and finite resource. The Oregon Water Resources Department strives for
meaningful engagement, transparent decision-making, and accessible services for those we serve.
Together we will build a resilient and equitable water future for this generation and the many to
come.

Agency Core Values
The agency’s core values guide the actions of the agency. Those values are:
o Integrity — We are accountable for all that we do. We act with honesty and promote
transparency.
e Service — We are dedicated to providing outstanding service and treating everyone
equitably in our management and stewardship of state resources.
e Technical Excellence —We base our resource decisions on law, science, and expertise.
e Teamwork-We are united in our mission, relying on one another and working together with
the communities we serve.
o Forward-Looking — We seek innovative and practical solutions to the water challenges of
today and tomorrow.

Agency Priorities and Objectives
The agency has several strategic priorities, supported by a larger number of key objectives. IT
initiatives will support these priorities and objectives.

Strategic Priorities
This section identifies and describes the Department’s four strategic priorities and their
relationship with the IWRS.

1) Act with urgency on critical water needs

2) Assist community with water preparedness efforts
3) Adapt to doing more with less Water
4) Advance agency workforce & operations: foster and cultivate a forward-thinking, resilient,

and adaptive workforce

Key Objectives
e Advance responsible groundwater and surface water management
e Modernize water transactions systems and processes

https://www.oregon.gov/owrd/Pages/index.aspx 5
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Increase protection of public safety and health

Improve instream protections and increase water conservation
Understand Oregon’s expected future water supply

Equip basins to plan for their water future

Invest in Oregon’s built and natural water infrastructure

IT Context

IT Section Overview

The Information Technology section is a relatively small but mighty team of professionals who are
critical to the optimal functioning of the Oregon Water Resources Department (OWRD). OWRD
currently has ~250 FTE.

The information technology team is also responsible for supporting a smaller agency called Oregon
Watershed Enhancement Board (OWEB). OWEB is in close vicinity of Oregon Water Resources
Department main office in Salem, Oregon. OWEB currently has ~42 FTE.

IT Vision, Mission, and Core Values
The Information Technology Section’s vision, mission and guiding principles were created jointly
with input from IT Section staff. They are:

IT Vision
To leverage innovative IT processes, technologies, and data-driven solutions to empower our
organizations future growth.

IT Mission
To provide IT services that enables our organizations productivity and operational efficiency.

IT Core Values
The IT Core Values are in alignment with the agency’s core values. This helps to ensure alignment
with the agency’s broader strategic efforts that are themselves crafted to align with and support the
broader agency core values.
o Integrity — We are accountable for all that we do. We act with honesty and promote
transparency.
e Service - We are dedicated to providing outstanding service and treating everyone
equitably in our management and stewardship of state resources.
o Technical Excellence —We base our resource decisions on law, science, and expertise.
o Teamwork -We are united in our mission, relying on one another and working together with
the communities we serve.
o Forward-Looking — We seek innovative and practical solutions to the water challenges of
today and tomorrow.
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Current IT Landscape

The current state of information technology at OWRD follows a general theme of lagging behind the
curve in both technology and resources. There is an acknowledgement of historical lack of
investment by OWRD executive management. This lack of investment has presented the agency
with obstacles as it tries to improve itself. Because of this executive management has expressed
support to catch the IT section up with resources needed to effectively support the agency’s
strategic priorities and objectives.

Our initial analysis came up with quite a few challenges:
e Under-resourced staff forced largely to react rather than act proactively
e large backlog of work
e Missing key resources. E.g., Networking Engineer
Missing or incomplete documentation. E.g. Standards and processes
Incomplete, missing or inaccurate master data
IT licensing. E.g., Needs attention across the agency
Missing foundational IT systems or incomplete setup of these foundational systems.
Missing work intake process
The hardware refresh lifecycle is a challenge due to limited resourcing
Align training to work duties and processes. E.g., Project management
Infrastructure setup requires considerable rework
Large technical debt. E.g., Legacy Applications (Not technology)
Disorganized office space setup for the future
Missing Security program

Other Inputs

In addition to a review of the IT Section challenges other input was also considered like review of
application inventory, project lists, section maturity level, budget, 2025 IT strategic workshop
session, Oregon’s Integrated Water Resources Strategy, Oregon Watershed Enhancement Board
(OWEB) IT Strategic Plan 2025 - 2030 and relevant work from the past like Info-Tech diagnostics,
SWOT analysis, PESTLE analysis. All these inputs as shown below helped us arrive at our current
maturity level and determine our next steps.

Oregon’s Integrated Water Resources Strategy (IWRS)

Oregon's IWRS (Appendix A: Oregon’s Integrated Water Resources Strategy (IWRS)) is a framework
for improving our understanding of Oregon’s water resources and meeting our instream and out-of-
stream needs, including water quantity, water quality, and ecosystem needs. It provides a
statewide inter-agency framework for better understanding and meeting Oregon's instream and
out-of-stream water needs. Oregon's Water Resources Commission adopted the first IWRS in 2012
and the second in 2017. Oregon Revised Statute (536.220) was updated in 2023 to requires that the
IWRS is updated every 8 years.

e Prevent things from getting worse
e Optimize: highest & best use
e Help communities prepare & adapt

https://www.oregon.gov/owrd/Pages/index.aspx 7
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Oregon Watershed Enhancement Board (OWEB) IT Strategic Plan 2025 - 2030

The Oregon Watershed Enhancement Board is a state agency that provides grants to help
Oregonians take care of local streams, rivers, wetlands, and natural areas. Community members
and landowners use scientific criteria to decide jointly what needs to be done to conserve and
improve rivers and natural habitat in the places where they live. OWEB grants are funded from the
Oregon Lottery, federal dollars, and salmon license plate revenue.

Oregon's Water Resources IT team provides IT Support to OWEB based on an interagency
agreement.

Oregon Watershed Enhancement Board has submitted an independent IT Strategic Plan (Appendix
B: OWEB IT Strategic Plan 2025 — 2030) which was also considered while developing our strategic
plan.

Ongoing Diagnostics

In the past the IT Section had employed Info-Tech to facilitate survey diagnostics to help ascertain
the current state of customer satisfaction, and the importance and effectiveness of core IT
processes. These diagnostics are slated to occur again in the Fall of 2025.

IT Satisfaction

The Info-Tech CIO Business Vision diagnostic (Appendix C: IT Satisfaction Scorecard Areas of
Focus) was performed to survey management and leadership throughout the agency for IT
satisfaction. The results yielded an overall satisfaction score of 64% with an IT value score of 73%.
This diagnostic revealed key areas that needed improvement which included Business Apps,
Requirements Gathering, Client-Facing Technology, Analytical Capability and Reports, IT
Innovation Leadership, and Projects.

Key IT Capabilities Needing Attention

Targeted at the IT Team the Management and Governance diagnostic (Appendix D: Management &
Governance Framework Diagnostic Results) had also revealed core services that were scored as
being both high importance and low performance: IT Strategy and Governance, Stakeholder
Management, Availability and Capacity Management, Application Portfolio. These became areas of
focus for the IT Strategic plan. The Info-Tech Management and Governance diagnostic was
executed to inform the results of the CIO Business Vision diagnostic. Both diagnostics together
improved the understanding and value of the results.

These two diagnhostics together along with work sessions targeted at the IT Section resulted in the
identification of six key IT processes needing attention. Those core IT processes included IT
Strategy and Governance, Stakeholder Management, Project Management, Data Architecture
and Governance, and Project Portfolio Management. Improving the maturity of these core IT
processes will be key to improving the IT Section’s overall IT maturity and in turn helping to advance
the agency’s strategic objectives.

https://www.oregon.gov/owrd/Pages/index.aspx 8
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SWOT Analysis

A SWOT (Strengths, Weaknesses, Opportunities, and Risks) analysis (Appendix E: SWOT Analysis)
was performed. The results helped to feed into the management and governance framework
capabilities that should be focused on in this plan. Those capabilities included:

e [T Strategy & Governance

e Stakeholder Relations

e Project Portfolio Management

e Project Management

e Data Governance

e Data Architecture

The SWOT analysis very much aligned with results from the Management and Governance
diagnostic and many of the survey’s core IT processes matched items identified as Strengths and
Weaknesses. This further supported the results of both the SWOT and the diagnostic.

PESTLE Analysis

The agency conducted a PESTLE (Political, Economic, Social, Technological, Legal, Environmental)
analysis (Appendix F: PESTLE Analysis). ltems identified in that analysis help to shape the
understanding of external impacts facing the agency at this time. Awareness of these impacts will
help to better shape this plan’s strategy and targeted objectives.

There were multiple impacts identified in every PESTLE category, painting a picture of an agency
that must be aware of and plan for all of them. However, it was observed that a higher percentage
of technological impacts were things that the agency has direct control over, where most of the
other category impacts involved much broader concerns which are more difficult to influence. That
said, technological impacts appear to be the area where the agency can exert the most influence,
making this strategy document necessary tool in addressing those impacts.

Core Applications

The agency has identified a list of 26 core applications that are either custom developed, COTS
(Commercial Off the Shelf) or SaaS (Software as a Service) solutions. These are all applications
that have significant use and impact within the agency. Additionally, there are just over 200
applications in total when smaller and less used utilities are included. These are used less
frequently and by smaller groups of users, overall reducing their level of criticality. These are
applications that if unavailable, they won’t adversely affect agency staff to a significant degree.

Budget

As of 2025 the current service level is $8.9 million total fund, of which $6.1 million supports
staffing. Remaining funds support services and supplies costs of the section and the agency.
WRD’s IT Department follows the state’s budget development process as outlined in the biennial
budget instructions published by the Department of Administrative Services.

https://www.oregon.gov/owrd/Pages/index.aspx 9
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Current Maturity Level

Based on the collected input and validated information, the Information Technology (IT) Section of
OWRPD is currently assessed at the Firefighter maturity level. As depicted below (Figure 2), this
represents the second tier within a five-level maturity model, positioned just above the lowest
level, Unstable. While the IT Section provides essential support to business stakeholders, it
continues to face difficulties in transitioning from a reactive to a proactive operational posture.

=

Innovator — Transforms the
Business

Business Partner — Expands
the Business

Firefighter — Supports the
Business

Unstable — Struggles to
Support

Figure 2. IT Maturity Levels. OWRD currently operates at Firefighter Level.

Target Maturity Level

The IT Section’s primary goal is to improve its IT maturity level to the Trusted Operator level. By
improving the section’s maturity level, it will improve its ability to support the business as it strives
to achieve its strategic priorities of modernization, securing Oregon’s water future, and fostering a
forward-looking team. More than ever before, the agency’s broader strategic priorities rely on
technology and improved IT maturity will enable the IT Section to meet those technological needs.
This is seen as a realistic goal for the IT Section over the course of this strategic plan timeframe.

https://www.oregon.gov/owrd/Pages/index.aspx 10
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IT Strategic Initiatives

Overview

A review of the business challenges, input from agency staff and operational issues noticed,
reoriented us to address some of the basics in our IT section with existing resources and if
possible, prepare to get critical resources in the coming five years by demonstrating the alignment
and focused work. The five strategic IT objectives reflect that.

1) Assess and close infrastructure and foundational system gaps to strengthen IT stability and
performance.

2) Implement comprehensive IT governance, security, and compliance frameworks to ensure
accountability and regulatory alignment.

3) Rightsize ourIT services and establish standardized work intake processes to streamline
operations and improve service delivery.

4) Minimize technical debt by modernizing legacy systems and improving code and
infrastructure quality.

5) Thoroughly document existing systems to support effective collaboration and ensure
continuity of operations.

With our five high-level IT strategic objectives we looked at the initiatives which would move us on
the path to our Trusted Operator Goal.

https://www.oregon.gov/owrd/Pages/index.aspx 11
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IT Objectives and Initiatives Planning Matrix

The following table aligns the IT Strategic Plan’s Initiatives to a major outcome mentioned in the Agency Strategic Plan

Priority Area 4: Advance Agency Workforce & Operations

wave planning and fill

Outcomes | P4.1 Information Technology, Hardware, Software, and Staffing
IT Assess and close Implement comprehensive | Right size our IT services | Minimize technical debt | Thoroughly document
Objectives | infrastructure and IT governance, security, and establish by modernizing legacy existing systems to
(aka foundational system and compliance standardized work systems and improving | support effective
AGENCY gaps to strengthen IT frameworks to ensure intake processes to code and infrastructure | collaboration and ensure
TASKS) - . ) ) . . .
stability and accountability and streamline operations quality continuity of operations
performance regulatory alignment and improve service
delivery
2025-27IT | 1. Assess and Address 1. Establish a Right-Sized 1. Establish Work Intake | 1. Launch Agency-Wide | 1. Develop a
Initiatives | Security Gaps IT Governance Framework | Channels Intranet Redesign Comprehensive Data
(aka Dictionary
Agency 2. Stabilize IT 2. Launch Agency-Wide IT | 2. Enhance HALO ITSM | 2. Implement Agile
Milestone) Infrastructure and Security Engagement to Support Intake Methodology for 2. Documentthe IT
Processes Software Development | Application Portfolio
3. Improve Remote
Office Connectivity 3. Address Staffing 3. Migrate our code 3. Expand use of the IT
Gaps in Critical IT Roles | repository system from | Wiki
4. Revise Hardware SVN to Git for better
Refresh Lifecycle collaboration and
modern tools.
5. Implement FTP/SFTP
Solutions 4. Initiate Data Quality
Improvement Efforts
6. Establish IT Asset and
Licensing Management
Processes
2027-29 We are going to do rolling

https://www.oregon.gov/owrd/Pages/index.aspx
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this information during
strategic refresh.

2029-31 We are going to do rolling

wave planning and fill
this information during
strategic refresh.

Strategic IT Initiative Categories

These initiatives have been further categorized into Business Support Initiatives, Innovation IT Initiatives, and IT Excellence Initiatives as a
strategic approach to organizing our IT efforts based on their goals, value impact, and alignment with organizational priorities.

Business Support Initiatives

The following business support initiatives focus on enhancing and sustaining day-to-day business operations through reliable IT systems,
services, and tools that ensure business continuity and efficiency.

Business Support Initiatives
Initiatives that primarily support operational continuity, staffing, and administrative processes.
e Assess and Address Security Gaps
e Stabilize IT Infrastructure
¢ Improve Remote Office Connectivity
e Revise Hardware Refresh Lifecycle
e Implement FTP/SFTP Solutions
e Establish IT Asset and Licensing Management Processes
e Develop a Comprehensive Data Dictionary
e Documentthe IT Application Portfolio

Innovation IT Initiatives

The following innovation IT initiatives focus on forward-looking, transformative projects that leverage emerging technologies to create new
capabilities, business models, or customer experiences, aimed at gaining a competitive edge.

Innovation IT Initiatives
Initiatives that involve introducing new solutions or significant improvements to how IT services are delivered.
e Launch Agency-Wide Intranet Redesign

https://www.oregon.gov/owrd/Pages/index.aspx 13
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¢ Implement Agile Methodology for Software Development
e Initiate Data Quality Improvement Efforts
e Migrate our code repository system from SVN to Git for better collaboration and modern tools.

IT Excellence Initiatives
The following IT excellence initiatives will focus on improving the internal performance of the IT organization by optimizing processes,
reducing costs, increasing agility, and aligning more closely with business goals.

IT Excellence Initiatives
Initiatives focused on improving performance, stability, and security of IT systems.
o Establish a Right-Sized IT Governance Framework
o Establish Work Intake Channels
e Launch Agency-Wide IT and Security Engagement
e Enhance HALO ITSM to Support Intake Processes
e Address Staffing Gaps in Critical IT Roles
e Expand Use of the IT Wiki

Costs Associated with IT Strategic Initiatives
Making improvements in the IT Section’s ability to execute identified IT Strategic Initiatives will come with some costs. Below are some of
the projected staffing and fiscal costs associated with the proposed strategic initiatives as known today.

Staffing Needs

To effectively achieve our organizational objectives and uphold the highest standards of public service, it is crucial to address current
staffing needs. Additional skilled personnel are necessary to manage growing workloads, support critical projects, and ensure seamless
operational efficiency across all departments. By investing in a capable and motivated workforce, we can enhance service delivery, reduce
employee burnout, and strengthen our capacity to respond to the evolving needs of the community. A strategic focus on recruitment and
retention will enable us to sustain long-term growth, maintain accountability, and fulfill our commitment to the public. We have broken
down the staffing needs based on priority one, two and three.

At the first opportunity we will ask for these priority 1 resources using the Policy Options Package (POP) process.

Priority 1: Critical category resource needs to help with IT stabilization and basic capacity building (2025 - 2027)

https://www.oregon.gov/owrd/Pages/index.aspx 14
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Key IT Initiative
1. Stabilize IT Infrastructure o
2. Improve Remote Office Connectivity
3. Address Staffing Gaps in Critical IT
Roles
4. Establish IT Asset & Licensing
Management
5. Enhance HALO ITSM

1. Initiate Data Quality Improvement o
Efforts

2. Develop a Comprehensive Data
Dictionary

3. Address Staffing Gaps in Critical IT
Roles

4. Document IT Application Portfolio

1. Establish a Right-Sized IT Governance o
Framework

2. Launch Agency-Wide IT & Security
Engagement

3. Enhance HALO ITSM/IT Intake

P

Implement Agile Methodology

5. Migrate our code repository system
from SVN to Git for better collaboration
and modern tools.

1. Create IT Service Request Pathways o
2. Launch Intranet Redesign
3. Establish IT Asset & Licensing Mgmt.
4. Implement Agile / HALO
Enhancements
Total: +4 FTE

https://www.oregon.gov/owrd/Pages/index.aspx
06/01/2025 Ver 1.3

Additional Staffing Resource

11SS7 Level Senior Networking & System Administrator
= Stabilize IT setup and help on operations workload/large
backlog
= Impactif Unfilled: Ongoing instability, higher MTTR (mean
time to resolution), growing technical debt.

11SS6 Level Junior Database Administrator
= Backup for DBA and help on operational workload/large
backlog
= Impactif Unfilled: Risk of single point of failure in DBA role,
slower modernization/data efforts.

11SS8/ISS7 Level IT Project Manager
= To execute IT governance projects and coordinate IT
initiatives
= |mpact if Unfilled: Delayed delivery of governance and
strategic initiatives; teams working without coordination.

11SS7 Level Business Analyst
= To get requirements for projects and coordinate IT initiatives
= Impactif Unfilled: Projects risk moving forward without
defined scope, leading to rework or scope creep.
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Following stabilization efforts, Priority 2 resources (Appendix H: Resourcing Needs Priority 2) identified as high-category needs to support
expanding IT services to a Trusted Operator level, while Priority 3 (Appendix I: Resourcing Needs Priority 3) includes moderate-category
resource needs focused on preparing for modernization initiatives.

Fiscal Needs 2025-2027

Key IT Initiative Budget Costs

Help with stakeholder metrics for success $80K for Info-Tech subscription & diagnostics

Infrastructure upgrade costs (hardware, $50K specifically for GIS User Group

networking)

HALO ITSM platform enhancements and $25K

service design engagement

FTP/SFTP Solutions $20K & then ongoing

Licensing and asset management platforms TBD

Total: $175K
https://www.oregon.gov/owrd/Pages/index.aspx 16
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OREGON WATER RESOURCES IT STRATEGIC PLAN

Metrics and Targets

Overview

The IT Section will adopt metrics and targets that help determine the success of the section’s IT
initiatives in relation to the needs of the agency. This will be determined through continued use of
survey diagnostics of agency staff and management. Those diagnostics will be performed annually
and compared to past results as an indicator for progress in target areas of improvement if funding
exists.

Metrics for Objectives

Objectives Success Metrics Metric Type Documentation
(Informational)
1. Close # of Infrastructure Project Metric Semiannually
Infrastructure & Gaps Closed
System Gaps
2. Implement # of Projects Adoption Metric Semiannually
Governance, prioritized by
Security & governance
Compliance
Frameworks
3. Standardize Work # of Requests via Adoption Metric Semiannually
Intake & Right size IT Official Intake
Services
4. Minimize # of Legacy Systems Documentation KPl  Annually
Technical Debt Updated or Retired
within a defined
timeframe
5. Document % Systems Fully Documentation KPI  Annually
Systems for Documented
Collaboration &
Continuity
Team Satisfaction Feedback Metric Annually
w/ Docs

Metrics for Success

In building this strategic plan, the data gathered by the Info-Tech diagnostics were found to be very
valuable in measuring the current state of IT at OWRD. Since having that baseline for comparison
to future measurements advances the IT Section as it strives to improve its IT maturity, the IT
Section will continue to use these diagnostics over the course of this strategic plan to measure
performance (if funding exists).

https://www.oregon.gov/owrd/Pages/index.aspx 17
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OREGON WATER RESOURCES IT STRATEGIC PLAN

As mentioned previously, the CIO Business Vision diagnostic resulted in overall IT Satisfaction of
64% and overall IT value of 73%. Additionally, the Management and Governance diagnostic
identified four core IT processes that were of High Importance and Low Effectiveness (Appendix D).
The IT Section will follow this Strategic Plan with a goal of achieving the following target metrics at
the end of each year based on the diagnostics.

Target Metrics for Success

These represent the target metrics for success spanning the five-year duration of this strategic
plan. This will give the plan a chance to scale to the final target of a satisfaction and value score of
at least 86%, and one core IT processes with a high importance and low effectiveness at the
end of 2030.

CIO Business Vision (Appendix C)
o 2024 -2025: IT Satisfaction 69%, IT Value 74% (Historical)
e 2025-2026:IT Satisfaction 71%, IT Value 76%
e 2026 -2027:IT Satisfaction 74%, IT Value 77%
e 2027 -2028:IT Satisfaction 77%, IT Value 79%
e 2028 -2029:IT Satisfaction 80%, IT Value 80%
e 2029 -2030: IT Satisfaction 83%, IT Value 81%

Management and Governance (Appendix D)
o 2024 -2025: No more than 4 Core Processes with High Importance and Low Effectiveness
(Historical)
e 2025-2026: No more than 4 Core Processes with High Importance and Low Effectiveness
e 2026-2027: No more than 3 Core Processes with High Importance and Low Effectiveness
e 2027 -2028: No more than 3 Core Processes with High Importance and Low Effectiveness
e 2028-2029: No more than 2 Core Processes with High Importance and Low Effectiveness
e 2029-2030: No more than 2 Core Processes with High Importance and Low Effectiveness

Achieving these metrics would position the IT Section very well for achieving its goal of advancing
its IT maturity to the Trusted Operator stage throughout the duration of this strategic plan.

Metric Lifecycle

Metrics and targets will be reviewed and updated for effectiveness and alighment with the IT
Strategic Plan as it is updated. It is important that baseline metrics are maintained year-over-year
for comparison. Metrics should only be changed during a strategy update cycle and when the
metric is no longer providing value.

IT Roadmap

Over the course of this strategic plan, the IT Section will execute key initiatives in three support
areas: Business Support, IT Excellence, and Innovation. These initiatives will elevate the IT
Section’s IT Maturity and result in improved support of agency goals and objectives.

https://www.oregon.gov/owrd/Pages/index.aspx 18
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Our key IT initiatives will result in a 2-year roadmap to success

a Business Support

Assess and Address Security Gaps

Stabilize IT Infrastructure

Improve Remote Office Connectivity

Revise Hardware Refresh Lifecycle

Implement FTP/SFTP Solutions

Establish IT Asset and Licensing Management Processes
Develop a Comprehensive Data Dictionary
Document theIT Application Portfolio

° IT Excellence

9. Launch Agency-Wide Intranet Redesign
10. Implement Agile Methodologyfor Software Development
11. Initiate Data Quality Improvement Efforts

Q3 2025

Q4 2025 Q12026 Q22026 Q32026 Q4 2026 Q12027 Q2 2027

Cation U T ]

\ .
[1X] ) Innovation Q3 2025 Q4 2025 Q12026 Q2 2026 Q3 2026 Q4 2026 Q12027 Q22027

12. Establish a Right-Sized IT Governance Framework
13. Establish Work Intake Channels

14. Launch Agency-Wide IT and Security Engagement
15.  Enhance HALO ITSMto Support Intake Processes
16. Address Staffing Gaps in Critical IT Roles

17. Expand Useof the IT Wiki

Communication Plan

The communication plan focuses on eight key communication milestones, each with specific
target dates. The following communication actions, formats and dates will be followed:

Communication Target Audience Person Communication
Activity Responsible Medium
OWRD IT Strategy ASD Division ClO Plan review in MS May 2025
Agency Draft Administrator Word
Review
OWRD IT Strategy Fiscal ClO Plan review in MS May 2025
Agency Draft Officer/Business Word
Review Operations Manager
OWEB
EIS Asst. State Asst. State CIO for ClIO Email with internal May 2025
CIO Preview Natural Resources link to plan
IT Strategy Review Deputy Director, ClO Plan review in MS May 2025
Strategy and WORD
Administration
EIS IT Strategy Asst. State CIO for ClIO Electronic Delivery  June 2025
Delivery Natural Resources
OWRD IT Strategy Agency Leadership ClO Virtual meeting June 2025
Delivery Team / Agency with PowerPoint
Management Team
IT Strategy IT staff ClO Electronic Review  June 2025
Introduction to IT of Plan followed by
Section Q&A Session
Public posting of Public ClO Website June 2025
IT strategic plan

https://www.oregon.gov/owrd/Pages/index.aspx

06/01/2025 Ver 1.3
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IT Strategic Lifecycle and Conclusion

Alignment with Budget Timelines

The IT Section will align its strategic planning efforts with the agency’s overall strategic plan and
biennial budget cycle. As needed in coordination with the Information Technology Governance
Steering Committee (ITGSC) reviews will be conducted to provide recommendations in
coordination with the development of the agency’s strategic plan. This approach allows IT priorities
and initiatives to be seamlessly integrated into the agency’s broader budget development process,
including policy option packages for the upcoming cycle. The IT strategy will be re-evaluated and
refined based on the agency’s final strategic direction and available funding.

IT Strategy & Budget Alighment Milestones

DATE MILESTONE

July 2025 - December 2025 Identify Unfunded IT Strategic Initiatives

January 2026 - June 2026 Prepare Budget Requests for Next Budget Cycle

July 2026 Budget Requests Submitted at Agency Level
December 2026 Budget Requests Submitted to Legislature by Governor
July 2027 Update Funded Strategic Initiatives

August 2027 IT Strategy Review by IT Governance Committee
September 1, 2027 Determine Impact of Strategy Changes

November 2027 — January 2028 Review and Planning Process Repeats

OWRD Strategic Plan and Associated DEI Actions

The Department also recognizes that there will need to be alignment of this strategy over time to
the new OWRD Strategic Plan. While this IT Strategic Plan aligns with the current OWRD 2025-2030
Strategic Plan, a new OWRD Strategic Plan is in development and will be finalized by September
2025. As part of that Plan, the agency will be including actions to advance Diversity, Equity, and
Inclusion in its work. Once adopted, it is anticipated that there will need to be a review and update
to ensure this plan aligns with the OWRD Strategic Plan and associated DEl actions.

Conclusion

This IT strategic plan serves to guide the operations of the Oregon Water Resources Department’s
(OWRD) IT Section and ensure alignment between IT initiatives, agency priorities, and the broader
goals of the State of Oregon. Developed using the COBIT (Control Objectives for Information and
Related Technologies) framework, the plan includes a comprehensive assessment of agency
drivers, the current IT environment, strategic context, key initiatives, and performance metrics.

The IT Section’s primary goal is to improve its IT maturity level—from Firefighter (supporting the
business) to Trusted Operator (optimizing the business). This strategic plan outlines that journey
through five strategic objectives, which define how resources will be allocated over the next five
years to support and enhance the missions of both OWRD and the Oregon Watershed
Enhancement Board (OWEB). Achieving these goals will require sustained investment and
appropriate resourcing to modernize systems, support key initiatives, and build long-term IT
capacity. Ultimately, this strategy is designed to position the IT Section as a reliable, forward-
thinking partner, driving operational efficiency and enabling long-term success.

https://www.oregon.gov/owrd/Pages/index.aspx 20
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Appendix A: Oregon’s Integrated Water Resources Strategy (IWRS)

Oregon’s 2025 Integrated Water Resources Strategy - Draft 2

A framework for improving our understanding of Oregon’s water resources and meeting our instream and

out-of-stream needs, including water quantity, water quality, and ecosystem needs

(1) Understand Oregon’s Water Resources 4= Objectives =
e Critical
Issues
Water Resource / Supply Information
1A [1B)  Improve Water Resource Data Collection and Monitoring .
1B [1A] Conduct Additional Groundwater Basin Studies += Actions =»
1C Enhance Interagency Data Coordination
1D [5A] Support Basin-Scale Climate Change Research
2017 Action numbers are shown in [brackets]
(3) Understand the Pressures that Affect Our Needs and Supplies 4= Objectives =5
Critical
Issues
Climate Change Land Use Planning
Actions are included throughout the Strategy 6A  Improve Integration of Water Information and
Land Use Planning s
E ic D lop & Populati 6B [6C] Encourage Low Impact Development = Actions =
Change Practices and Green Infrastructure

{See Actions 2C and 3B) Water Infrastructure

Water & Energy 7A  Maintain, Upgrade, Decommission Water and
47 Analyze the Effects on Water from Energy Wastewater '"’fﬂS"\l(inE

Development Projects and Policies 78 Encourage Regional (Sub-Basin) Water and
4B Develop Non-Traditional Hydroelectric Power Wastewater Systems
4C  Promote Strategies that Increase/Integrate 7C  Support Dam and Levee Safety

Energy and Water Savings .
Education & Outreach

Natural Hazards 8A  Support Implementation of K-12

5A [5.5A)  Plan and Prepare for Drought and Wildfire Environmental Literacy Plan
Resiliency 8B Provide Career Training for the Next
58 [5.58] Plan and Prepare for Flood Events Generation of Water Professionals
5C [5.5C]  Plan and Prepare for a Cascadia Earthquake BC Promote Community Education and Qutreach

and Tsunami Event 8D Identify Water Research Needs and Partnerships

https://www.oregon.gov/owrd/programs/planning/iwrs/pages/default.aspx
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Ge,

I & Ecosy Water Need

2A [3A] Determine Instream Flow Needs (Quality and
Quantity)

2B [3B] Determine Needs of Groundwater-Dependent
Ecosystems

2C [new) Develop Instream and Ecosystem Water Need
Forecasts

Out of Stream Water Needs

3A [2B] Improve Water-Use Measurement and
Reporting

Regularly Update Out-of-Stream Water
Demand Forecasts

Determine Unadjudicated Water Right Claims
Authorize the Update of Water Right Records
with Contact Information

38 [2A]

3C 20
3D [20]

(4) Meet Oregon’s Instream and Out-of-Stream Needs

Place-Based Efforts Water Use & Management

Water Planning

Healthy Ecosystems Clean Water

Water Planning

9A  Support Place-Based Integrated Planning and
Other Water Planning Efforts

9B Coordinate Implementation of Natural Resource
Plans

9C  Partner with Tribes, Federal Agencies, and
Neighboring States in Long-Term Water
Resources Management

90D [68B] Improve State Interagency Coordination

9E [new] Lead Meaningful Community Engagement

Water Use & Management
10A  Improve Water-Use Efficiency and Water
Conservation

10E [10C] Encourage Water Reuse Projects

10C [10B] Improve Access to Storage

10D Reach Environmental Qutcomes with
Non-Reguiatory Alternatives

10E [10F)  Provide an Adequate Field Presence

10F [10G]  Strengthen & Improve Water Quantity and

‘Water Quality Permitting Programs
[10€] Continue the water resources development program
is now an example action under 13C

[2F

Regularly update
and example a

s water-related permitting guide s
er 10F.

%

Public Health Funding

Healthy Ecosystems

TA  Improve Watershed Health, Resiliency, and
Capacity for Natural Storage

Develop Additional Instream Protections
Prevent and Eradicate Invasive Species
Protect, Restore, and Provide Access to
Instream Habitat for Fish and Wildlife
Develop Additional Groundwater Protections

18
nc
1D

1E

Clean Water

12A  Ensure the Safety of Oregon’s Drinking Water

12B  Reduce the Use of and Exposure to Toxics and
Other Pollutants

12C  Implement Water Quality Pollution Controls

Funding

13A  Fund Development and Implementation of
Oregon's Integrated Water Resources Strategy

138 Fund Water Resources Management Activities by
State Agencies
13C [13C-13€] Invest in Planning, Feasibility Studies,

and Water Resource Project Implementation

21
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Appendix B: OWEB IT Strategic Plan 2025 - 2030
Oregon Watershed Enhancement Board

Information Technology Strategic Plan:

2025 - 2030

OUR MISSION

T help protect and restore healthy watersheds and natural
habitats that support thriving communities and strong
OIS

1 the consareation of Oregon’s natural
resaurces and snjoys strong public suppaort forits
cantributions to community-based conservation, watershed
halth, and boecal sconomies.

OUR CORE VALUES

Fram our agency strategic plan: in all things, we will._.

Bs bald: pursue
Listen to and explone new id e, focus on opportunities, and
bry innovative strategies.

Be apen and transparent: dewvelop and maintain strang
partnerships. Ensure decisions are transparently made and
chearky articulated.

B forwand thinking: We will consider future Oneganians in

all v da.

Be curious: sncourage staff and partners to ask questions;
b rempansiblde and flexible, and Bsten, keamn and think in new
ways.

e greatest potential, not the amiest path.

1 Through aur grantmaking, build awarenesss. of the
redationship betwesn peopde and watersheds and watershed
protection & restoration

2 Leverage our pasition s an anchor funder 1o engage the
diversity of Oreganians. in watershed work

3. Use our funding to strengthen and kewerage capacity of
people and anganizations to achiswe healthy watersheds.

4. Advancs laaming about watershed protection and

restoration effectiveness. through coordinated monitoring

5. Increase investment connecting urban and working lands 1o
watershed health

5. Take bold and innovative action towand funding projects. that
advance dimate resifiznce

GUIDING FRIMCIFLES

User Foowsed - Ease of Use:
Technalagy sakrians will be desgned 10 aptimes The Weer's Caperenas
whille masimizing sharing and reuse of technakagies.

Controfling Technology Risks:
IT risk will be evaluated through standand policles, pracsdures, and 2
Eovornance madel ta kaentify appropriate Mrgathons.

Fiscally Responsible Ineesiments:
‘Where passible particpate in muli anganization IT iInRitves 1o 12ke
advamage of cconamies of scale, and sirive far retunn an invesiment.
and prediabilny in technakody costs.

rincrethon e COSHAPLCAES | BT O e St
The anganization culture ks 2 @ikt for continueows Innovative change.
and 2aireely encourages eaplaration of technakagy Innawation jar
aminess beneti.

https://www.oregon.gov/owrd/Pages/index.aspx
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KEY INITATIWES

‘Warktoros: and Dom ain Knowiodge Transition Plan:
Deumamtation, keowiadi sbairg, wconsion plaseieg, oo irseicry, aed
i ey - Ea dimert wine desdopad duniey o Bk Aedyui oosamer?
exmcnnd with cur ausisaes O e 3004

Finishing PCSRF metrics:
CWER i uniry AF sk ek 52 pedeer man et we et o el
Kol i B rikimy low ifl i appd e peacs it Ll iepimist
whil wrauney we g naporable afimedraiee of d eds

OGKAD grant to OWRI project|s] Wizard:

CWES gt projec! implameelilice ielommaice W iwo vakms Fal e

e

oy pa
i, choplicativeg it amiry

cemicind AWES plar b conmeet s e wynkem B e

Migrate green DGMOJARM inta Blue DEMS:
Fulimpacol aed mcdinsiig B Saheology bu of (VS s com grasimaking
e TR will B o mul s e Gz $at wll B el amae sa:
e Ldly o S e sppradad aed e baecd
Addithonal improvements:
wriplimat aiditiced, prcritiind et idesiln by t O
e e projact an folly icoped aed Businna asdiiic B B comghitic

TE: DWWES has an laferagency agreement with JWRD to provide IT

sugpart servioes {Help desk, Seaver support, Wieh hosting, efc ]. This
provides o DWEB dn

MALITaANG COmMAMaNE WITH S0Frware and Aardwas Foguinemears os wel!
85 3 partacrshlo i sxaloringaddiriona! endy ends and sraregle
initiatives. OWES and OWHD plan to comtinue th anaroach info the
coming bleania and ewplare revislons as ancossary roeasure barh agencles
have the recources needed.

ALIGNED KEY INDICATORS
L. Operations:

OANVER"S Wodthoos and Domain Krcwlfs Trrsilios M Budp sesid o
dinnspdom b cosismar, and mitigas ik

17 Custom er servkon:

CAVES's pumamic and Puraties Contomes serace P ol show e iecesns

dhun > ae wni oparirce aobmitiey spelicalor, aed maice.
12, CustOmer Servkon:

CWERL PumanL ary rlrada L wrace € mal s ke o ircnans
LR L T IMERCAL L LMY SR e e [ Sl Cald oy

1Z. Customer sorvke:

WA - B of dhis werk & cosiomen werics an imdine Bacac they

e hor s e demdcpmae? prepas
12, Custom & Servikon:

OANER' S maomamic aed mamaline Do wrace € noaslt aboow e iecsos

ot e izl Dsiemr woeienes andl e disnopoe s e

ROADMAP INVESTMENT PORTFOLIO

S-YEAR FLAM

Workdoroe and  Damain
Wreradedge TrermiSon Plan

Firishing PCSRF mestrics
OGMO grarit ta OWRI project=)
Wizard

Migrasier gresen DGMOMARM inta
Blus OGMS

Addiforml improvernenis

22

INVESTMENT LEVEL BY OBJECTIVE

m 12 Curstome

Thowsands




OREGON WATER RESOURCES IT STRATEGIC PLAN

Appendix C: IT Satisfaction Scorecard Areas of Focus

IT will focus on the highest importance, but lowest performing services and capabilities to drive improved satisfaction levels and to
enhance IT service delivery maturity.
INFO-TECH

IT Satisfaction Scorecard : Department Report / Oregon Water Resou

L ] L ] . - . .
IT sat I Sfa ct I o n Business Satisfaction and Importance for Core Services
The core services of IT are Important when detern 3 what IT should focus on. The most important sendces with the lowest

satisfaction offer the largast area of Improvemer drive business valus

Scorecard

trendin GT"

Devices Satisfaction with deskiops, laplops, mobile devices elc 84 Jna‘.anllagbm
I'I'Satlsfactlon Satisfaction with responsivensss and effectivenss 3%

N Satfaction with responsivensess and effectiveness of trenaing

/ Service Desk service desk BT') Unavailable

trending a“‘
Salsfacton that arganizational devces and data are t
IT Security properly secured 81 unavailable

WERGIng unavaiatie
...I. LA N N
MET OTER SCORE: 13%

trending lzm

Relationship

IT Policies unavailable
Network & Comm. Satistaction with relisbility of comm. Systems and trending 2 -
Infrastructure i unavailable
Understands Needs Communicates Effectively .I Dm
a1 with wude g of yous S oh [T COmmanacatio trendinc
S o . ’ Work Orders Satisfaction with small requests and bug fixes .J(JLE ';me
trending unavailable -
= S L . trending 3"'
Data Qua[jﬂ'l Satisfaction with providing reliable and accurate data unavailable
Executes Request: . trending
sa i L . you ning Business Apps Salmfectan with sppheatians and functanality unaval fl)lu
trending unavailable
trending unavailable
ending unavailabls Requirements Salsfacton with BA's shilty 1o understand and support trending
ering the business unavailable
Client-Facing Satisfaction with user experience and eflectiveness trending
Technology unavailable
Sat=faction with effective standard reports, custom tre, i
cal Capahilitv reports capahility, and I':: ability to generate business Lo nc‘j I‘?_le -
Security Friction eports S S
Regulatory Dﬂice‘fﬂesk!uﬂ Demm!ﬂoblbe Device D.tl Aﬂ:ess

IT Innovation h providing oppcrtunities fo - +| trending
Leadership n inixoration lesdership o inpeove the bamine unavailable

Cnmpllunﬂedrwen Secmrly A:czu

93~ 83~ 80"

80"

trending
Sat=fac th [an rir corporate projects
Prniacts Satsfacton with large depariment ar corporate projec unavailable

https://www.oregon.gov/owrd/Pages/index.aspx 23
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Appendix D: Management & Governance Framework Diagnostic Results
SE IT Management & Governance Framework

A comprehensive and connected set of research to
help you optimize and improve your core IT processes

INFO~TECH

STRATEGY &
GOVERNANCE

APPLICATION
MANAGEMENT

SECURITY & RISK

IT OPERATIONS MANAGEMENT

ITRGO7

Data Architecture &

Stakeholder Management

ITRGOT

People & Resource

Management Service Desk

High

i e Evaluate
and Low
Effectiveness

Process

INFRASTRUCTURE MANAGEMENT

BAID4

Incident & Problem
Management

Maintain [l High
Impertance Importance

~SC—= | andHigh and High
Effectiveness iveness

This diagnostic program was developed using the Info-Tech World Class Operations framework which is made up of IT processes
that map to the COBIT standard based on the numbers in the top right corner. This page is a snapshot of the IT process
landscape within your |T department. The processes have been colour coded based on your team’s importance and effectiveness
scores for each IT process. Use this page to help you pricritize your IT process improvement initiatives

https://www.oregon.gov/owrd/Pages/index.aspx
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Security Strategy Governance

DSS04 ITRGO9
Disaster Recovery Planning Analytics & Reporting

ITRGD4

COBl'lg

AN SACA" FAANEWOAK
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Appendix E: SWOT Analysis

+ |Institutional knowledge in IT « Staff resource level

+ Service Desk * Immature IT Governance framework

= Devices * Business communication

= Stakeholder view of security is positive « Process documentation

- Staff viewed as responsive = Project Portfolio Management & Project Management

resources, skills, templates & standards
+ Service Catalog requires work

+ Lack of formal Disaster Recover & Business Continuity
plans

Opportunities (External) Threats (External)

+ Cooperation/partnerships with other state agencies on + Lack of formal Disaster Recovery Plan

common issues + External view of agency mandate/oversight, lawsuits

= Utilize student population + Legislative budget or regulatory changes

+ Migrate to cloud offerings « Shadow IT
+ Emerging 4 IR technologies (Artificial Intelligence, Big

- . * Number of key staff hi i t i
T P e e e umber of key staff approaching retirement (succession

planning)
= Artificial Intelligence for discovery or public info requests

https://www.oregon.gov/owrd/Pages/index.aspx 25
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Appendix F: PESTLE Analysis

* Thereis often not agreement on how
water issues should be resolved,
which can make it difficult to address
policy and management challenges.

* Legislative focus on water has led to
significant new resources, as well as
new responsibilities, which often
require planning and time of existing
staff.

* Influence may alter the agency’s
approach to its work, resources, and
ability to sustainably manage water
resources.

* Water quality impacts to drinking
water supplies are driving new
workload

* Varying societal expectations and
understanding about water
management, science, costs, and
quantity

* Media coverage of water issues
influences public opinion, which may
increase focus on certain water
issues.

* Public acceptance of new
technologies or innovations in water
management influences adoption of
new solutions.

* Water is essential to most of what
people value and there are widely
different views on how water should
be allocated and managed.

* Increased focus on understanding
and addressing the needs of
environmental justice communities

* Water often treated as if itis an
unlimited resource

https://www.oregon.gov/owrd/Pages/index.aspx
06/01/2025 Ver 1.3

Agency budgets and support for
programs relies on Oregon’s
economic performance.

Fees for fee-supported OWRD
programs have not kept pace with
costs.

Growth can drive increased water
demand for residential and
industrial purposes.

Operational costs continue to
increase.

The job market remains
competitive in Oregon and in
water-related careers.

Real estate prices and housing
shortages poses challenges for
recruiting and retaining staff.

Technologies have advanced
significantly in the last decade
OWRD has many older databases
and systems that take significant
resources to maintain.

Al is an emerging technology:
need to assess if and how Al can
help OWRD and address any
concerns with Al use.

Asks by business units are
outpacing capacity of the IT
section

Business units report that many
current technology solutions are
not meeting their needs.
Increased public records requests
and litigation, as well as hybrid
work increase need to digitize
existing paper records.
Customers increasingly request
(and federal government requires)
digital payments; OWRD does not
have a digital payments system.

-
o
0
-
=
o
(=]

9@,
0
=
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Legal

New laws may require the agency to
make significant changes to
business workflows and rulemaking.
Oregon Water Laws need
modernization to better address the
water challenges we face today.
Rulemaking, litigation, and protest
program workloads exceed available
OWRD and DOJ resources.

Federal water laws impact state
water management especially in
relation to the Endangered Species
Act

https://www.oregon.gov/owrd/Pages/index.aspx
06/01/2025 Ver 1.3

Drought increases staff workloads
across various sections of the
agency.

Climate change is driving changes
in the hydrologic cycle, that will
require the agency to update and
adapt its policies, data, and
management.

Diminishing water supplies
requires the Department to
engage with other states on water
management issues.

Water is a finite resource;
increased complexity and conflict
as the resource is fully
appropriate.
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Appendix G: Information Technology Organization Chart
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Appendix H: Resourcing Needs Priority 2

Priority 2: High category resource needs to help with Expand IT Services at trusted operator level

Key IT Initiative Additional Staffing Resource
1. Implement Agile o 11SS6 Level Systems Analyst
Methodology = Succession planning and creates a
2. Expand Use of the IT Wiki ladder position in the development
3. Document IT Application unit
Portfolio
1. Initiate Data Quality o 11SS6 Level GIS Developer/Analyst
Improvement Efforts =  Succession planning and creates a
2. Document IT Application ladder position in the GIS area of the
Portfolio development unit

3. Develop a Comprehensive
Data Dictionary
4. Stabilize IT Infrastructure

1. Establish IT Governance o 11SS8/ISS7 Level IT Project Manager
Framework = Succession planning and creates a

2. Launch Agency-Wide IT & position in the Project Management
Security Engagement Area to help execute IT governance

3. Enhance HALO ITSM & projects and coordinate IT initiatives

Service Request Pathways
4. Migrate from SVN to Git
5. Implement Agile
Methodology

1. Initiate Data Quality o 11SS7 Level Sr Data Analyst
Improvement Efforts = To setup Data & Reporting Unit
Develop a Data Dictionary

Setup Data & Reporting Unit

Launch Intranet Redesign

Assess and Address

Security Gaps

aprobd

Total: +4 FTE
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Appendix I: Resourcing Needs Priority 3

Priority 3: Moderate category resource needs to help in preparation for Modernization

Key IT Initiative Additional Staffing Resource
Enterprise Integration Readiness o 11SS5 Level Developer
= Setup integration using APIs in
preparation for modernization

Change Control Program o 11SS6 Level Change Management Analyst
= Setup Change Control Board in
preparation for modernization
Data Modernization Strategy & o 11SS6 or ISS5 Level data analysts
Execution = To help with data activities in preparation
for modernization

Total: +3 FTE
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