OFFICE OF THE SECRETARY OF STATE ARCHIVES DIVISION

TOBIAS READ STEPHANIE CLARK
SECRETARY OF STATE DIRECTOR
800 SUMMER STREET NE

MICHAEL KAPLAN
DEPUTY SECRETARY OF STATE

SALEM, OR 97310
503-373-0701

NOTICE OF PROPOSED RULEMAKING
INCLUDING STATEMENT OF NEED & FISCAL IMPACT

CHAPTER 462
OREGON RACING COMMISSION

FILED: 08/27/2026 2:28 PM
ARCHIVES DIVISION SECRETARY OF STATE

FILING CAPTION: 462-240-0000 provides language for third-party information security audits.

LAST DAY AND TIME TO OFFER COMMENT TO AGENCY: 10/15/2026 11:55PM

The Agency requests public comment on whether other options should be considered for achieving the rule's substantive goals while reducing negative economic
impact of the rule on business.

CONTACT:

Karen Parkman

503-853-5927
Karen.parkman@orc.oregon.gov
PO Box 366

Gresham, OR 97030

Filed By:
Karen Parkman

Rules Coordinator

HEARING(S)

Auxiliary aids for persons with disabilities are available upon advance request. Notify the contact listed above.

DATE: 10/15/2026
TIME: 12:30 PM - 1:00 PM
OFFICER: Connie Winn

REMOTE HEARING DETAILS

MEETING URL: Click here to join the meeting
PHONE NUMBER: 1-503-446-4951
CONFERENCE ID: 584459923

NEED FOR THE RULE(S):

Currently, ORC does not address IT standards in rule.

DOCUMENTS RELIED UPON, AND WHERE THEY ARE AVAILABLE:

Documents are stored electronically with the agency and are available upon request.

STATEMENT IDENTIFYING HOW ADOPTION OF RULE(S) WILL AFFECT RACIAL EQUITY IN THIS STATE:
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Does not affect Racial Equity

FISCAL AND ECONOMIC IMPACT:

No

COST OF COMPLIANCE:

(1) Identify any state agencies, units of local government, and members of the public likely to be economically affected by the
rule(s). (2) Effect on Small Businesses: (a) Estimate the number and type of small businesses subject to the rule(s); (b) Describe the
expected reporting, recordkeeping and administrative activities and cost required to comply with the rule(s); (c) Estimate the cost
of professional services, equipment supplies, labor and increased administration required to comply with the rule(s).

None

DESCRIBE HOW SMALL BUSINESSES WERE INVOLVED IN THE DEVELOPMENT OF THESE RULE(S):

Small businesses were not involved and are not affected.

WAS AN ADMINISTRATIVE RULE ADVISORY COMMITTEE CONSULTED? NO IF NOT, WHY NOT?
This rule has been thoroughly vetted at the international level. ORC is already auditing to these standards.
NOTE: Additional PDF filed with this filing is attached to this document. You may view the attachment

filingAttachment.pdf from the Attachments panel. Alternately, you may view the attachment at the following link:
https://secure.sos.state.or.us/oard/viewFilingAttachment.action?filingRsn=63406

ADOPT: 462-240-0000
RULE SUMMARY: 462-240-0000 New division rule provides language for Third-Party Information Security Audits.

CHANGES TO RULE:

462-240-0000

Third-Party Information Security Audits

(1) Purpose: This rule establishes the requirement for all online wagering companies. also known as Advanced
Deposit Wagering (ADW) companies, to undergo a third-party audit to ensure compliance with industry security
and auditing standards. (See attached table for number, section, item, control or mitigating control. and
standards)

(2) Third-Party Audit Requirement: [

(a) All ADW companies must engage an independent third-party auditor to conduct an annual audit of their
information security and operational controls.

(b) The third-party auditor must possess at least one of the following credentials:q

A) Certified Information Systems Auditor (CISA) Certification:q

B) Lead Auditor for ISO (International Organization for Standardization):{l

C) Certified Information Security Manager (CISM) Certification.q

(3) Auditing Standards: The audit shall assess compliance with all standards outlined in the Association of Racing
Commissioners International (ARCI) Information Security Auditing Standards. 9

(4) Reporting and Compliance:[

(a) The results of the third-party audit shall be submitted to the appropriate regulatory body within 30 days of
completion.§

(b) ADW companies found non-compliant with the required standards must implement corrective measures within
90 days of notification.q

(c) Failure to comply with this rule may result in penalties, suspension, or revocation of licensure.
Statutory/Other Authority: ORS 462.270(3),462.725

Statutes/Other Implemented: ORS 462.270(3).462.725

(
(
(
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RULE ATTACHMENTS MAY NOT SHOW CHANGES. PLEASE CONTACT AGENCY REGARDING CHANGES.

NOTE: Attachments referenced are attached to this document. You may view the attachment 462-240-0000.pdf from
the Attachments panel. Alternately, you may view the attachments at the following link:
https://secure.sos.state.or.us/oard/viewAttachment.action?ruleVrsnRsn=339156
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# Section Item Control or Mitigating Control Standards
ISO 27001
Card, code, lock, biometric e
1 Physical Security | 1.1 Physical Entry scanner or other mitigating UG
controls. ISACA COBIT 5
DSS05, GLI-12,
28, 24, 33, 26
Physical barriers based on
1.2 Physical Security asset sensitivity and ISO 27001 A.11.1, NIST SP 800-
) Parameter vulnerability (walls, fences, | 53 PE-2, ISACA COBIT 5 DSS04
surveillance, doors, etc.).
Security Offices, i]h;?r:fa?ﬁ';?i‘::tzformat'°”’ ISO 27001 A.9.1.3, NIST SP 800-
1.3 | Rooms, and appearance, restrict 53 PE-3, ISACA COBIT 5 DSS05,
Facilities ’ GLI-33
access.
Surveillance technology,
Physical Security visitor access lo.gs.. Motion ISO 27001 A.9.4.3, NIST SP 800-
1.4 Monitoring detectors and similar tech. 53 PE-6, ISACA COBIT 5 DSSO05,
Janitorial services and other | GLI-33
mitigating controls.
Conductrisk assessment to
identify potential
. physical/environmental
15 E:\V/;fr?rﬁntal threats. Ensure smoke ISO 27001 A.8.1.2, NIST SP 800-
detectors, water sensors, 53 PE-11, ISACA COBIT 5 DSS05
Threats ) .
and fire suppression
systems are in place and
inspected.
Restricted access, physical
Working in Secure | barriers, and mobilg p};one 150 27001 A.9.1.2, NIST SP 800-
1.6 . L 53 PE-2, ISACA COBIT 5 DSS04,
Areas recording restrictions. Clear
GLI-33
emergency procedures.
Sensitive information must
be locked. Automatic ISO 27001 A.9.4.1, NIST SP 800-
Clear Desk & .
1.7 Screen screen locks. No visible 53 AC-10, ISACA COBIT5
passwords. Educate DSS04, GLI-33
employees.
Media management policy,
| eneryotion rge o o'?fsitey ISO 27001 A.10.1, NIST SP 800-
1.8 | Storage Media backups. Backup power 53SC-12,ISACACOBIT5
) DSS01, GLI-28
supplies.
Ensure backup power ISO 27001 A.7.4, NIST SP 800-
1.9 | Backup Power sources are available and 53 PE-11, ISACA COBIT 5
routinely tested. DSS01, GLI-12
ISO 27001 A.8.2,
AEE, 2.1 Personal Identifiable Manage and protect PII NEIEPEG-s)
2 R FIEE Information (PII) according to policy. P, IS4G
Documentation COBIT 5 APO02,
GLI 33
Follow change management
29 Change processes, version control, ISO 27001 A.12.1, NIST SP 800-
) Management emergency changes, 53 CM-3, ISACA COBIT 5 DSS01

segregation of duties.






Disaster Recovery

| Evaluate disaster recovery

ISO 27001 A.12.3, NIST SP 800-

23 | plan plan to ensure rapid 53 CP-9, ISACA COBIT 5 DSS03
recovery.
24 Business Assess preparedness ISO 27001 A.12.2, NIST SP 800-
) Continuity Plan against disruptions. 53 CP-4, ISACA COBIT 5 DSS03
Secure remote access ISO 27001 A.9.1.1, NIST SP 800-
2.5 | Remote Access management and MFA 53 AC-17,ISACACOBIT5
implementation. DSS06, GLI 33
26 Dat'a Retention Defing and epfgrce data ISSSOA%;gO|1825A3C,(\;|§|TTSSPD§SOOG
Policy retention policies.
GLI 33
Governance Information security ISO/IEC 27001, SOC 2, PCI-DSS,
2.7 . governance and
Policies . GLI-33
compliance.
ISO/IEC 27001:2013 A8.2, A.9,
A.18.1, ISO/IEC 27002:2022
A.8.3,A9.4,A.14.2,A.18.1.A
Personal Protection and Management SR ’ ’
2.8 | Identifiable of Personally Identifiagble GDPRArticle 5, 32, 33, 35, NIST
Information (PIl) Information (PlI) SP800-53AC-17, IR-4, PL-85C-
13, NIST SP 800-122, PCI-DSS,
CCPASOC 2, ISO/IEC 29100
Principles 1, 2, 7, GLI-33
. . ISO 27001 & ISO 27701, NIST
2.9 | Third Party Policies Lh;;dazggﬁsfg‘o“cy 800-53, PCI-DSS, SOC 2,
GDPR/CCPA, GLI-33
L ISO 27001 A.8.1,
Maintain and manage an asset
. . NIST SP 800-53
3 [ comror [etony roraware, eneureversion | -3 15ACA
on .
’ controlisin place. CORI LR,
GLI-24, GLI-33
Ensure all software is ISO 27001 A.8.1, NIST SP 800-
3.2 | Software Inventory licensed. 53 CM-8, ISACA COBIT 5 DSS02,
GLI-24, GLI-33
ISO 27001 A.10.1,
4.1 Secure Disposal of Data e s o A £ e NIST SP 800-53
4 Data Protection and enforce retention of . SC-12, ISACA
data. poticy. COBIT 5 DSS01,
GLI-33
L . ISO 27001 A.10.1, NIST SP 800-
4.2 TDthrfsiEtncrypm“ n Ezzrnygp:rzenr:t'“ve data 53SC-12, ISACA COBIT 5
’ DSS01, GLI-33
Data Access Log access to sen§itive ISO 27001 A.8.3, NIST SP 800-
4.3 Logging data, routinely reviewed and | 53 AU-6, ISACA COBIT 5 DSS06,
maintain compliance. GLI-33
ISO 27001
5 Secure 5.1 Secure Factory Change factory configurations to 20%15;&'/'3;8'3
Configuration Configuration secure settings. ISACA COBIT 5
DSS01, GLI-33
Use firewalls at the
| :;’ES:; pordssimar  |1s027001A13.1, NisT sp 800-
5.2 | Firewalls 53 SC-7, ISACA COBIT 5 DSS05,

appropriate configuration.
Appropriate logs are
maintained.

GLI-33






| 1IS027001A.9.2,

Access and Use unique passwords and NIST SP 800-53
6 Account 6.1 Account Management follow NIST standards for AC-2, ISACA
Management password complexity. COBIT 5 DSS05,
GLI-33
6. | LeastPrivilege Fegsslirsril?géxe:fczze e 115027001 A.9.2.2, NIST SP 800-
Access 53 AC-6, ISACA COBIT 5 DSS05
based onrole.
Removal or g\fggfjsrt'eggt;i;ﬁ;ﬁm‘r’g ISO/IEC 27001 A.9.2.6, NIST SP
6.3 | adjustment of an employee leaves for is 800-53, ISACA COBIT DSS05.04,
access rights. . DSS06.03
reassigned.
Enforce MFA for
administrative and remote
Multi-Factor fg;ﬁlsr?nggzt"::: ::')EA ISO 27001 A.9.4, NIST SP 800-
6.4 | Authentication 53 1A-2, ISACA COBIT 5 DSS05,
account holders and
(MFA) . . GLI-33
required on new devices or
other mitigating controls
effective January 1, 2026.
ISO 27001 A.12.6,
Vulnerability N . Establish gutomatgd NIST SP 800-53
7 Management 7.1 Vulnerability Scanning vulnerability scanning and RA-5, ISACA
remediation processes. COBIT 5 DSS05,
GLI-33
Intrusion Use intrusion prevention ISO 27001 A.13.1, NIST SP 800-
7.2 | Prevention systems to monitor and 53 SC-18, ISACA COBIT5
Systems block malicious activities. DSS05, GLI-33
ISO 27001 A.12.4,
, Ensure audit logs have access NIST SP 800-53
8 | Audit Logs ijn?ruo(i.lt Log Access control, are stored properly, and | AU-2, ISACA
are reviewed regularly. COBIT 5 DSS06,
GLI-33
Regular review and
8.2 | Log Review dogumentation of audit IS0 27001 A.12.4, NIST SP 800-
logs. 53 AU-6, ISACA COBIT 5 DSS06
ISO 27001 A.10.1,
NIST SP 800-53
Conduct routine phishing SC-5, ISACA
9 Email Security 9.1 Phishing Training awareness training for COBIT 5 DSS05,
employees. PCI-DSS 12.6, CIS
Control 14, 17,
GLI-33
o | Anti-Malware 'r:ztla};fggocf‘t’;gf:;; t‘;nt" ISO 27001 A.10.1, NIST SP 800-
Software . 53 SC-5, ISACA COBIT 5 DSS05
signature updates.
ISO 27001 A.13.1,
NIST SP 800-53
Maintain and regularly review SC-7, ISACA
10 | Network Security | 10.1 Network Architecture network architecture for security | COBIT 5 DSS05,
vulnerabilities. NIST CSF, CIS

control 4,9, 13,
GLI-33






| NISTSP 80053

. AC 17, IR-4, Sl-4,
Detect u‘nauthorlzed attempts to SI-7, NIST SP 800-
access, identify unauthorized
. . - . 94, 1ISO/IEC
10.2 | Intrusion detection | Monitoring remote access access and suspicious
activities, and provides 27001A12.4.1,
software,firmvf/)are integrit PCI-DSS, GDPR
’ gy Article 32, SANS,
GLI-33
NIST SP 800-53 AC-17, SC-12,
SC-7,SC-13, CA-3, NIST SP 800-
Demilitarized 41, NIST SP 800-94, ISO/IEC
10.3 Secure DMZ configuration 27001 A.13.1.1,A.10.1.1,
Zones (DMZ)

A.9.2.6PCI DSS, CIS 13.3,
9.4NERC CIP CIP-005-6, CIP-
007-6, SANS 12

Application Layer

Implement application-layer

ISO 27001 A.13.1, NIST SP 800-

10.4 Filterin filtering and intrusion 53 SC-7, ISACA COBIT 5 DSS05,
g detection. GLI-33
Include audit rights and security | ISO 27001 A.15.1,
Third-Party . clauses in third-party contracts | NIST SP 800-53
11 Vendors i MR G aES such as rights to audit, escrow, SA-9, ISACA
etc. COBIT 5 DSS04
ISO 27001 A.15.2,
Ensure compliance with PCI- NIST SP 800-53
12 | PCI-DSS 13.1 PCI-DSS Compliance DSS standards to protect SC-12, ISACA
cardholder data. COBIT 5 DSS04,
GLI-33
Ensure wireless networks use
gggsgtrl'j;e(j‘ghzgts';aatfg IS0 27001 A.13.2,
Wireless . o ’ NIST SP 800-53
13 Networks 14.1 WLAN Security gg:;tidazt;n;iz;(\:j\;c,c.)rl?jzfranuul‘;t e AC-17, ISACA
gsancp . COBIT 5 DSSO05
changes. Use appropriate
certificate validations.
Use secure primary and IS0 27001A.13.2,
NIST SP 800-53
16 [ONssecurty | oo ogoaly andphyscaly | SC:18:1SACA
g Seg arat‘; y physicaty COBIT 5 DSSO5,
P ' GLI-33
Address known security ISO 27001 A.9.2,
Component . . vulnerabilities by hardening NIST SP 800-53
15 Hardening 16.1 Security Hardening components and removing CM-6, ISACA
unnecessary functionality. COBIT 5 DSS01
GDPR Article 25
(Data Protection
by Design and by
Default), ISO
Implement robust controls to 27001 A.8.2.3
16 User Privacy and 17.1 Personal Information ensure that users' personal (Handling PII),

Data Protection

Protection

information (e.g., financial data,
identity) is protected.

NIST SP 800-53
AC-17 (Access
Control for
Sensitive Data),
GLI-33, Office of
the Privacy






Commissioner of

Canada
PCI-DSS 10.2
(Monitoring for
Fraudulent
Activity), NIST SP
Implement systems and 800-53 AC-19
Fraud Detection 18.1 Safeguard against processes Tor detecting and (Access Control
17 and Prevention fraud preventing fraudulent for Fraud
transactions and activities Prevention), ISO
within the wagering platform. 27001 A.10.1
(Cryptographic
Controls for
Fraud Detection),
GLI-33
ISO 27001
A.16.1.1 (Incident
Develop and maintain an Management),
Incident incident response plan NIST SP 800-53
Response Plan . specifically addressing security IR-4 (Incident
18 (IRP) and 19.1Incident Management breaches, unauthorized Handling), PCI-
Communication transactions, or any suspicious DSS12.10
activities in the platform. (Incident
Response), GLI-
33
NIST SP 800-63
Implement strong (Digital Identity
Authentication authentication mechanisms Guidelines), PCI-
and Authorization (such as multi-factor DSS 8.3 (User
19 Controls (for 20.1 Secure User Access authentication) for user loginto | Authentication),
Gamblers) prevent unauthorized access to ISO 27001 A.9.2
betting accounts. (User Access
Control), GLI-33
NIST SP 800-124
Ensure that mobile applications (Mobile Device
Mobile Device 21.1 Securing Mobile used for online wagering are Security), ISO
20 Security Access secure, encrypted, and 27001 A9.4
protected from unauthorized (Access Control
access. for Mobile
Devices), GLI-33
ISO 27001 A.13.1
(Network
Security), NIST SP
Application Layer Implement application-layer 8(0;033(:18;;
21 Filtering and 22.1 Traffic Monitoring and | filtering and intrusion detection Ereeeton)
Intrusion Protection to protect systems from attacks ’
Detection and unauthorized access. ISACACOBITS
DSS05 (Monitor
and Evaluate
Network

Security), GLI-33






Data Minimization

Minimize the amount of
personal data collected from

GDPR Article 5
(Data
Minimization),
ISO 27001 A.8.2.4

22 and 23.1 Reduce Data Exposure users. Anonymize or (Anonymization),
Anonymization pseudonymize sensitive data NIST SP 800-53
where possible. SC-28 (Data
Protection), GLI-
33
NIST SP 800-53
SC-28 (Protection
Ensure database servers storing | of Information at
Server & Database 24.1 Data Storage . f|.n.anc:|a.l and per.sonally Rest), IS0 27001
23 Securit Protection identifiable information (PIl) are A.9.4 (Access
y configured securely and access | Control), PCI-DSS
is properly controlled. 3.4 (Data
Protection), GLI-
33
ISO 27001 A.12.6
(Vulnerability
Resular Perform regular penetration Management),
Penegtration testing and vulnerability NIST SP 800-53
. 25.1 Continuous Security assessments to identify and RA-5
24 Testing and . . -
- Testing address weaknesses in the (Vulnerability
Vulnerability : . .
Assessments security posture of the wagering Scanning), PCI-
platform. DSS11.3
(Penetration
Testing)
i rotection and rivac, 2, FOHDS,
Service Level | Review SLAs for security and P d privacy, NIST 800-53, SOC
25 . performance monitoring, access
Agreements compliance clauses. controls. change management 2 Type ll, GLI,
> chang EEMENL, | . COGRA, GDPR &
backups and disaster recovery,
. . . CCPA, GLI-33
legal and financial penalties.
ISO 27001
. Ensure the company holds A18.1.5 .
Cybersecurity sufficient cvbersecurit (Cybersecurity
Insurance and/or | 26.1 Risk Mitigation through | . y y . Insurance), NIST
26 e insurance to cover the potential
Other Mitigating Insurance . ) . . SP 800-53 CA-9
risks associated with online .
Controls wagering operations (Risk
gering op ’ Management),
GLI-33
ISO 27001
. A.12.6.1, NIST
Man:at:r:ent Verify the existence of a rgﬁéiiilofgzzt;es mé’ce 800-40 Rev 3,
27 . g formal patch management P . P ’ NIST 800-53 S1-2,
Policies and . deployment tracking logs, post
Procedures policy atch validation and monitorin PCIDSS 6.1, SOC
P € | 2, MoIsT 800-
137, GLI-33
Race data accuracy and fair
odds generation, encryption ISO 27001, NIST
Pari-mutuel . . transmission of wagering 800-53, SOC 2,
28 Wagering Pari-mutuel Integrity information, transaction PCI-DSS, GLI-33,

processing controls and audit
trails.

eCOGRA, GLI-11







# Section Item Control or Mitigating Control Standards
ISO 27001
Card, code, lock, biometric e
1 Physical Security | 1.1 Physical Entry scanner or other mitigating UG
controls. ISACA COBIT 5
DSS05, GLI-12,
28, 24, 33, 26
Physical barriers based on
1.2 Physical Security asset sensitivity and ISO 27001 A.11.1, NIST SP 800-
) Parameter vulnerability (walls, fences, | 53 PE-2, ISACA COBIT 5 DSS04
surveillance, doors, etc.).
Security Offices, i]h;?r:fa?ﬁ';?i‘::tzformat'°”’ ISO 27001 A.9.1.3, NIST SP 800-
1.3 | Rooms, and appearance, restrict 53 PE-3, ISACA COBIT 5 DSS05,
Facilities ’ GLI-33
access.
Surveillance technology,
Physical Security visitor access lo.gs.. Motion ISO 27001 A.9.4.3, NIST SP 800-
1.4 Monitoring detectors and similar tech. 53 PE-6, ISACA COBIT 5 DSSO05,
Janitorial services and other | GLI-33
mitigating controls.
Conductrisk assessment to
identify potential
. physical/environmental
15 E:\V/;fr?rﬁntal threats. Ensure smoke ISO 27001 A.8.1.2, NIST SP 800-
detectors, water sensors, 53 PE-11, ISACA COBIT 5 DSS05
Threats ) .
and fire suppression
systems are in place and
inspected.
Restricted access, physical
Working in Secure | barriers, and mobilg p};one 150 27001 A.9.1.2, NIST SP 800-
1.6 . L 53 PE-2, ISACA COBIT 5 DSS04,
Areas recording restrictions. Clear
GLI-33
emergency procedures.
Sensitive information must
be locked. Automatic ISO 27001 A.9.4.1, NIST SP 800-
Clear Desk & .
1.7 Screen screen locks. No visible 53 AC-10, ISACA COBIT5
passwords. Educate DSS04, GLI-33
employees.
Media management policy,
| eneryotion rge o o'?fsitey ISO 27001 A.10.1, NIST SP 800-
1.8 | Storage Media backups. Backup power 53SC-12,ISACACOBIT5
) DSS01, GLI-28
supplies.
Ensure backup power ISO 27001 A.7.4, NIST SP 800-
1.9 | Backup Power sources are available and 53 PE-11, ISACA COBIT 5
routinely tested. DSS01, GLI-12
ISO 27001 A.8.2,
AEE, 2.1 Personal Identifiable Manage and protect PII NEIEPEG-s)
2 R FIEE Information (PII) according to policy. P, IS4G
Documentation COBIT 5 APO02,
GLI 33
Follow change management
29 Change processes, version control, ISO 27001 A.12.1, NIST SP 800-
) Management emergency changes, 53 CM-3, ISACA COBIT 5 DSS01

segregation of duties.






Disaster Recovery

| Evaluate disaster recovery

ISO 27001 A.12.3, NIST SP 800-

23 | plan plan to ensure rapid 53 CP-9, ISACA COBIT 5 DSS03
recovery.
24 Business Assess preparedness ISO 27001 A.12.2, NIST SP 800-
) Continuity Plan against disruptions. 53 CP-4, ISACA COBIT 5 DSS03
Secure remote access ISO 27001 A.9.1.1, NIST SP 800-
2.5 | Remote Access management and MFA 53 AC-17,ISACACOBIT5
implementation. DSS06, GLI 33
26 Dat'a Retention Defing and epfgrce data ISSSOA%;gO|1825A3C,(\;|§|TTSSPD§SOOG
Policy retention policies.
GLI 33
Governance Information security ISO/IEC 27001, SOC 2, PCI-DSS,
2.7 . governance and
Policies . GLI-33
compliance.
ISO/IEC 27001:2013 A8.2, A.9,
A.18.1, ISO/IEC 27002:2022
A.8.3,A9.4,A.14.2,A.18.1.A
Personal Protection and Management SR ’ ’
2.8 | Identifiable of Personally Identifiagble GDPRArticle 5, 32, 33, 35, NIST
Information (PIl) Information (PlI) SP800-53AC-17, IR-4, PL-85C-
13, NIST SP 800-122, PCI-DSS,
CCPASOC 2, ISO/IEC 29100
Principles 1, 2, 7, GLI-33
. . ISO 27001 & ISO 27701, NIST
2.9 | Third Party Policies Lh;;dazggﬁsfg‘o“cy 800-53, PCI-DSS, SOC 2,
GDPR/CCPA, GLI-33
L ISO 27001 A.8.1,
Maintain and manage an asset
. . NIST SP 800-53
3 [ comror [etony roraware, eneureversion | -3 15ACA
on .
’ controlisin place. CORI LR,
GLI-24, GLI-33
Ensure all software is ISO 27001 A.8.1, NIST SP 800-
3.2 | Software Inventory licensed. 53 CM-8, ISACA COBIT 5 DSS02,
GLI-24, GLI-33
ISO 27001 A.10.1,
4.1 Secure Disposal of Data e s o A £ e NIST SP 800-53
4 Data Protection and enforce retention of . SC-12, ISACA
data. poticy. COBIT 5 DSS01,
GLI-33
L . ISO 27001 A.10.1, NIST SP 800-
4.2 TDthrfsiEtncrypm“ n Ezzrnygp:rzenr:t'“ve data 53SC-12, ISACA COBIT 5
’ DSS01, GLI-33
Data Access Log access to sen§itive ISO 27001 A.8.3, NIST SP 800-
4.3 Logging data, routinely reviewed and | 53 AU-6, ISACA COBIT 5 DSS06,
maintain compliance. GLI-33
ISO 27001
5 Secure 5.1 Secure Factory Change factory configurations to 20%15;&'/'3;8'3
Configuration Configuration secure settings. ISACA COBIT 5
DSS01, GLI-33
Use firewalls at the
| :;’ES:; pordssimar  |1s027001A13.1, NisT sp 800-
5.2 | Firewalls 53 SC-7, ISACA COBIT 5 DSS05,

appropriate configuration.
Appropriate logs are
maintained.

GLI-33






| 1IS027001A.9.2,

Access and Use unique passwords and NIST SP 800-53
6 Account 6.1 Account Management follow NIST standards for AC-2, ISACA
Management password complexity. COBIT 5 DSS05,
GLI-33
6. | LeastPrivilege Fegsslirsril?géxe:fczze e 115027001 A.9.2.2, NIST SP 800-
Access 53 AC-6, ISACA COBIT 5 DSS05
based onrole.
Removal or g\fggfjsrt'eggt;i;ﬁ;ﬁm‘r’g ISO/IEC 27001 A.9.2.6, NIST SP
6.3 | adjustment of an employee leaves for is 800-53, ISACA COBIT DSS05.04,
access rights. . DSS06.03
reassigned.
Enforce MFA for
administrative and remote
Multi-Factor fg;ﬁlsr?nggzt"::: ::')EA ISO 27001 A.9.4, NIST SP 800-
6.4 | Authentication 53 1A-2, ISACA COBIT 5 DSS05,
account holders and
(MFA) . . GLI-33
required on new devices or
other mitigating controls
effective January 1, 2026.
ISO 27001 A.12.6,
Vulnerability N . Establish gutomatgd NIST SP 800-53
7 Management 7.1 Vulnerability Scanning vulnerability scanning and RA-5, ISACA
remediation processes. COBIT 5 DSS05,
GLI-33
Intrusion Use intrusion prevention ISO 27001 A.13.1, NIST SP 800-
7.2 | Prevention systems to monitor and 53 SC-18, ISACA COBIT5
Systems block malicious activities. DSS05, GLI-33
ISO 27001 A.12.4,
, Ensure audit logs have access NIST SP 800-53
8 | Audit Logs ijn?ruo(i.lt Log Access control, are stored properly, and | AU-2, ISACA
are reviewed regularly. COBIT 5 DSS06,
GLI-33
Regular review and
8.2 | Log Review dogumentation of audit IS0 27001 A.12.4, NIST SP 800-
logs. 53 AU-6, ISACA COBIT 5 DSS06
ISO 27001 A.10.1,
NIST SP 800-53
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19 Controls (for 20.1 Secure User Access authentication) for user loginto | Authentication),
Gamblers) prevent unauthorized access to ISO 27001 A.9.2
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