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APPENDIX F

References
General
OCDR website: security.oregon.gov/cyberdisruption

State of Oregon Incident Response Plan  
www.oregon.gov/das/OSCIO/Documents/InformationSecurityIncidentResponsePlan.pdf 

Oregon Emergency Operations Plan, Annex 10, Cyber Security 
www.oregon.gov/oem/Documents/2015_OR_eop_ia_10_cyber.pdf 

Oregon cooperative procurement program  
ORCPP interagency agreement template 

National Cybersecurity Review (NCSR) - The Nationwide Cybersecurity Review is a no-cost, anonymous, annual 
self-assessment designed to measure gaps and capabilities of state, local, tribal and territorial governments’ 
cybersecurity programs. It is based on the National Institute of Standards and Technology Cybersecurity 
Framework (NIST CSF), is sponsored by the Department of Homeland Security (DHS) & the Multi-State 
Information Sharing and Analysis Center® (MS-ISAC®). www.cisecurity.org/ms-isac/services/ncsr/ 

DotGov Program, part of the General Services Administration, operates the .gov top-level domain (TLD) and 
makes it available to US-based government organizations, from federal agencies to local municipalities. Using a 
.gov domain shows you’re an official government organization. https://home.dotgov.gov/ 

Training 
Federal Emergency Management Agency (DHS/FEMA) Emergency Management Institute (EMI) offers a variety 
of in-residence and online courses in incident management and security and emergency management, including 
several on continuity and disaster recovery (www.training.DHS/FEMA.gov). 

The SANS Institute provides specialized information technology training resources delivered in a variety of 
formats (www.sans.org).

The International Information Systems Security Certification Consortium (ISC2)offers a number of training and 
certification (with concentrations) options including the industry leading Certified Information Systems Security 
Professional (CISSP) designation (www.isc2.org) 

The Federal Virtual Training Environment (FedVTE) provides free online cybersecurity training to federal, state, 
local, tribal, and territorial government employees, federal contractors, and US military veterans. Click here to 
view the FedVTE course catalog. 

Exercise
The National Cybersecurity and Communications Integration Center (NCCIC) develops and supports integrated 
cyber incident response plans and guidance and cyber-focused exercises for governmental and critical 
infrastructure partners.
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