APPENDIX E

Partner Organizations

Cyber Threat Intelligence Integration Center (CTIIC)

Operated by the Office of the Director of National Intelligence, the CTIIC is the primary platform for intelligence
integration, analysis, and supporting activities for the Federal Government. CTIIC also provides integrated all-
source analysis of intelligence related to foreign cyber threats or related to cyber incidents affecting U.S. national
interests. www.dni.gov/index.php/ctiicchome

National Cybersecurity and Communications Integration Center (NCCIC)

Response activities include furnishing technical assistance to affected entities to protect their assets, mitigate
vulnerabilities, and reduce impacts of cyber incidents and identifying other entities that may be at risk and
assessing their risk to the same or similar vulnerabilities. NCCIC assesses potential risks to the sector or region,
including potential cascading effects, and developing courses of action to mitigate these risks and facilitates
information sharing and operational coordination with threat response.
www.cisa.gov/national-infrastructure-coordinating-center

U.S. Cyber Command (USCYBERCOM) Joint Operations Center (JOC)

The USCYBERCOM JOC directs the U.S. military’s cyberspace operations and defense of the Department
of Defense Information Network (DoDIN). USCYBERCOM manages both the threat and asset responses for
the DoDIN during incidents affecting the DoDIN and receives support from the other centers, as needed.
www.cybercom.mil

U.S. Secret Service

National network of Electronic Crimes Task Forces, which combine the resources of academia, the private sector,
and SLTT law enforcement to prevent, detect, and investigate electronic crimes, including potential terrorist
attacks against critical infrastructure and financial payment systems. www.secretservice.gov

United States Computer Emergency Readiness Team

United States Computer Emergency Readiness Team coordinating defense against and response to cyber attacks.
US-CERT is responsible for analyzing and reducing cyber threats and vulnerabilities, disseminating cyber threat
warning information, and coordinating incident response activities. http://www.us-cert.gov

FirstNet

FirstNet mission is to deploy, operate, maintain, and improve the first high-speed, nationwide wireless
broadband network dedicated to public safety. www.firstnet.com
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