0
Théng tin Bwoc dang tai ) DHS e

Ngay: Ngay 21 thang 3 nam 2019
Lién hé: Robert Oakes, Robert.S.Oakes @state.or.us, (503) 945-6331

Bo Dich vu Nhan sinh Oregon (Oregon Department of
Human Services) Thong bao cho Cong ching Biet vé Viéc Vi
pham Dir liéu

(Salem, Ore.) - B4 Dich vu Nhan sinh Oregon da phét hién ra mét sw cb Ilra dao
anh hudng dén hd so e-mail tai B&. That khéng may khi Thong tin vé St khée
dwoc Bao vé theo Dao luat vé Tinh C6 thé Mang theo va Trach nhiém vé Bao hiém
Y té (Health Insurance Portability and Accountability-HIPAA) da bj xam pham va cé
kha nang bi 16 ra ngoai.

Co quan (Bo) da thué mét thic thé bén ngoai, IDExperts, dé thye hién viéc danh
gia phap y dé xac minh so lvgng va danh tinh ctia nguéi dan Oregon c6 thong tin bi
|6 va cac loai thdng tin cu thé cé lién quan.

B& Dich vu Nhan sinh rat coi trong quyén riéng tw va bao mat thdng tin ctia than
chu va co6 céc quy trinh bao mat cong nghé théng tin manh mé&, ma da cho phép co
quan phét hién va ngan chan khéng cho sy ¢b lan tran. Co quan khdng thé xac
nhan rang bét ky théng tin ca nhan nao cuia cac than cha da dworc lay tlr hé thdng
email caa minh hoac s&r dung mét cach khéng hop I€. Tuy nhién, co quan dang
thdng b&o cho cdng ching vi théng tin da co thé truy cap dwoc dbi véi nguwdi hoac
[nhirng] ngudi khdng dwoc Gy quyén.

Mac di DHS khéng xac nhan rang cac than cha da thu thap théng tin ca nhan trong
vy viéc, nhwng DHS coi vu viéc la mét vi pham theo Pao luat Bao vé Chéng Trom
cap Danh tinh ctia Oregon (Oregon’s Identity Theft Protection Act - ORS 646A.600
dén 646A.628). Do do, thdng bao nay dwoc cung cap mét phan dwdi dang thdng
béo thay thé mét vi pham chiéu theo Oregon’s Identity Theft Protection Act, vi thanh
phan nguoi tiéu ding bi dnh hwdng vwot qua con sé 350.000.

Céc su kién dwoc tom tat dwdi day, cing vdi cac bién phap bao vé ma co quan da
thwc hién ke tir khi phat hién ra sw co va sy hwédng dan chung vé céng viéc bao vé
théng tin c& nhan.
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Viéc gi da xay ra?

Vao ngay 28 thang 1 nam 2019, DHS va Van phong Bao mat Doanh nghiép nhom
An ninh Mang (Enterprise Security Office Cyber Security) da xac nhan rang mét
viéc vi pham théng tin dwgc quy dinh da xay ra. Chin nhan vién da@ mé mét email
Itra dao (phishing email) va nhap vao mét lién két xam pham hép thw email ctia ho
va cho phép viéc truy cap vao cac théng tin email cia nhan vién nay. Théng tin hién
tai cho biét vao ngay 8 thang 1, mdt email Itra ddo tham do (spear sphising email)
da dwgc gtri cho cac nhan vién cia DHS. Qua qua trinh kham phé cda chang t6i,
chdng t6i da tim biét dwoc rang c6 gan 2 triéu email trong cac hdp thw email dé.

Viéc truy cap trai phép vao cac hop thuw email bi anh huwédng da dwoc ngan chan
mot cach cd hiéu qua. DHS dang trong qua trinh xem xét ky lwdng vu viéc nay va
cac thdng tin lién quan. Cudc diéu tra nay bao gom viéc xac minh sé lwong hd so bj
anh hwéng cé thé chira dwng théng tin ca nhan cta cac than chd nhan dich vu to
DHS.

Nhirng théng tin nao da cé lién quan?

Thong tin vé Stre khde Puoc Bao vé cta cac than chi theo Dao luat Health
Insurance Portability and Accountability (HIPAA) da c6 thé bj truy cap béi mot
nguoi khdng dwoc cho phép. Thong tin cta than cha co thé bao gdm tén ho, dia
chi, ngay sinh, sé An sinh X& hoi, sé hd so va cac théng tin khac duwoc s dung dé
qguan ly cac chwong trinh cia DHS.

Bé Dich vu Nhan sinh dang lam gi?

Viéc bdo vé va bdo mat théng tin ca nhan la diéu tdi quan trong déi véi Bo Dich vu
Nhan sinh. Mac du khéng c6 dau hiéu cho thay bat ky théng tin ca nhan nao duoc
sao chép tr hé théng email ctia co quan hodc dwoc st dung khéng phi hop, co
quan sé& cung cap cac dich vu khdi phuc hanh vi trdm cép danh tinh cho céc ca
nhan bi anh hwdng. DHS dang trong qua trinh xac dinh xem théng tin cta nhirng ai
da bi anh hwdng béi vi pham nay. Sau khi dwoc xac nhan, IDExperts sé giri théng
béo riéng cho cac ca nhan dwoc nhan dién, bao gém ca cac théng béo cho cac
than chi cé théng tin dwoc bdo vé b&i HIPAA, v&i cac hwdng dan vé cach dang ky
dich vu, bao gébm giam sét tin dung mién phi.
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C6 can thém thong tin khéng?
DHS sé cung cap théng tin cap nhat khi c6 thém théng tin duwoc biét.

IDExperts da thiét 1ap mét dwéng day théng tin mién phi sé c6 san vao Th
Sau (ngay 22 thang 3 nam 2019) tai s6 (800) 792-1750 dé hé trer cho khach
hang cua DHS c6 thém théng tin. Ngoai ra con c6 mét trang web thanh lap véi
thdng tin. hitp://ide.myidcare.com/oregonDHS

Céc than cha ctia DHS c6 thé lién hé véi ca ba co quan béo céo vé ngudi tiéu dung
quoc gia, bao gom ca ban sao cta bao cao tin dung hién tai, tai:

Equfax, TransUnion va Experian
Trang web: AnnualCreditReport.com ]
Dbién thoai s6 877-322-8228 (Lwa chon s6 1)

Bia chi noi nhan thu:

Dich vu Yéu cau Bao céo Tin dung Hang nam
P.O. Box 105281

Atlanta, GA 30348-5281

Pong bang tin dung: Nhirng ngwdi tiéu dung, bao gém cé cac than cha cé
kha nang bi anh hwédng cua DHS, co6 sy tuy chon déng bang cac bao cao tin
dung cGa ho mién phi. Cac phu huynh c6 thé yéu cau déng bang béo céo tin
dung cGa mét than chd ctia DHS 14 tré em dwdi 16 tudi. Nguwdi giam ho,
nguoi bdo hé hodc ngudi co gidy Gy quyén hop |1é cho mét than chd cda DHS
cling c6 thé yéu cau déng bang bao céo tin dung cho than chi ctia DHS do.
Duwéi day la théng tin dong bang lién lac cta tirng cbng ty:

Equifax, (800) 349-9960 (Tw dong, Tuy chon 1) hoac (888) 298-0045 (Trdwc
tiep)

TransUnion, (888) 909-8872 (Lwa chon 3)

2 Experian, (888) 397-3742 (Lwa chon 1 tiép theo Lwa chon)

Nhw moi khi, cac than chd cua DHS dwoc khuyén khich bao cao hanh vi trom cap
danh tinh cho co quan chap hanh phap luat, bao gdom Phong Bao vé Ngudi tiéu
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dung Téng chudng ly Oregon (Oregon Attorney General’'s Consumer Protection
Division) va Uy ban Thuwong mai Lién bang (Federal Trade Commission).

Dé biét thong tin vé cach bao cao hanh vi bi nghi ng® trém cap danh tinh va
dé biét théng tin vé viéc bao vé danh tinh caa quy vi, hay truy cap:

Oregon Attorney General’s Consumer Protection Division (B6 phan Bao vé
Nguwoi Tiéu dung cla Téng chwédng ly Oregon), ¢ thé tim thay truwc tuyén tai:
https://www.doj.state.or.us/consumer-protection/id-theft-data-breaches/data-
breaches /

Théng tin nguwdi tiéu ding cta Federal Trade Commission (Uy ban Thuong
mai Lién bang) vé Quyén riéng tw, Nhan dang & Bao mat Truc tuyén, cé thé
dwoc tim thay trwe tuyén tai: _https://www.consumer.ftc.qov/topics/privacy-
identity-online-securance

HH#
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